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Basic Scan Types (-sT and -sS)

The two basic scan types used most in Nmap are TCP connect() scanning [-sT] and SYN
scanning (also known as half-open, or stealth scanning) [-sS]

TCP connect() SCAN (-sT)
TCP connect scan will scan for TCP port like 21,22,23,445 etc. and ensures that ports are
available for connection through a 3-way handshake connection between the source and
destination.
This scan is very efficient, but the drawback is that it is very easy to detect due to modern
firewalls or Intrusion detection system being present on server/victims’ side.
Advantage:

1) Results are highly accurate.

2) Handshake is complete, that ensures secure communication.
Disadvantage:

1) Very noisy, easy to detect.
For open ports



SYN + port 445

SYN/ACK

ACK

RST(KILL CONNECTION)

192.168.43.55 192.168.43.248
SOURCE DESTINATION

This involves mainly 4 steps - SYN, SYN/ACK, ACK and RST.
First 3 steps complete the handshake while the fourth one resets the connection.
We will try to understand what happens at the data packet level and see how this scan works.
Let’s scan a port which is open and at the same time capture the packets in Wireshark for
analysis.
Syntax
nmap -sT -p <port number> <destination IP>
Scan command
nmap -sT -p 445 192.168.43.248
:~% sudo nmap -sT -p 445 192.168.43.248
[sudo] password for kali:
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-19 19:46 IST

Nmap scan report for 192.168.43.248
Host is up (0.00088s latency).

PORT STATE SERVICE
445/tcp open microsoft-ds
MAC Address: 00:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.41 seconds

~$ i

Nmap tries the 3-way handshake and once the handshake is successful it declares the port is
open.
Let us see what happened in the background when we ran TCP connect scan using nmap.
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Bi@EMORE Qe=2EF S5

[A]ip-addr == 192.168.43.248 B -]+

66 36654 — 445 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=3082964779 TSecr=343480
[ 1 =1 Ack=1 Win=64256 Len

Internet Protocol Version 4, Src: 192.168.43.

Source Port: 36654
Destination Port: 445
[Stream index: @]

equence number: relatfve sequence number)
Sequence number (raw): 2634088749

[Mext seguence number: 1 relative sequence number)]
Acknowledgment number: ©

3 ™
16018 .... = Header Length: 4@ bytes (18)
-
008. .... .... = Reserved: Not set
. = Nonce: Not set
ongestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Not set
Push: MNot set

0000 Oc 29 dd 90 44 00 Oc e7 bd 4c 88 8O
0010 40 08 40 06
0020 M 8F 2e 01 bd 9d De bc cd G0 00 8O BO ap 02

’b T
O30 fa f0 82 da 00 @0 B2 04 05 b4 04 02 @8 Ba b7 c2
GO40 4f 2a 00 00 00 @0 @1 03 @3 OF

We added a Wireshark filter ip.addr == 192.168.43.248 to filter packets which deals with
192.168.43.248.

So total of 4 packets are captured, that’s what we expected.

Let’s analyze the first packet, we see that SYN packet is sent to the destination, in the flag
section we see SYN flag is set.

Let’s see if the server responds.
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i@ mMRRE Qesz=g s EaaqE
B )+

N

[W]ip-addr == 192.168.43.248

No. Time Source Destination Protocal Lengtt Info

} Ack=1 Win

Source Port: 445
Destination Port: 36654
[Stream index: 0]

P eanen gn.

(relative sequence number)]
(relative ack number)

- e 2634988750

= Header Length: 40 bytes (108)

[Next sequence number: 1
Acknowledgment number: 1

= Reserved: Not set
Nonce: Mot set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Set

Push: MNot set

Reset: Not set

00 Oc 29 e7 bd 4c @0 Bc 29 dd 90 44 @8 0O
0e10 [ 00 00 40 0B 40 0B
eeze M 01 bd 8F 2Ze ad 82 3f @7 9d Ee bc ce a@ 12
0o20 16 ab 3c d5 00 B0 B2 B4 05 b4 04 B2 B8 Pa 00 05
G040 3d b8 b7 c2 4Ff 2a 81 B3 03 65

0ooe

In the second packet the server sends an ACK (responds for SYN packet 1) and send SYN
packet to the source for his validation. We can see the sequence number is 0 and

Acknowledgement number is 1.
Now in packet 3 source should ACK the server.
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NiomBERE R &= &

[W]ip.addr == 192.168.43.248

No. Time source Destination

10 1.261173053  192.168.43 .168.43. 24 1 1 Ack=1 Win=64256 Len:
111 2 sec.xvoemecou 5 S0 o e S \J STY—i muR—i WLl—umEou

~ Transmission Control Protocol, Src Port: 36654, Dst Port: 445, Seq: 1, Ack: 1, Len: @
Source Port: 36654

Destination Port: 445

[Stream index: 8]

LIcn L
Sequence number: 1 (reljtive sequence number)
Sequence number (raw): 2638988750

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

© 2910994184

1668 .... = Header Length: 32 bytes (8)

ol

= Reserved: Not set
= Nonce: Not set

= Congestion Window Reduced (CWR): Mot set
ECN-Echo: Not set

Urgent: Not set
Acknowledgment: Set

Push: Not set

Reset: Not set

Syn: Not set

Fin: Not set

0000 00 Bc 29 dd 90 44 00 Oc 29 e7 hd 4c 08 00 FENCE
[cX[:R0C 34 7c 2d 40 B0 40 86 e6 16 c® a8 2b 37 8
0020 ERgE 8f Ze 01 bd 9d Ge bc ce ad 82 3f 08 8@ 1@
6 80 48 00 00 01 @1 08 0a b7 c2 4f 2Zb 0@ 05 i
33 =

CLEY

79 TSecr=

43480

vl

In this step the source sends an ACK packet to the server and thus completes the 3-way

handshake.
The last packet completes the connection and then resets it.
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AN Z@EERE QesEFEEEF aqarE

1 [ip.addr == 192.168.43.248 XI=1|

No. Time Source Destination Protocol Lengtt Info

10 1.261173053 - -
11 1.261335122  192.168

Internet Protocol Version 4, Src: 192.168.43.55, Dst: 192.168.43.248

~ Transmission Control Protocol, Src Port: 36654, Dst Port: 445, Seq: 1, Ack: 1, Len: @
Source Port: 36654
Destination Port: 445
[Stream index: @]

Sequence number: 1 (relaffive sequence number)
Sequence number (raw): 2634983750

[Next sequence number: 1 relative sequence number)]
Acknowledagment number: 1 relative ack number)

0 dg umo ar). 2910994184
1860 .... = Header Length: 32 bytes (8)
~ Flags: @x814 (RST, ACK)
@ee. .. = Reserved: Not set
Nonce: Mot set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set

sh: Not set
Reset: Set
N

29 dd 9¢ 44 08 Bc 29 e7
[clex( MO0 34 7c Ze 40 00 40 B6 e6 15 cO a8 2b 37 cO af]
i 8 2e 01 bd 9d Be bc ce ad 82 3f @8 80 14
J030 Bl f6 80 44 00 00 1 @1 08 Ga b7 c2 4f 2b 08 05
0640 3d b8 =

Since, the 3-way handshake is completed therefore we know the particular port is open on the
destination server.

For Filtered Port

A filtered port indicates the presence of firewall, or any other network issue/security device
that is blocking the port, thus nmap cannot identify if it’s open or closed. (The machine does
not respond at all if firewall is enabled in it).

SYN + port 80
(2277, //;..“‘.‘;hlnlrlmf
192.168.43.35 192.168.43.93
SOURCE DESTINATION

Syntax
nmap -sT -p <port number> <destination IP>
Nmap command:
nmap -sT -p 80 192.168.43.95



s,

)-[=~]
sudo nmap
Starting

Nmap 7.91 (

80 192.168.43.95

https://nmap.org ) at 2020-11-12 11:57 IST

Nmap scan report for
Host is up (0.00046s latency).

PORT STATE SERVICE
80/tcp filtered http

The scan shows port as filtered which signifies firewall is on.
Let’s analyses what comes up in Wireshark.

[ ]ip.addr == 192.168.43.55

[X]

No.

Time
7 0.657314468
8 0.758876174

192.168.43.95
192.168.43.95

192.168.43.55
192.168.43.55

TCP

Destination Port: 88

[Stream index: @]

[TCP Segment Len: 0]

Sequence number: @ (relative sequence number)
Sequence number (raw): 3170163820

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: @

Acknowledgment number (raw): @

1018 .... = Header Length: 46 bytes (18)

~ Flags: ©X802 (SYN)
000.

= Reserved: Not set

.. = Nonce: Not set

= Congestion Window Reduced (CWR): Not set
= ECN-Echo: Not set

= Urgent: Not set

= Acknowledgment: Not set

= Push: Not set

.
o &

[TCP Flags: ---------- 5]

.
74 44350 — 8@ [SYN] Seq=0 Win=64240 Len=@ M55=146@ SACK_PERM=1 TSva -3541816887 TSec
74 44352 — BO [SYN] Seq=H Win=64248 Len= MSS=1460 SACK_PERM=1 TSval=3541816989 TSecr

Only SYN packets were sent from source (our machine), the destination doesn’t respond at
all. Firewall simply drops the packets.

For Closed Port

SYN + port 3000

v

RST, ACK
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192.168.43.55
SOURCE

192.168.43.248
DESTINATION

Let’s scan a closed port.
Syntax
nmap -sT -p <port number> <destination IP>
Nmap scan command
nmap -sT -p 3000 192.168.43.248




:~$ sudo nmap -sT -p 3000 192.168.43.248
[sudo] password for kali:
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-19 20:02 IST
Nmap scan report for 192.168.43.248
Host is up (0.00092s latency).

PORT STATE SERVICE
3000/tcp closed ppp
MAC Address: 00:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.29 seconds

~$ i

Since the port is closed 3-way handshake would not be completed. Let’s analyze it in
Wireshark.
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AR @ mMPRE Qes=Eg i EHaaqF

[ip.addr == 192.168.43.248 [X]

No. Time QuIce Destination Brotgcol lengit jnfo
5 0.065398866 68.43.55 2

Internet Protocol Version 4, Src: 192.168.43.55, Dst: 192.168.43.248
~ Transmission Control Protocol, Src Port: 53954, Dst Port: 3000, Seq: @, Len: @
Source Port: 53954
Destination Port: 3008
[Stream index: @]
[ICP Segment len: 07

Sequence number: © (relafive sequence number)

Sequence number (raw): 3924859893

[Next sequence number: 1 (relative sequence number)]

Acknowledgment number: @

CKNOWIeagment numper (rawj): o

16818 .... = Header Length: 48 bytes (10)
- Flags: 0x002 (SYN)

eee. . ... .. = Reserved: Not set

...0 ... = Nonce: Mot set
.... = Congestion Window Reduced (CWR): Not set
.. = ECN-Echo: Not set
.. = Urgent: Not set
.. = Acknowledgment: Not set
.. = Push: Not set
Racaio ot oot

el
0600 00 Oc 29 dd 90 44 FUNTPENCTAITIET 08 00 45 00 - -) E
09 3c db 76 40 09 40 06 56 c5 O a8 2b 37 cB a8  -<v@-@ 7
2h T8 d2 c2 Gb bd 69 ec 04 T5 0O 0O B9 DO ap 02 +
fa f0 93 4a 00 00 62 04 05 b4 04 02 68 Da b7 di )
5c 16 00 @9 60 09 81 03 03 @7 \

First the source sends a SYN packet to the server.
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AN i@miRE JIE=2EF S =S Q] _]HE

[ [ip.addr == 192.168.43.248

do. Time Source
5 B.065898866 - =
6 0.066650982

Destination Protocol Lengtt Info

s K_PERM=1 TSval=38%

102.168.43.248 192.168.43.55 60 3008 - 53954 [RST, ACK] Seq=1 Ack=1 Win=@ Len=g@

Internet Protocol Version 4, Src: 192.168.43.248, Dst: 192.168.43.55

~ Transmission Contrel Protocol, Src Port: 360@, Dst Port: 53954, Seq: 1, Ack: 1, Len: @
Source Port: 3008
Destination Port: 53854

[Stream index: @]

Sequence number: 1 (relptive sequence number)
Sequence number (raw): 8

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

© 3924559004
G181 .... = Header Length: 26 bytes (5)

Flags: @x014 (RST, ACK)
800, .... ....

Reserved: Not set

Nonce: Not set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Set

.. = Reset: Set

00 Oc 20 e7 bd 4c 00 Gc 29 dd 90 44 03 00 45 0O )L ) DE

60 28 00 0O 40 00 40 B6 62 50 cB a8 2b f8 cO ad @@ bRt
2b 37 Ob b8 d2 c2 00 GO 00 00 e9 ec B4 6 50 14 +7 .. ¢ oo P
0030 00 00 09 3 00 00 CENUFNNTNONUNE @0 - [

And the server/destination sends an RST packet and resets the connections and thus 3-way
handshake doesn’t complete and therefore Nmap declares the port as closed.

TCP SYN (STEALTH) SCAN (-sS)
Stealth scan is one of the most popular scanning techniques. This technique is often referred
as half-open scanning as this does not open full TCP connection.
In this we (source) send SYN packet to the destination and the server responds with SYN,
ACK packet, then we immediately terminate or kill the connection.
Advantage:

1) As the name suggest the scanning is stealth thus is not detected easily.

2) Faster than -sT because it doesn’t complete the three-way handshake.
Disadvantage:

1) Can be used for malicious intent.

2) Handshake is not completed thus not authorized/secured.
For open port



SYN + port 22

SYN/ACK

RST(KILL CONNECTION)

v

192.168.43.55 192.168.43.248
SOURCE DESTINATION

Let’s scan a port which is open and at the same time capture the packets in Wireshark for
analysis.
Syntax
nmap -sS -p <port number> <destination 1P>
Nmap command is
nmap -sS -p 22 192.168.43.248
:~$% sudo nmap -sS -p 22 192.168.43.248
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-20 07:51 IST

Nmap scan report for 192.168.43.248
Host is up (0.00091s latency).

PORT  STATE SERVICE
22/tcp open ssh
MAC Address: 00:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.53 seconds

= |

Port is open, lets analyze it in Wireshark.
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Al i@ mIXE R e =8

[ [ip.addr == 192.168.43.248

Qe

22 TSYN1 Sea=@ Win=1024 | en=0 MSS=

=1 Win=0 Len=0

Source Port: 41149
Destination Port: 22
[Stream index: @]

D . g

Sequence number: 0 (reldtive sequence number)
Sequence number (raw): 3384764058
(relative seguence number)]

Reserved: Not set

Nonce: Not set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Not set

Push: Not set

»
B0 Bc 29 dd 99 44 @8 Gc

[e]eele]
oe1e
oeE2e atl bd 0P 16 c9 fc 6T 92 B0 OO OO OB GO D2
GOE0 B4 0B el 43 00D 0O 02 B4 05 b4

29 e7 bd 4c 03 00

Let’s analyze the first packet, we see that SYN packet is sent to the destination, in the flag
section we see SYN is in Set mode.
Let’s see if the server responds.
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AN I@EMORE Qe=2=EF I

[ ip.addr == 192.168.43.248

Qe

No. Time Source Destination Protocol Length Info

6 0.110470458 192.168.43,248 192.168.43.55 : 60 22 - 41149 [S‘lN Ar‘l\] Seq=@ Ack=1 Win=5848 Len=0 455=1468

7 0.110532275  —wwevwvorroron

i =Ll e o e e

Internet Protocol Version 4, Src: 192.168.43.248, Dst: 192.168.43.55

~ Transmission Control Protocol, Src Port: 22, Dst Port: 41149, Seq: @, Ack: 1, Len: @
Source Port: 22

Destination Port: 41149

[Stream Jndex @]

o B
Sequence numher 2] (reljtive sequence number)
Sequence number (raw): 251§262896
[Next sequence number: 1 (relative sequence number)]
Acknowledment numher 1 (relative ack number)

aw): 3388764051
0110 .... = Header Length 24 bytes (6)
~ Flags: Bx812 (SYN, ACK)
BB6. .... .... = Reserved: Not set
...@ .... .... = Nonce: Not set

... B0 ..., = Congestion Window Reduced (CWR): Mot set
. .B.. .... = ECN-Echo: Not set

vvee W80 ... = Urgent: Not set

....... 1 .... = Acknowledgment: Set

ciee ... 8.0 = Push: Not set

viee a... oB.. = Reset: Not set

» T 1 —Syn Set

ooRee 08 Oc 29 e7 bd4c 0o Gc 29 dd 90440800 5 B0 co)ecLes )De (S8
c: MO0 2c 00 08 40 OO 40 06 62 4c cO a8 2b t8 co adjl-, - @ 0-
o020 EieE 00 16 ab bd 95 be 16 O cO fc 6f 93 60 12 g o
030 16 dB 21 b4 00 00 02 @4 065 b4 00 0O I R

In the second packet the server sends an ACK (responds for SYN packet 1) and send SYN
packet to the source for his validation. We can see the sequence number is 0 and
Acknowledgement number is 1.

Next step is important, this step makes this scanning Stealthy, instead of sending ACK
packets to destination, we send RST (reset) packet and the connection is killed. Since we
received SYN and ACK packet from the destination, this means that the port is open.
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AmNiemMERE QesEFIS|E aaaaqE

[W]ip.addr == 192.168.43.248
No. Time Source Destination Protocol Lengtt Info

7 0.116532275  192.168.43.55 . 28 . 54 41149 — 22 [RST] Seg=1 Win=0 Len=0

Internet Protocol Version 4, Src: 192 168.43.55, Dst: 192.168.43.248

~ Transmission Control Protocol, Src Port: 41149, Dst Port: 22, Seq: 1, Len: @
Source Port: 41149
Destination Port: 22

[Stream index: 8]
loos 07

Sequence number: 1 (relative spquence number)
Sequence number (raw): 338876485
[Next sequence number: 1 (relafive sequence number)]
Acknowledgment number: @
Acknowledgment number (raw): @

yebs (5)

Reserved: Not set

Nonce: Mot set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Not set

Pucsh: No 2

0EoE 00 Oc 20 dd 90 44 00 Oc 29 e7 bd 4c 03 00 LB
oeie (e 0 00 40 00 40 06 62 50 cb a8 2b 37 c@ aj)
0020 ELERgE al bd 00 16 c9 fc 67 93 00 0O OO QO 50 04
UE3E Be e fo foc 00 0O

For Filtered Port

A filtered port indicates the presence of firewall, or any other network issue/security device
that is blocking the port, thus nmap cannot identify if it’s open or closed. (The machine does
not respond at all if firewall is enabled in it).

SYN + port 80
ler e s 8 g RS AIH
YITETTIITI o I,
192.168.43.35 192.168.43.95
SOURCE DESTINATION

Syntax
nmap -sS -p <port number> <destination 1P>
Nmap command:
nmap -sS -p 80 192.168.43.95



( =
[:_ sudo nmap 80 192.168.43.95
Starting Nmap 7.91 ( https://nmap.org ) at 2020-11-12 11:53 IST
Nmap scan report for
Host is up (0.00043s latency).

PORT  STATE SERVICE
80/tcp filtered http
MAC Address:

Nmap done: 1 IP address (1 host up) scanned in 0.53 seconds

The scan shows port as filtered which signifies firewall is on.
Let’s analyses what comes up in Wireshark.

[W[ip.addr == 192.168.43.55

No. Time =t T ciiin = e
10 2.182235058 192.168.43.55 192.168.43.95 TCP 58 48355 - B0 [SYN] Seq=0 Win=1024 Len=0 M55=1460
11 2.204690829 § 192.168.43.55 192.168.43.95 TCP 58 48356 —~ 80 [SYN] Seq=0 Win=1024 Len=0 M55=1460

- Transmission Control Protecol, Src Port: 48355, Dst Port: 8@, Seq: @, Len: @
Source Port: 48355
Destination Port: 8@
[Stream index: @]
[TCP Segment Len: 8]
Sequence number: @ (relative seqguence number)
Sequence number (raw): 3474478607
[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: @
Acknowledgment number (raw): @

8110 .... = Header Length: 24 bytes (&)
~ Flags: 8x002 (SYN)
@ee. .... .... Reserved: Not set
..8 Nonce: Not set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

= Acknowledgment: Not set

= Push: Not set

=]
[N TR TR}

o t
—
.1. = 5yn: Set

Only SYN packets were sent from source (our machine), the destination doesn’t respond at
all. Firewall simply drops the packets.

For closed ports

If the port is closed, then it means that we should receive an RST packet from the server in
response to our SYN packet.

N

Jl
SYN + port 24 /!
> /)
7
& RST, ACK Y%
)
R ottt
22770 Dt 7 007070
192.168.43.55 192.168.43.248

SOURCE DESTINATION




Let’s scan a closed port.
Syntax
nmap -sS -p <port number> <destination IP>
Nmap scan command
nmap -sS -p 24 192.168.43.248

:~$ sudo nmap -sS -p 24 192.168.43.248
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-20 07:57 IST
Nmap scan report for 192.168.43.248
Host is up (0.0015s latency).

PORT  STATE SERVICE
24/tcp closed priv-mail
MAC Address: 00:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.52 seconds

~$ i

Let’s analyze this scan in Wireshark.
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dn e mARE Qe ST

Q Q& IF

[ip.addr == 192.168.43.248

Ho.

Time " Lalhrieeine pu i e 1o
5 3.24 [SYN] Seq=0 Win=1824 Len=0 M55=1460

s rneT Anvd e~~—< o~ Win=0 Len=g

-~ Transmission Control Protocol, Src Port: 43286, Dst Port: 24, Seq: 8, Len: @
Source Port: 43286
Destination Port: 24
[Stream index: @]
[ICcP g .
Sequence number: @ (relafjive sequence number)
Sequence number (raw): 344234937
[Next sequence number: 1 (relative sequence number)]

0116 .... = Header Length: 24 bytes (6)

~ Flags: 8x@82 (SYN)

el . Reserved: Not set
Nonce: Not set

e = Congestion Window Reduced (CWR): Not set
... = ECN-Echo: Not set
N = Urgent: Not set
....... @ .... = Acknowledgment: Not set
.. B... = Push: Not set
e s 0. i i
» AR = E
OoEE B0 Bc 29 dd 909 44 00 Oc 29 e7 bd 4c 08 00 FENEE )b )L
clexlci 2c 29 db ©0 00 32 86 86 71 c@ a8 2Zb 37 c@ al
0e20 PR a9 16 @0 18 14 84 c2 c9 00 0@ 0D 0O 6O 02
04 00 3b 2a 00 00 02 B4 05 b4 i

We sent a SYN packet to the server and we can see in flag that SYN is Set.
Let’s see the response from the server.
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AN i@ mORE QesEFSE|E aqQaQE

(M [ip-addr == 192.168.43.248

No. Time Source Destination Protocol Lengtt Info

6 0.094955727  192.168.43.248 192.168.43.55 : 60 24 -~ 43286 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

Internet Protocol Version 4, Src: 192.168.43.248, Dst: 192.168.43.55

- Transmission Control Protocol, Src Port: 24, Dst Port: 43286, Seq: 1, Ack: 1, Len: @
Source Port: 24

Destination Port: 43286

[Stream index: 0]

Sequence number: 1 (relafjive sequence number)
Sequence number (raw): @

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

0 iy e aw ). 344244938
0161 .... = Header Length: 2@ bytes (5)
~ Flags: 0x814 (RST, ACK)
0Ee . = Reserved: Not set
= Nonce: Not set
= Congestion Window Reduced (CWR): Mot set
... = ECN-Echo: Not set
. = Urgent: Not set
= Acknowledgment: Set
= [ b Mo =

pEeE B0 Bc 29 e7 bd 4c 00 Oc 29 dd 90 44 08 00 EEECE co)eLee ) D
Ch(mRe 28 00 00 40 00 40 06 62 50 cO ad 2b 78 c@ af

0020 pElgel 00 18 a9 16 00 00 00 00 14 84 c2 ca 50 14 - -0 oo P
CEED PO 0O 56 d3 00 6O 00 0B 00 0B B0 09 SV

We get an RST and ACK packet, as the port is closed.

TCP FIN SCAN (-sF)

This scan is simple. We send a FIN packet and if the port is open then there is no response
from the server, if port is closed then the server responds with a RST, ACK packet.
Drawback: Fin Scans only work for Linux machines and cannot be run against latest
Windows machines.

For open port

IIZ BT T T LT 55057,
LA /i

FIN + port 22
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192.168.43.55 192.168.43.248
SOURCE DESTINATION




Let’s perform a FIN scan through nmap
Syntax
nmap -sF -p <port number> <destination IP>
Nmap scan command
nmap -sF -p 22 192.168.43.248

:~$ sudo nmap -sF -p 22 192.168.43.248
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-20 08:43 IST
Nmap scan report for 192.168.43.248
Host is up (0.00074s latency).

PORT  STATE SERVICE
22/tcp open|filtered ssh
MAC Address: 00:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.05 seconds

= |

Let’s analyze this scan through Wireshark.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

=_ m =

dAms@miRE QesES IS

QQ Q=

[R[ip-addr == 192.168.43.248

No. Time
5 0.130019275
6 B.234064789

Internet Protocol Version 4, Src: 192.168.43.55, Dst: 192.168.43.248

-~ Transmission Control Protocol, Src Port: 51084, Dst Port: 22, Seq: 1, Len: @
Source Port: 51004
Destination Port: 22

[Stream index: @]

oo

Sequence number: 1 (relatjve sequence number)
Sequence number (raw): 4164097312

[Next sequence number: 2 elative sequence number)]
Acknowledgment

........ Reserved: Not set

Nonce: Not set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Not set

Push: Not set

Reset: Not set

Syn: Not set

CoRE @0 Bc 29 dd 90 44 00 ©Oc 29 e7 bd 4c 08 00 LENEE J-D- )L
ClcxIUN0 28 96 bb 00 00 35 06 16 95 cO a8 2b 37 cO a8
Be20  EEEE o7 3c 00 16 T8 33 15 20 00 @0 00 @0 50 01 < .3 P

04 00 fe bc 0O OO




FIN packet is sent from the source , you can see the flag section(there’s no SYN, ACK or
RST packet SET)
The next packet is also sent from the source.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ EBERE QessEFgIEE aaaE

[Wip-addr —— 192.168.43.248

No. Time Source Destination Protocol Lengtt Info

6 0.234064789  192.168.43.55 192.168.43.248 54 51885 - 22 [FIN] Seq=1 Win=1624 Len=0

Internet Protocol Version 4, Src: 192.168.43.55, Dst: 192.168.43.248

Source Port: 51005
Destination Port: 22
[Stream index: 1]

Sequence number: 1 sequence number)
Sequence number (raw): 416403177

[Next sequence number: 2 (rglative sequence number)]
Acknowledgment number: &

8181 .... = Header Length: 2@ bytes (5)

Reserved: Not set

Nonce: Mot set

Congestion Window Reduced (CWR): Mot set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Not set

Push: Not set

Reset: Not set

o Syn: Not set
0EEE 80 Oc 29 dd 90 44 80 8c 29 eV bd 4c 08 00 FlSNEE co)D )L
0e10 [ 62 OB 00 35 06 e7 ed ct al 8

0E20 jH =T
Go30 B4 @0 fe bbeR GO e

Again, it’s SYN packet sent. We did not receive any packet from destination or server , but
that’s what this scan is about. If we don’t receive any response from the server that means the
port is open for connection.

For closed port

FIN + port 24

v

RST, ACK
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192.168.43.55 192.168.43.248
SOURCE DESTINATION

Let’s scan a closed port.



Syntax
nmap -sF -p <port number> <destination IP>
Nmap scan command
nmap -sF -p 24 192.168.43.248

$ sudo nmap -sF -p 24 192.168.43.248
[sudo] password for kali:
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-20 08:32 IST
Nmap scan report for 192.168.43.248
Host is up (0.00091s latency).

PORT  STATE SERVICE
24/tcp closed priv-mail
MAC Address: 00:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.24 seconds

s 1

Port is closed that means we should see a response from the server, let’s verify it in
Wireshark.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN OmMPERE RemsEF s EQaQQr

[W]ip.addr == 192.168.43.248

192 168 43 248 cp 54 5121? =24 [FIN] Seq—i Win=1824 Len=@

L3E LU s T or we Ew — Uiedr ] aoy—1 mun—e win—o LEN=0

Internet Protocol Version 4, Src: 192.168.43.55, Dst: 192.168.43.248
~ Transmission Control Protocol, Src Port: 61217, Dst Port: 24, Seq: 1, Len: @
Source Port: 61217
Destination Port: 24
[Stream index: G]
5 L L

;@
equence numoer: reljtive sequence number)
Sequence number (raw): 3498195525
[Next sequence number: 2 (relative sequence number)]
A:knowledgment number: @
o 2]

0191 cee. = Header Length 29 bytes (5)
~ Flags: 0x081 (FIN)
Gee. . .

Reserved: Not set

Nonce: Not set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Not set

Push: Mot set

Reset: Not set

= Syn: Not set

oeEE @0 Bc 29 dd 90 44 00 Bc 29 e7 bd 4c 08 0O CEEEC )b )L
cluieE 28 7a 19 00 B0 37 B6 31 37 cl ad 2b 37 cO as
0020 EREE ef 21 00 18 dB 17 Ga 85 0B 00 00 ©0 50 01 ! j P

04 00 a9 8c 00 OO

=]
o

First packet is sent from us and it’s a FIN packet.
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AN O mMERE RE2EF IS

Q Qe

| [ip.addr == 192.168.43.248

Mo. Time Source Destination Pratocol Length Info

6 0.596816243 192.168.43.248 192.168.43.55 : 60 24 - 61217 [RST, ACK] Seg=1 Ack=2 Win=0 Len=0

Internet Protocol Version 4, Src: 192.168.43.248, Dst: 192.168.43.55

~ Transmission Control Protocol, Src Port: 24, Dst Port: 61217, Seq: 1, Ack: 2, Len: @
Source Port: 24
Destination Port: 61217

[Stream index: @]
o o £l o 07

Sequence number: 1 (relatife seguence number)
Sequence number (raw): @
[Next sequence number: 1 (felative sequence number)]
Acknowledgment number: 2 elative ack number)
RO TS NG 8401195525
0181 .... = Header Length: 20 bytes (5)
~ Flags: @x@14 (RST, ACK)
eee. .... .... = Reserved: Not set
...8 .... .... = Nonce: Not set
.. @... .... = Congestion Window Reduced (CWR): Mot set
. .0.. .... = ECN-Echo: Not set
vev. w80 ... = Urgent: Not set
....... 1 .... = Acknowledgment: Set

'.: :l . .1.. = Reset: Set

Geee
Ge1e
Ge2e

G0 @0 ad 78 00 0@ GO @0 OO0 00 QO 6O TR

Since the port is closed the server sends the responds as RST (reset), ACK packet.

NULL SCAN (-sN)

In this scan the source sends TCP packets that contain a series of zeros “00000000”, and
since no flags are set , the destination doesn’t know how to process the request and thus
discards the packets. This means that port is open. If the server responds to the packet, then it
means those ports are closed.

Drawback: Null Scans only work for Linux machines and cannot be run against latest
Windows machines.

For open ports (we will see two packets sent when state of port is open as well as filtered)



NONE or 000000's + port 22

v

192.168.43.55 192.168.43.248
SOURCE DESTINATION

Let’s scan an open port and capture the packets in Wireshark.
Syntax
nmap -sN -p <port number> <destination IP>
Nmap scan command
nmap -sN -p 22 192.168.43.248

:~$ sudo nmap -sN -p 22 192.168.43.248
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-20 09:17 IST
Nmap scan report for 192.168.43.248
Host is up (0.00093s latency).

PORT  STATE SERVICE

22/tcp open|filtered ssh
MAC Address: 00:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.73 seconds

~$ i

Port is open , this means we didn’t get any response from the destination.
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BieomERE Res2EF & 5

[ [ip.addr == 192.168.43.248

No. Time =
5 0.098424706 92
6 0.200963113

Internet Protocol Version 4, Src: 2.168.43.55, Dst: 192.168.43.248

~ Transmission Contrel Protocol, Src Port: 62728, Dst Port: 22, Seq: 1, Len: @
Source Port: 62728
Destination Port: 22

[Stream index: @]

gamean il
Sequence number: 1 (relative seq§ence number)
Sequence number (raw): 4265613432

[Next sequence number: 1 (relatige sequence number)]
Acknowledgment number: @

8181 .... = Header Length: 28 bytes (5)
= Flags: 0x000 (<None=)
oEe. . Reserved: Not set

Monce: Not set
Congestion Window Reduced (CWR): Mot set
ECH-Echo: Not set
Urgent: Not set
Acknowledgment: Not set
Push: Not set
Reset: Not set

o Syn: Not set
DEEE G0 Bc 29 dd 90 44 00 Gc 29 eV bd 4c 08 00 FENCEE
gein [ ae f1 00 BO 35 06 5e cb a8 37 ch af|
peze ehRgE 5 08 00 16 40 18 78 0P 00 OO 0D 50 0O
CE30 @4 OO cT7 Bc 0@ BO

@
L 1 A VT [ TR 1

Packet one is sent with no flags Set and we did not receive the response in second packet as
that packet is also sent from the source.
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i@ ERRRB QesEgsEEaaaE

[N ip-addr == 192.168.43.248
No. Time Source Destination Protocol Length Info
g 4324 b 4

5 0.098424706
6 0.200903113

192.166.4

Internet Protocol Version 4, Src:
~ Transmission Control Protocol, Src
Source Port: 62729
Destination Port: 22
[Stream index: 1

Sequence number: 1 (relagive sequence number)
Sequence number (raw): 426578969

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: @

RO oo e . 0
0181 .... = Header Length: 20 bytes (5)
~ Flags: 0x800 (<None=)
= Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Not set
Push: Not set
Reset: Not set

Syn: Not set
[elee]e] B0 Oc 29 e7 bd 4c
0010 [g ic B8 08 30 06 bb 3

oe20 09 00 16 fe 41 18 79 0O GO
CO30 B4 B0 cT 89 0O OO

For closed port

{@!’Z{q’l’l’%&ﬂ?ﬁ'ﬁ
. )
NONE or 0000's + port 24 ¢
> /7
/
RST, ACK 5
< 7 Al
ity g"} e SN 4 /%’2
YIS T I/ AL b e TIITIIIITIIY ez e e
227772
192.168.43.55 192.168.43.248
SOURCE DESTINATION

Let’s scan a closed port and capture the packets in Wireshark.

Syntax
nmap -sN -p <port number> <destination 1P>

Nmap scan command
nmap -sN -p 24 192.168.43.248



:~$% sudo nmap -sN -p 24 192.168.43.248
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-20 09:13 IST
Nmap scan report for 192.168.43.248
Host is up (0.00085s latency).

PORT STATE SERVICE
24/tcp closed priv-mail
MAC Address: 00:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.57 seconds

= |

Port is closed , it means we got a response from the destination.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR 1@ MIRRD Qe EF IE

QQQriF

[Rip.addr == 192.168.43.248

No. Time S Doctiootioo Biotacal lonctllof
5 0.BB6793933  192.168.43.55 192.168.43.248 54 49448 ~ 24 [<None>] Seq=1 Win=1024

6 0.087582709 A0 ten an nen 0o

420 An CC ARAAD FOET  APKT Com—d Aml—d Llde_n

Internet Protocol Version 4, Src: 192.168.43.55, Dst: 192.168.43.248

= Transmission Control Protocol, Src Port: 49448, Dst Port: 24, Seq: 1, Len: @
Source Port: 49443

Destination Port: 24

[Stream index: @]
LITen o £l oo 0

Sequence number: 1 (relativel sequence number)
Sequence number (raw): 34360507
[Next sequence number: 1 (refative sequence number)]
Acknowledgment number: @

@

0181 .... = Header Length: 20 bytes (5)
~ Flags: @x@00 (<None=)
oee. = Reserved: Not set
Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Not set
Push: Not set

Reset: Not set
Syn: Not set

COOE 00 Bc 29 dd 90 44 00 Bc 29 e7 bd 4c @8 00 EEEEE )b )L

Clex(RE 28 62 cB 00 OO0 2b B6 54 B8 cO al 2b 37 cO a8

oo20  pEORgs cl 28 00 18 cc cd T9 6c 0O 0@ 0O OO 50 OO { 1 P
K

04 00 4b e9 00 OO

First packet is sent from the source with no flags.
In second packet we get a response from the destination as RST(reset) , ACK packet.
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- P ! ; f me —— o =
AN @ mERE QesEF I =

(W ]ip.addr == 192.168.43.248

QQQriF

No. Time Source Destlnatlon Protocol Length Info
5 0.086793933 2 d = =
6 B.087582789

1 Joa9s

192 16‘ 43,248 192 16‘ 43. ‘5 TCP 60 24 — 49448 [RST ACK] beq 1 Ack 1 Nln 0 Len=0

Internet Protocol Version 4, Src: 192.168.43.248, Dst: 192.168.43.55

-~ Transmission Control Protocol, Src Port: 24, Dst Port: 49448, Seq: 1, Ack: 1, Len: @
Source Port: 24

Destination Port: 49448

[Stream 1ndex @]

e
Sequence numher 1 (relarive sequence number)
Sequence number (raw): @

[Next sequence number: 1 (relative sequence number)]
Acknowledment numher 1 (relative ack number)

. 3436050796

01@1 ... = Header Length 20 bytes (5)
~ Flags: 0x@14 (RST, ACK)
gee. ... ..., = Reserved: Not set
. Nonce: MNot set

G . = Congestion Window Reduced (CWR): Mot set

B = ECN-Echo: Not set

N = Urgent: Not set

....... 1. = Acknowledgment: Set
v oo Jo 1. = Reset: set |

STty
ooEE @8 Oc 29 e7 bd 4c 00 Bc 29 dd 90 44 08 00 FENEDE R R A
cloulcinn 28 00 00 40 00 40 B6 62 50 cB ad 2b T8 c@ af)
020 pOSER 00 18 ci 28 00 B0 0O OB cc cd T9 Gc 50 14 @@ (- oo 1p-
JOE0 00 PO 47 d5 00 0O @D 00 00 00 B0 OO B

We got a reset flag from the destination which means port is closed.

TCP XMAS SCAN (-sX)

In this source send packets with flags like FIN, PSH and URG, this lights up the packet like a
Christmas tree thus names XMAS scan, if the port is open then the destination doesn’t

respond and discards the packets. If the port is closed, then the destination responds with
RSR (reset) and ACK packet.

Drawback: XMAS Scans only work for Linux machines and cannot be run against latest
Windows machines.

For open ports



FIN, PSH and URG+ port 22

192.168.43.55 192.168.43.248
SOURCE DESTINATION

Let’s scan an open port.
Syntax
nmap -sX -p <port number> <destination IP>
Nmap scan command
nmap -sX -p 22 192.168.43.248

:~$ sudo nmap -sX -p 22 192.168.43.248
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-20 08:59 IST
Nmap scan report for 192.168.43.248
Host is up (0.00067s latency).

PORT  STATE SERVICE
22/tcp open|filtered ssh
MAC Address: 00:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.80 seconds

~$ i

Port is open , it means we do not get any response from the destination.
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Am JOEDLRE Qe=»EF 35

M [ip.addr == 192.168.43.248

No. Time = = =

Source Port: 56419
Destination Port: 22

dtive sequence number)
093478

[Next sequence number: (relative sequence number)]
Acknowledgment number:

. v ) e any. @

0161 .... = Header Length: 28 bytes (5)
= Reserved: Not set

= Nonce: Not set

= Congestion Window Reduced (CWR): Not set
= ECN-Echo: Not set

= Urgent: Set

= Acknowledgment: Not set

= Push: Set

= Reset: Not set

= Syn: Not set

90 44 @0 Gc

pooe @8 Bc 29 dd
eein
0020
@e3e

29 e7 bd 4c 08 0@

dc 63 B0 16 cb 14 1e eG 00 DO QU DB 508 29
Bc c7 60 60

Source also send a second packet (as part of filtered port)
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AdAmi@emPiRR Qes=gsEEaqaE

(W ip.addr == 192.168.43.248

No. Time Source Destination Protocol Length Info

2 [FIN, PSH, URG] Seg=1 Win=1024 Urg=0 Len=0

Internet Protocol Version 4, Src: 192.168.43.55, Dst: 192.168.43.248

Source Port: 56420
Destination Port: 22
[Stream index: 1]

al

Sequence number: 1 (relative sequence number)
Sequence number (raw): 3487159815

[Next sequence number: 2 (relative sequence number)]
Acknowledgment number: @

VL)

@1e1 .... = Header Length: 2@ bytes (5)

-

(Flags: @x829 (FIN, PSH, URG)
Reserved: Not set

Nonce: Not set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Set

Acknowledgment: Not set

Push: Set

Reset: Not set

Syn: Not set

B0 Bc 29 dd 90 44 00 Oc 29 eV bd 4c 08 00 FENE
oode [ 75 B0 B 31 06 7b db cO ad 37 ¢ i
aeze c 64 00 16 ch 15 de e7 00 0@ 00 00 50 29
0050 B4 @E Gc c4 00 0O

efelelc]

And still there is no response from the destination. This means that port is open for
connection.

For closed port

LETESRGEIIETETIETTIT Y
- = TR
/i

FIN, PSH and URG + port 24

v

RST, ACK

ACANAL S AN A

e

Ll SIS AT //
o B L

LTI 77 774 s S PTITIY,

192.168.43.55 192.168.43.248
SOURCE DESTINATION

P TR TR TR R R L

Let’s scan a closed port.
Syntax
nmap -sX -p <port number> <destination IP>
Nmap scan command
nmap -sX -p 24 192.168.43.248



:~$ sudo nmap -sX -p 24 192.168.43.248
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-20 09:02 IST
Nmap scan report for 192.168.43.248
Host is up (0.00100s latency).

PORT  STATE SERVICE
24/tcp closed priv-mail
MAC Address: 00:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.29 seconds

~$ i

Port is closed which means destination send a response.

Am @ mORB ResEF s Eaqar

[N ip.addr == 192.168.43.248

No. Time guice Destingtion Protocol leng

ofg
5 B.08089082 | 54 41335 - 24 [FIN, PSH, URG] Seq=1 Win=1024 Urg=@ Len=g@

o e

Internet Protocol Version 4, Src: 192.168.43.55, Dst: 192.168.43.248
~ Transmission Control Protocol, Src Port: 41335, Dst Port: 24, Seq: 1, Len: @
Source Port: 41335
Destination Port: 24
[Stream index: @]
tlen- 07

Sequence number: 1 (relative segpience number)
Sequence number (raw): 1165785525
[Next sequence number: 2 (relatiye sequence number)]

Acknowledgment number (raw): @

@181 .... = Header Length: 20 bytes (5)
- Flags: 0x829 (FIN, PSH, URG)

@ee. ... ... Reserved: Not set

Nonce: Mot set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Set

. Acknowledgment: Not set

e e Push: Set

e e Reset: Mot set

e e Syn: Not set
0BEE 00 Bc 29 dd 90 44 @0 Oc 29 e7 bd 4c 08 00 EENEE D)L
LAl E 28 Ze G B0 00 34 06 7f O c@ aB 2b 37 cO aB
0020 EEREE al 77 00 18 45 Tc 79 b5 0@ 00 ©@ 0O 50 29 woE|ly 3]

B4 08 72 7a 0O 0O Tz

First packet contains FIN, PSH and URG flags.
Since the port is closed the destination responds.
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AN @ mERE QesEF IS
[N ip-addr == 192.168.43.248

No. Time Source

192.168.43.248

Q Q& i

Length Info
68 24 - 41335 [RST, ACK] Seq=1 Ack=2 Win=0 Len=6

Destination Protocol
TCP

6 B.081526966

Internet Protocol Version 4, Src: 192.168.43.248, Dst: 192.168.43.55
~ Transmission Control Protocol, Src Port: 24, Dst Port: 41335, Seq: 1, Ack: 2, Len: @

Source Port: 24
Destination Port: 41335

[Stream index: 0]
D == HIN
equence number. rela

Sequence number (raw): @
[Next sequence number: 1 elative sequence number)]

Acknowledgment number: 2 elative ack number)
RCRnowLedgme mDE Wi 165785526

0161 .... = Header Length: ﬁB bytes (5)
~ Flags: 0xB14 (RST, ACK)
eee. ... ..

e sequence number)

.. = Reserved: Not set

Nonce: Mot set

Congestion Window Reduced (CWR): Mot set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Set

00 Oc 29 e7 hd 4c 00 Oc
sl 0 28 00 00 40 00 40 06 |
0020 RN 00 18 al 77 00 0@ OB 00 45 7c 79 b6 50 14
OU30 PO PO T6 B 00 0D OO R 0B 00 A0 0O SV e

6eee

UDP SCAN (-sU)
This scan works by sending UDP packets to the destination port, if the target port is open

then there is no response, if port is closed then destination sends an ICMP packet saying

unreachable.
This scan is also called connection less protocol.

Advantage:
1) More control over data sent out.
2) UPD header is 20 bytes while TCP header is 80 bytes.

For open port

UPD + PORT 138

192.168.43.55 192.168.43.195
SOURCE DESTINATION

Scan an open port and capture the packets in Wireshark.
Syntax



nmap -sU -p <port number> <destination IP>
Nmap scan command

nmap -sU -p 138 192.168.43.195

:~% sudo nmap -sU -p 138 192.168.43.195
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-27 15:35 IST
Nmap scan report for IRONMAN (192.168.43.195)
Host is up (0.00047s latency).

PORT STATE SERVICE
138/udp open|filtered netbios-dgm
MAC Address: 00:0C:29:E9:AA:FO (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.59 seconds

~$ i

Let’s see the Wireshark.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

— . . EBE O B =
AN OmMERG QeEx2EF IS
[ [ip.addr == 192.168.43.195

No. Zica Souce Dactiootion Reatocallongthlol
5 0.086820542  192.168.43.55 192.168.43.195 42 35096 - 138 Len=0

Qe

6 ©.1BB6986020 192.168.43.55 192.168.43.195 Lupp 42 35097 —~ 138 Len=0

» Ethernet II, Src: VMware e7:bd:4c (00:0c:29:ef:bd:4c), Dst: VWMware_eS9:aa:T0 (B0:0c:29:e9:aa:f0)
~ Internet Protocol Version 4, Src: 192.168.43.55, Dst: 192.168.43.195
0160 .... = Version: 4
.... B101 = Header Length: 20 bytes (5)
p Differentiated Services Field: ©x08 (DSCP: CS58, ECN: Not-ECT)
Total Length: 28
Identification: @xf798 (63384)

............... = Reserved bit: Not set
B0 ..o oows o... = Don't fragment: Not set
. = More fragments: Not set

Fragment offset: @
Time to live: 49
Protocol: UDP (17)
Header checksum: @xb%ed [validation disabled]
WUUC Y9 et aa TU U Bc 29 e7 bd 4c 08 @0 45 00 1 )L E
0O 1c 7 98 00 00 31 11 b9 ed cO aB 2b 37 cO ad 1 +7
2b c3 B9 18 0O 8a @O B8 9d fO +

We can see that the server is not responding to our UDP packet, in the flag section we can see
that protocol used is UDP.

For closed port



UDP + PORT 45

ICMP NOT REACHABLE

192.168.43.55 192.168.43.129
SOURCE DESTINATION

Let’s scan a closed port through nmap and analyze the packets through Wireshark.
Syntax
nmap -sU -p <port number> <destination IP>
Nmap command
nmap -sU -p 45 192.168.43.129

:~$ sudo nmap -sU -p 45 192.168.43.129
Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-27 16:12 IST
Nmap scan report for owaspbwa (192.168.43.129)
Host is up (0.00088s latency).

PORT STATE SERVICE
45/udp closed mpm
MAC Address: 00:0C:29:DE:AD:CC (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.32 seconds

= |

Port is closed, let’s see Wireshark.



File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

(W [ip.addr == 192.168.43.129

» Frame 7: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface eth@, id @
» Ethernet II, Src: IntelCor_63:61:97 (1c:1b:b5:63:61:97), Dst: VMware de:ad:cc (00:@c:29:de:ad:cc)
- Internet Protocol Version 4, Src: 192.168.43.95, Dst: 192.168.43.129
G168 .... = Version: 4
... 9181 = Header Length: 2@ bytes (5)
» Differentiated Services Field: ©@x0@ (DSCP: C5@, ECN: Not-ECT)
Total Length: 56
Identification: ©x4219 (16921)
~ Flags: @x0000
e, e e Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set

0.

il
Fragment offset: 0
Time to live: 128
Protocol: UDP (17)

ib b5 63 61 97 08 00 45 00 ) - -ca--E
@e 80 11 20 6b cB a8 2b 5f c@ a8 -8B .- koot
61 08 @
5f ff

6e 38 42 19
2b 81 c8 76 08 06 00 24 3d a2 [
e 01 1ic 1b 63 61 9f
ff ff cO a8

6e3e
ae4e

First UDP packet is sent by us, since the port is closed, we should receive ICMP packet from
the server.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmN i mMERLE QesEF IEF aaaE
[ [ip.addr == 192.168.43.129

No. Time Source Destination Protocol Lengtt Info

i i
192.168.43.129 8 98 Destination unreachable (Port unreachable)

70 Destination unreachable (Port unreac

» Frame 8: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface eth@®, id @
Ethernet II, Src: VMware de:ad:cc (@0:0c:29:de:ad:cc), Dst: IntelCor_63:61:97 (1c:1b:b5:63:61:9T)
~ Internet Protocol Version 4, Src: 192.168.43.129, Dst: 192.168.43.95
G168 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: ©@xc@ (DSCP: CS56, ECN: Not-ECT)
Total Length: 84
Identification: @x86bl (34481)
~ Flags: Gx0000
B... ...

.o+ +v.. = Reserved bit: Not set
B ooos oo o0 = Don't fragment: Not set
P ™3 — More fragments: Not set
Fragment offset: @
Time to live: 64
Protocol: ICMP (1)

We can see the server responds with ICMP packet, and tells us that destination is
unreachable.

Idle Scan /Zombie Scan (-sl)



This scan is far more complex as compared to other scans. Idle scan allows complete blind
port scanning. The scan is carried out using another host known as “zombie host”. This is
somewhat similar to identity theft. The idea is to prevent the attackers IP address to be logged
in victims Intrusion Detection System (IDS). This scan involves an attacking machine, a
target, a zombie.

Basic understanding: -

1) TCP scan involves attacker sending SYN scan to determine if open is open or not. If
port is open the target machine sends SYN/ACK packet, else sends an RST packet.

2) Machine that receives an unsolicited SYN/ACK packet will responds with RST
packet.

3) Each IP packet has a fragment Identity Number (IP ID), each packet sent results in
increment if IP ID, probing/inspecting these IP ID the attacker can tell how many
packets have been sent since last probe. This also allows attacker to forge his identity
and perform blind scan.

This scan is carried out in three steps: -

1) Probe the zombie IPID and note it.

2) Forge a SYN packet from the zombie and send it to the desired port to the target. The
target will respond on basis of open or close port which may or may not cause the
zombie IPID to be incremented (Increase in IPID is because of SYN/ACK packet
received by zombie and encouraging the zombie to send RST packet).

3) Probe the zombie IPID again. The port state is determined by comparing the current
IP1D with the probe IPID record in step 1.

Finding zombie/idle machine:
Nmap is a very power full tool. It becomes even more power full when you use nmap
scripts (.nse) effectively. This script detects vulnerable zombie devices. Idle scan uses
port 80 as default port but you can also manually set the port too, we also need to
provide range/number of machines we want to scan (high range means greater scan
time).
Nmap scan
Syntax:
nmap -p<port scan> --script ipidseq -iR <range>
Nmap Scan Command
nmap -p80 --script ipidseq -iR 100
(-IR > Random IP address scans)



( j=[=]
[j_ ipidseq 1000
Starting Nmap 7.91 ( https://nmap.org ) at 2020-11-01 11:51 IST
Nmap scan report for 177-22-12-48.alfanetwork.com.br (177.22.12.48)
Host is up (0.58s latency).

PORT  STATE SERVICE
80/tcp filtered http

Nmap scan report for softbankl126125080030.bbtec.net (126.125.80.30)
Host is up (0.079s latency).

PORT  STATE SERVICE
80/tcp filtered http

Nmap scan report for 100.55.62.203
Host is up (0.066s latency).

PORT  STATE SERVICE
80/tcp filtered http

Nmap scan report for 149.204.140.35
Host is up (0.071s latency).

PORT  STATE SERVICE
80/tcp filtered http

Nmap scan report for c-67-188-37-175.hsdl.ca.comcast.net (67.188.37.175)
Host is up (0.32s latency).

The scan gives out a lot of result but what we are looking for is results in which
ipidseq was detected as incremental and port is open.

PORT STATE SERVICE
80/tcp filtered http

Nmap scan report for 4@.69.66.10
Host is up (@8.308s latency).

PORT  STATE SERVICE
80/tcp open http

Host script results:
| _ipidseq: Incremental!

Mmap scan report for 16.63.140.08
Host is up (@.11s latency).

PORT STATE SERVICE
80/tcp filtered http

Note down the corresponding IP address and use the as zombie.

The downside is

1) Most of the time the ipidseq shows Random, All zeros..etc, this maybe be due to
reasons like the firewall or not vulnerable..etc.

2) Most of Operating Systems assign IP ID randomly.



3) Well configured firewalls and honeypots may return false positive.

For explanation I used the following IP address
Attacker IP 192.168.43.55

Zombie IP 192.168.43.195

Target IP 192.168.43.248

For open ports

Step 1: Probe zombie IPID

SYN

SYN/ACK
IPID = x

ATTACKER ZOMEIE

Step 2: Forge a SYN request from zombie and send it to target.

SYN FROM ZOMBIE

RST
IPID = x+1

SYN/ACK

v

RST
IPID = x+2

A

ATTACKER ZOMBIE

Step 3: Probe the zombie IPID again. If the IPID got increased by 2 from the previous
IPID, then it suggests that the port was open.
Syntax:

nmap -sl <zombie IP address> -p<port number> <target machine IP>



Nmap Scan Command
nmap -sl 192.168.43.195 -p80 192.168.43.248

L 192.168.43.195 192.168.43.248

WARNING: Many people use -Pn w/Idlescan to prevent pings from their true IP. On the other hand, timing info Nmap gains from pings can a
1low for faster, more reliable scans.

Starting Nmap 7.91 ( https://nmap.org ) at 2020-10-31 17:54 IST

Idle scan using zombie 192.168.43.195 (192.168.43.195:443); Class: Incremental

Nmap scan report for 192.168.43.248

Host is up (0.0073s latency).

PORT  STATE SERVICE
80/tcp open http
MAC Address: @0:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 3.08 seconds

Wireshark analysis
The screenshot given below shows an open port scan. | filtered the scan to show that
the attacker never directly communicates with the target.

[ip.addr == 192.168.43.55

No. Time Source Destination Protocol Lengtt Info
97 3.412141504 5 .43, 192.168.43. 58 42515 - 443 [SYN,
2798 92,1 .195 192. 3. P 660 443 — 42515

~251867863 ~T68.43. “43.19 ACK]
: : 5 60 443 - 42755 [RST] Se

The screenshot below shows the phases in which scan happens.

The first slot show communication between attacker and zombie.

The second slot is where the actual scan takes place. The zombie communicates with
the target.

The third slot is communication between zombie and attacker to verify port status.

[N ]ip.addr == 192.168.43.195

Destination Protocol Length Info
TCP 58 42984 — 443 [SYN, ACK] Seq=0 Ack=1 Win=1824 MS5=1468
TCP 60 443 ~ 42984 [RST] Seq=1 Win=0 o
TCP 58 42985 -~ 443 [SYN, ACK] Seg=08 Ack=1 Win=1024 MS5=1460
TCP B0 443 -~ 42 ICEEE Win=@
TCP 58 42986 - 443 [SYN, Win=1024 MS5=1468
TCP 60 443 ~ 42986 [RST] Seq=1 Win=0
TCP 58 42987 — 443 [SYN, Win=1024 MS5=1468
TCP BB 443 ~ 42 [RS Seq=1 Win=0
TCP 58 42988 — 443 [SYN, Win=1824 M55=1460
TCP B0 4 42988 [RST] Seg=1 Win=0 Le
TCP b8 42989 — 443 [SYN, Win=1824 MS5=1468
TCP 60 443 —~ 42989 [RST]

58 42983 - 443 [SYN, Win=1824 MS5=1468

RST] Seg=1 =0 L

4 [RST] ¢
58 43176 —~ 443 [SYN, Win=1024 Len=6 MS5=1468
60 443 6 [RST] ¢
58 443 ~ B0 [SYN] Wil M55=1460

5848 Len=0 M35=1460

486820591
-4B7645431
4 2

Seq=1 Win=0




Step 1: Record the Identification number present in Internet Protocol Version Section.
Pay close attention to which Request you should analyze. The marked one is the last
request that communicates with the attacker and sends the RST packet and this should
be used for analysis.

BiomiRE QQesEFISc S aaqQE

L] | ip.addr == 192.168.43.55 or ip.addr == 192.168.43.248 and ip.addr == 192.168.43.195

No. ~ Time Source Destination Protocol Length Info

127 4.48
128 4.487645431

133 4.590675394

y Frame 133: 60 bytes on wire (480 bits), 60 bytes captured (488 bits) on interface eth®, id ©
» Ethernet II, Src: VMware_e9:aa:f@ (00:0c:29:e9:aa:f@), Dst: VMware_e7:bd:4c (00:8c:29:e7:bd:4c)
-~ Internet Protocol Version 4, Src: 192.168.43.195, Dst: 192.168.43.55
. = Version: 4
. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field: Bx0@ (DSCP: C56, ECN: Not-ECT)
Total Length: 40 p—
ation: GxoEb (186)

Flags: 8x4000, Don't Neagmesd
Fragment offset: 0
Time to live: 128
Protocol: TCP (6)
Header checksum: Bx2ich [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.43.195
Destination: 192.168.43.55
= Transmission Control Protocol, Src Port: 443, Dst Port: 43232, Seq: 1, Len: @

Source Port: 443

Destination Port: 43232

[Stream index: 12]

[TCP Segment Len: 8]

Sequence number: 1 (relative sequence number)

Step 2 and 3: After the RST packet to attacker the zombie scans the target
(Retransmission step). After successful scan the zombie returns to communicate with
attacker. Note the Identification number again. See the increase from previous
number, its 188-186=2

L] |ip.addr == 192.168.43.55 or ip.addr == 192.168.43.248 and ip.addr == 192.168.43.195 [X]

No. ~ Time Source Destination Protocal Lengtt Info

0 Win=1024 Len=8 M55=1460
Win=5840 Len=@ MS5=1460

45
4.644481870  192.168.43.195 8 i 8 443 — 43216 [RST]

» Frame 138: 60 bytes on wire (488 bits), 60 bytes captured (480 bits) on interface eth®, id @
» Ethernet II, Src: VMware_e9:aa:f0 (08:0c:29:e9:aa:f@), Dst: VMware_e7:bd:4c (@8:0c:29:e7:bd:4c)
~ Internet Protocol Version 4, Src: 192.168.43.195, Dst: 192.168.43.55
@108 .... = Version: 4
. 0181 = Header Length: 20 bytes (5)
Differentiated Services Field: OxB8 (DSCP: CS®, ECN: Not-ECT)
Total Length: 40
Identification: @xB88b
Flags: 8x4808, Don't
Fragment offset: @
Time to live: 128
Protocol: TCP (6)
Header checksum: @x21c9 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.43.195
Destination: 192.168.43.55
- Transmission Control Protocol, Src Port: 443, Dst Port: 43216, Seq: 1, Len: @
Source Port: 443
Destination Port: 43216
[Stream index: 13]
[TCP Segment Len: 0]
Sequence number: 1 (relative sequence number)

Crmimman mmbas frad s AAAEAAAESE

00 Oc 29 e7 bd 4c B0 Bc 29 e9 aa TO DB D@ 4500 - ) L ) E

(188)
ragnent

This difference signifies that the port is open for connection.



For closed port
Step 1: Probe the zombie IPID.

SYN

SYN/ACK
IPID = x

fomme FIITITTITE LSS,

ATTACKER ZOMBIE
Step 2: Forge a SYN packet from zombie and send it to target.

SYN FROM ZOMBIE

A A GETEGT IS e

TARGET

--'ﬂ_"---v-”""'"’
; A

e wecaaas

SYN/ACK

v

RST
IPID = x+1

A

e v
R s

ATTACKER

e

R 2 2 Rttt

ZOMBIE

Step 3: Probe the zombie IPID again. If the IPID got increased by 1 from the previous
IPID, then it suggests that the port was closed.
Syntax:
nmap -sl <zombie IP> -p<port number> <target IP>
Nmap scan:
nmap -sl 192.168.43.195 -p11 192.168.43.248



EI 16 192.168 248

WARNING: Many people use w/Idlescan to prevent pings from their true IP. On the other hand, timing info Nmap gains from pings can a
1low for faster, more reliable scans

Starting Nmap 7.91 ( https://nmap.org ) at 2020 -31 17:55 IST

Idle scan using zombie 192.168.43.195 (192.168. 195:443); Class: Incremental

Nmap scan report for 192.168.43.248

Host is up (0.011s latency).

PORT STATE SERVICE

11/tcp closed|filtered systat

MAC Address: 00:0C:29:DD:90:44 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 4.23 seconds

Wireshark analysis:
Step 1: Similar to the previous one, analysis the request in which the zombie sends the
last RST packet to attacker. Note down the Identification number.

| ||p.addr == 192.168.43.55 or ip.addr == 192.168.43.248 and ip.addr == 192.168.43.195

No. Time Source Destination Protocol Lengtt Info
192.168.43. 192 .195 TCP 58 42149 — 443 [SYN, M55=1460
60 443 —~ 42149 [R5T] ]
58 42078 — 443 [SYN,

60 443 ~ 42154 [RST]

» Frame 93: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ethd, id @
v Ethernet II, Src: VMware_eD:aa:f0 (00:0c:29:e9:aa:7@), Dst: VMware_e7:bd:4c (08:0c:29:eT7:bd:4c)
= Internet Protocol Version 4, Src: 192.168.43.195, Dst: 192.168.43.55
0168 .... = Version: 4
.... 0181 = Header Length: 2@ bytes (5)
Differentiated Services Field: Ox@@ (DSCP: CSG, ECN: Not-ECT)
Total Length: 4@ —
Identification: OxBB5! (B8)
Flags: Bx4000, Don't
Fragment offset: @
Time to live: 128
Protocol: TCP (6)
Header checksum: Bx222d [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.43.195
Destination: 192.168.43.55
~ Transmission Control Protocol, Src Port: 443, Dst Port: 42198, Seq: 1, Len: @
Source Port: 443
Destination Port: 42190
[Stream index: 14]
[TCP Segment Len: @]
Sequence number: 1 (relative sequence number)

»

Step 2 and 3: The next request is communication between zombie and target. After
the scan is performed the zombie communicates with attacker and we note the
Identification Number again. Calculate the difference between both the numbers i.e.
89-88=1



[l |ip.addr == 192.168.43.55 or ip.addr == 192.168.43.248 and ip.addr == 192.168.43.195

No. Time Source

Destination

Protocol Lengtt Info

v Frame 97: 6@ bytes on wire (488 bits), 60 bytes captured (488 bits) on interface ethd®, id @
v Ethernet II, Src: VMware_e9:aa:f0 (@0:0c:29:e9:aa:f@), Dst: VMware_e7:bd:4c (00:0c:29:e7:bd:4c)
~ Internet Protocol Version 4, Src: 192.168.43.195, Dst: 192.168.43.55
.... = Version: 4
.... 0181 = Header Length: 20 bytes (5

]
: Bx@@ (DSCP: €58, ECN: Not-ECT)

Differentiated Serwvice
Total Length: 4@
Identification: Bx8E5¢
Flags: @0x4008, Don't
Fragment offset: 0
Time to live: 128
Protocol: TCP (6)
Header checksum: 8x222c [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.43.195

Destination: 192.168.43.55

~ Transmission Control Protocol, Src Port: 443, Dst Port: 42148, Seq: 1, Len: @
Source Port: 443

Destination Port: 42148

[Stream index: 15]

This difference of 1signifies that the port is closed.

Advantage:

1) The attacker IP never gets logged in victims IDS (Intrusion Detection System).
2) This is very stealthy scan.

Disadvantage:

1) Complex scan.

2) The attacker IP is still logged in zombie so there’s always a chance of traceback.
3) Not easy to find zombie/idle machines.



